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Reliable Cloud Operation Demands Information
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Comprehensive Documentation 
in Cloud Companies

Cloud SystemTicketsDocuments FAQs

Reliable Operation: Engineers need to check the 
docs and follow the procedures for operation Information Need



IR or LLMs can provide information, but…
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Traditional information retrieval (IR) system:
Input: a user query
Output: relevant documents.
Problems: 
• Users still need to check manually to get the 

desired answer

Large language models (LLMs) alone:
Input: a user query. 
Output: answer to the query.
Problems: 
• Hallucinations can risk high-stakes operational 

environment
• Confidential documents are absent from the 

training data of LLMs



Query




Answer

RAG for cloud operation question answering (OpsQA)
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RAG: Retrieval-Augmented Generation
• A Retriever + A Generator

Advantage of RAG:
• Summarized answers with source reference

How to develop a RAG-based chatbot in OpsQA?



We built an RAG for OpsQA at Huawei Cloud
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• Product manuals
• FAQs
• Incident tickets
• Failure libraries

Diverse Documents

• Retriever: BGE-M3
• VecDB: FAISS
• Reader: Qwen2.5-32B-

Instruct

Model Settings
• Framework: langchain
• Chunk size: 100 tokens
• Top-k context: 5 docs

Settings

Naïve RAG still produce unsatisfactory outputs…



Initial Empirical Study
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Research Questions (RQs):
• RQ1: What questions do cloud operators frequently ask?
• RQ2: How well can existing RAG-based chatbot answer these questions?
• RQ3: Why does existing RAG-based chatbot fail?

Study Methods: Open Coding
• Data: 2000 queries and 3 datasets.
• Inter-annotator agreement: Krippendorf‘s alpha



RQ1: What questions do cloud operators frequently ask? 
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Intent taxonomy of real user queries in OpsQA Query distribution of different intents

Findings:
• Operational queries have five intent types, differing general programmers’ questions [1, 2]
• Symptom analysis is the most common intent (avg. 40.6%)
• Different teams have similar information need, highlighting the generalizability of intent taxonomy.

[1] How do programmers ask and answer questions on the web? In ICSE-NEIR’11

[2] A manual categorization of android app development issues on stack overflow. In ICSME’14



RQ2: How well can RAG-based chatbot answer questions?
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Findings:
• Queries of different intents have distinct answer requirements, leading to intent-specific failures.
• RAG varies in performance in OpsQA, struggling with factual and terminology-related queries.

Intent-specific answer criteria Response accuracy of different intent types

Need intent-specific 
improvements? 



RQ3: Why does existing RAG-based chatbot fail?
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Overall failure distribution

Findings:
• 51% failures originate from user query issues (e.g. incomplete query 32%). → Need clarification
• 27% root causes are knowledge missing (the second largest) → Need gap detection

Main root causes of OpsQA failures Failure distribution of varying intents

Improve query clarity and detect knowledge gaps



iKnow: an Intent-aware OpsQA RAG System
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Improvements in iKnow:
• Intent Detection: Prototypical Network for efficient classification
• Query Rewriting: LLMs guided by intent-specific requirements
• Missing Knowledge Detection: LLMs to check knowledge existence

The framework of iKnow



RQ4: How effective is iKnow in OpsQA?
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The LLM judge accuracy of iKnow and the old chatbot Pairwise accuracy of iKnow and the old chatbot

Findings:
• iKnow outperforms direct prompting and naïve RAG.
• iKnow shows consistent improvement across intents.

• LLM-as-a-judge accuracy
• Pairwise win-tie-loss evaluation

• Specificity: amount of precise, concrete 
information provided

• Coverage: degree to which all relevant 
aspects addressed

Evaluation Settings

Error Analysis:
• Intent detection errors (23%)
• Retrieval errors (12.6%)
• Missing knowledge (37.2%)
• LLM judge mislabelling (16.6%)
• Other errors (9.6%)



RQ5 & RQ6: Ablation study and efficiency
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Accuracy of intent detection

RQ5: Effects of different components
• Intent detection: Acc. 85.3%
• Query rewriting: 99% queries are enhanced
• Missing knowledge detection: F1 88.5%

RQ6: Efficiency of iKnow in OpsQA?
• Acceptable time cost: 4.3s cost by 

introduced modules, accounting for 19.1% 

End-to-end and component-wise latency of iKnow

All components are useful! iKnow is efficient in OpsQA!



Lessons learned
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• Formulating a complete 
question with explicit 
information need and specific 
details is of great importance.

• Be aware of knowledge 
boundary of chatbots and ask 
relevant questions.

• Exercise caution and verify 
critical responses.

For chatbot users

• Be aware of deployment 
challenges and approach to 
monitoring data.

• OpsQA chatbot providers can 
benefit from integrating intent 
detection and query rewriting.

• Including links to reference 
documents in the answer 
enhances transparency.

For OpsQA chatbot provider

• Synthesizing domain-specific 
QA datasets for customized 
training.

• Incorporating real-time 
monitoring data for symptom 
analysis.

• Aggregating evidence for 
multi-perspective questions, 
e.g., GraphRAG

For researchers



• Empirical Analysis on OpsQA: 
• Intents of OpsQA queries.
• Answer requirements of different intents. 
• Root causes of failed answers.

• iKnow: an intent-guided OpsQA RAG system
• Both accurate and efficient!
• We share lessons learned through our experience.
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Conclusion

Q & A

Paper


	Slide 1: iKnow: an Intent-Guided Chatbot for Cloud Operations with Retrieval-Augmented Generation
	Slide 2: Reliable Cloud Operation Demands Information
	Slide 3: IR or LLMs can provide information, but…
	Slide 4: RAG for cloud operation question answering (OpsQA)
	Slide 5: We built an RAG for OpsQA at Huawei Cloud
	Slide 6: Initial Empirical Study
	Slide 7: RQ1: What questions do cloud operators frequently ask? 
	Slide 8: RQ2: How well can RAG-based chatbot answer questions?
	Slide 9: RQ3: Why does existing RAG-based chatbot fail?
	Slide 10: iKnow: an Intent-aware OpsQA RAG System
	Slide 11: RQ4: How effective is iKnow in OpsQA?
	Slide 12: RQ5 & RQ6: Ablation study and efficiency
	Slide 13: Lessons learned
	Slide 14: Conclusion

