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Abstract

Modern cloud services rely on a high volume of changes
for rapid innovation, yet these changes are a primary cause of
production incidents. To manage this risk, industry practice
employs tiered change management pipelines that concen-
trate static rules and human reviews. However, our analysis
of ByteDance’s cloud platform (Volcano Engine) reveals a
critical long tail problem: while high-risk changes undergo
extensive scrutiny, 78.1% of change-induced incidents origi-
nate from the sheer volume of low-risk changes that receive
minimal review. At this scale, exhaustive manual review is
fundamentally infeasible. To address this, we present Aegis, a
novel knowledge-driven system that provides interpretable
change risk assessment. Aegis automatically constructs a
knowledge base from historical operational data, distilling
it into generalized risk heuristics and identifying relevant
precedent cases. When a new change is proposed, Aegis gen-
erates human-readable warnings grounded in this historical
evidence, explaining why a change is risky. We have de-
ployed Aegis in Volcano Engine’s production environment
for five months, where it processed tens of thousands of
change requests. Its risk escalations achieved a 75% accep-
tance rate from production engineers and successfully pre-
vented multiple potential incidents.

CCS Concepts: - Software and its engineering — Risk
management; - Computing methodologies — Artificial
intelligence.
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1 Introduction

Modern cloud services operate at a massive scale, with
thousands of engineers pushing a constant stream of changes.
These include software deployments [12, 18, 22, 36], con-
figuration modification [13, 41, 42], and infrastructure up-
dates [8, 19] intended to maintain competitive pace. While
essential for innovation, each change introduces significant
risk. Indeed, post-mortems from major cloud providers like
Google [4], AWS [2], and Microsoft Azure [3] consistently
reveal that a large percentage of production incidents are
caused by changes to live systems [16, 25], making robust
change management a critical pillar of production reliabil-
ity. At large-scale services like ByteDance, a large number
of such changes are executed daily. Even a single problem-
atic change can cause widespread disruptions, potentially
impacting service availability and user experience.

To mitigate risk, industry practice has converged on for-
mal change management processes [26, 29]. Proposed modifi-
cations must first pass a series of automated pre-flight checks
within the deployment pipeline. These checks include static
analysis, linters, and schema validators, which verify syntac-
tic correctness and screen for obvious implementation bugs.
Only after passing this initial gate does the change operator
submit a formal Request for Change (RFC), which includes a
self-assessed risk level (e.g., Low, Medium, High), for formal
human review and approval in the Change Management
Platform (CMP).
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This approach deliberately shifts the focus of human re-
viewers from verifying functional correctness to evaluating
operational risk. For instance, a configuration update that
disables a rate limiter might pass all syntax checks and static
validations. While technically correct, deploying it during
peak traffic could overwhelm backend services and trigger a
cascading failure. This illustrates how operational risk often
escapes detection by automated correctness checks alone.

However, our findings show that relying on manual as-
sessment for complex operational risks exposes a critical
scalability challenge. An analysis of 12 months of production
data from ByteDance’s cloud platform reveals a striking im-
balance between review coverage and incident impact. High-
risk changes receive a median of over 10 hours of review
time but account for just 3.8% of change-induced production
incidents. In contrast, low-risk changes receive a median of
only 7 minutes of review time yet are responsible for 78.1%
of change-induced production incidents. This is not due to
negligence. Instead, it reflects a fundamental constraint: the
volume of low-risk RFCs is so large that deep manual review
for each one is infeasible. As a result, the long tail of rou-
tine, lightly reviewed changes becomes the largest aggregate
source of risk.

There are two existing approaches to automating change
risk decisions: static rule-based policies and machine learn-
ing (ML) classifiers, but both fall short in practice. Our plat-
form is already equipped with a static, rule-based policy
engine that enforces basic safeguards. For example, it can
block any change scheduled during a major holiday. How-
ever, this method proves inherently inadequate, as such rules
are superficial, blind to the rich context within an RFC’s un-
structured text, and slow to adapt to new failure modes.
More advanced ML classifiers, while often more accurate,
come with a critical drawback: they lack interpretability.
Our early attempts to deploy a semantic classification model
were turned down by Site Reliability Engineers (SREs). Their
feedback was clear: if a system cannot explain why it flags a
change, it becomes an uninterpretable tool that people can-
not trust or learn from. This established interpretability as a
core requirement for real-world adoption. The need for clear,
human-readable explanations naturally led us to explore
Large Language Models (LLMs), which have demonstrated
strong reasoning and language generation capabilities across
many tasks [15, 40, 43]. These models are well-suited to gen-
erating justifications that humans can understand.

However, our investigation showed that using a general-
purpose LLM in our setting is not straightforward. These
models lack an organization’s internal operational knowl-
edge. As a result, they can produce inaccurate or misleading
explanations (i.e., hallucination [34]). The problem is even
greater in a large-scale product cloud, where thousands of
services each carry different risks and operational patterns.
Knowledge in such environments is inherently complex and
highly fragmented. For instance, assessing whether a change
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is safe may rely on subtle, service-specific heuristics that
are undocumented and scattered across teams. In such an
environment, it is difficult for a general model to provide
reliable and context-aware assessments. The key challenge
is to harness the reasoning power of LLMs while grounding
their outputs in trusted, domain-specific knowledge.

Solution. We address these challenges through Aegis, a
knowledge-driven system that provides interpretable change
risk assessment by automatically extracting and applying
organizational operational knowledge. The system processes
historical change data to construct a structured knowledge
base containing two complementary forms of evidence: gen-
eralized risk heuristics that capture recurring risk patterns,
and specific precedent cases that provide context-aware
warnings based on operational similarity rather than tex-
tual resemblance. When analyzing new changes, Aegis ag-
gregates evidence from both sources to generate human-
readable assessments grounded in concrete historical ex-
amples. Rather than producing binary classifications or nu-
merical risk scores, the system presents reviewers with spe-
cific warnings accompanied by relevant precedent cases that
demonstrate why caution is warranted.

Deployment Experience. We have deployed Aegis for
five months in ByteDance’s Volcano Engine. During this
period, the system processed tens of thousands of change
requests across hundreds of services. It issued risk escala-
tions with an acceptance rate of around 75% from production
engineers. The system also successfully prevented multiple
potential incidents, such as a stress test that could have im-
pacted unprepared downstream services. Aegis continuously
improved by updating its knowledge base based on oper-
ational feedback, helping reduce false positives over time.
We provide detailed analyses of both escaped incidents and
rejected escalations, discuss cross-organization applicability,
and identify open research problems. All these results show
the effectiveness and practicality of Aegis in a real-world,
large-scale cloud environment.

The primary contributions of this work include:

e We present an in-depth analysis of a large-scale industrial
change management system, empirically identifying and
quantifying the long tail problem where low-risk changes
cause the majority of production incidents.

o We detail the design and implementation of Aegis, a novel
system that provides interpretable risk assessment by au-
tomatically distilling heuristics and identifying analogous
precedents from historical operational data.

e We report on our experience deploying Aegis into a live,
high-velocity production environment. Over five months,
Aegis has processed tens of thousands of RFCs, and its risk
escalations have achieved an overall acceptance rate of
~75% from production engineers, demonstrating its real-
world effectiveness and practicality.
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Title: ETCD - Disk Fragment Cleanup
ProductName: VKE

#RFC-2512290

BusinessLine: PaaS

ChangeDesc: Perform compact and defrag operations on ... Change Metadata

ChangeReason: To reduce ETCD data file bloat and improve disk utilization.

CanGray: True CanRollback: True
GrayPlan: Verify the defrag RollbackPlan: Stop
procedure in the staging cluster operations and restore WhiteScreenRate: 100%
first, then roll out gradually from the pre-maintenance MonitorPlan: node health,
across production nodes snapshot backup disk usage, and ETCD QPS

Notification: Internal Groups  EffectScope: Internal nodes only

Deployment Plan

Impact Analysis

IsUrgent: False /vCChangeLevel: LovD

Rollback
Self-Assessed Review and Controlled Post-Deployment
Risk Classification Approval Deployment Validation

Figure 1. A Sample of Request for Change (RFC)

2 Background and Motivation

In large-scale cloud environments, maintaining service
reliability while enabling rapid innovation is a paramount
concern [28]. To manage the inherent risk of modifying com-
plex production systems, the software industry has widely
adopted formal change management processes [1, 27]. These
processes provide a structured framework for proposing, re-
viewing, and deploying changes, with the primary goal of
preventing service-impacting incidents [16, 17]. This section
describes the standard artifacts and life-cycle of this process
at Volcano Engine.

2.1 The Request for Change (RFC) Artifact

The central artifact in our change management process is
the request for change (RFC). An RFC is a highly structured
document that serves as the source for any proposed mod-
ification to the production environment. Its purpose is to
make the intent, implementation, and potential impact of a
change transparent to all stakeholders. At Volcano Engine,
an RFC is a rich data object with numerous fields that can
be grouped into several key categories as shown in Figure 1:

Change Metadata This section defines the basic infor-
mation about the change. It includes fields such as title,
change description, and change reason, which explain what
the change does and why it is needed. Contextual fields like
product name and business line help triage reviewers and
identify the team of change initiators.

Deployment Plan: This section outlines the rollout and
recovery strategies. can gray indicates whether the change
supports a canary rollout. If so, the gray plan describes how
the change will be staged and gradually deployed. can roll-
back shows whether the change can be safely reversed, and
the rollback plan provides concrete steps for doing so, such as
restoring from a snapshot. The monitor plan describes how
success and system health will be verified, such as checking
ETCD QPS and disk usage. white screen rate reflects the ma-
turity of the deployment procedure. A value of 100% means
the entire operation is automated through a GUI interface,
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while lower values suggest command-line or manual steps,
which may introduce risk.

Impact Analysis: This section assesses the change’s po-
tential effects. effect scope outlines the impact’s key dimen-
sions: whether it is internal or external, the number of users
affected, the potential duration of service interruptions, and
its visibility to end users. Other fields capture urgency, noti-
fication scope, and customer-facing impact such as visibil-
ity and expected duration. This information supports the
self-assessed risk level and helps reviewers understand the
possible blast radius.

2.2 The RFC Life-cycle in Practice

Every Request for Change (RFC) follows a formal life-cycle
in our CMP designed to manage risk through structured
stages. This ensures the level of scrutiny for each change
matches its potential impact. The stages are as follows:

Self-Assessment and Classification. When an engineer
(the Operator) creates an RFC, they must first perform a
self-assessment to classify its risk as Low, Medium, or High.
This initial judgment is critical, as it determines the entire
subsequent review and deployment path.

Review and Approval. The RFC then proceeds to a re-
view stage where requirements are based on its risk level:

o Low-Risk: For changes with no customer impact (e.g., in
test environments). Requires minimal approval from the
component owner and SRE. No customer notification is
needed, and deployment is flexible.

o Medium-Risk: For changes with manageable customer im-
pact. Requires approval from a stability architect and the
head of SRE, a 3-day customer notification, and deploy-
ment during weekdays.

e High-Risk: For changes with significant potential impact
(e.g., to core infrastructure). Demands senior leadership
approval, a 7-day customer notification, and deployment
strictly confined to off-peak hours. A formal technical
review may also be required.

Controlled Deployment. After receiving all necessary
approvals, the change is scheduled for deployment. The exe-
cution is governed by risk-based controls, such as mandatory
notification periods and pre-defined time windows.

Post-Deployment Validation. Following deployment,
the system is actively monitored to verify success and stabil-
ity. If the change fails, the pre-planned rollback procedure is
executed immediately to restore service.

2.3 Motivation

Operating large-scale cloud services requires a delicate
balance between engineering agility and production stability.
While a high velocity of changes is essential for innovation
and feature delivery, each change introduces a potential risk
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Figure 2. The Misallocation of Review Effort in Change
Management (Note: The size of each bubble is proportional
to the total volume of changes in that category.)

of causing a service-impacting incident. To diagnose the pre-
cise nature of this challenge in a modern operational envi-
ronment, we analyzed 12 months of production change man-
agement data from our Volcano Engine. Figure 2 plots each
change category by its failure contribution (y-axis) against
the human effort invested in its review (x-axis). The find-
ings are stark and expose a critical flaw in traditional, tiered
review processes:

The Blind Spot (High Impact, Low Effort): Changes manu-
ally designated as low risk occupy the top-left quadrant. They
are responsible for a staggering 78.1% of all change-induced
production incidents, yet they receive a median approval
time of only 7 minutes. The enormous size of this bubble
highlights that this category also represents the overwhelm-
ing majority of all changes, making it the system’s primary
area of vulnerability. For example, an engineer submitted
a change to reduce the timeout value for a network client
library from 500ms to 200ms. The change passed all auto-
mated checks and was approved quickly due to its perceived
low complexity. However, under peak load, the downstream
service routinely responded in 300-400ms, causing wide-
spread timeouts and a cascading failure across dependent
services.

The Comfort Zone (Low Impact, High Effort): In contrast,
high risk changes sit in the bottom-right quadrant. They
consume immense review effort (a median of 602 minutes
(over 10 hours) per change) but are responsible for a mere
3.8% of change-induced incidents. As their small bubble size
indicates, they are also relatively rare. For example, a core
infrastructure team planned a version upgrade of a widely
shared internal RPC library. Due to its broad dependency
surface, the change was manually classified as high risk,
triggering an extensive review process: manual validation
of compatibility reports, integration tests across multiple
services, canary deployments, and rollout coordination. The
release took days to complete and caused no production
issues. This outcome illustrates why such cases fall into the
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comfort zone: the operational risk is real, but the high effort
ensures that the change is executed safely.

Takeaway: As shown in Figure 2, our analysis highlights
a striking misalignment between perceived and actual risk.
A large portion of production incidents stem from changes
labeled as low risk, which typically receive minimal review.
This reflects a classic long-tail pattern, where the sheer vol-
ume of routine changes accumulates into a significant source
of failure. While the current strategy of focusing review ef-
fort on high-risk changes is reasonable, it cannot scale to
cover the full risk surface. Exhaustively reviewing every
change is impractical. Rather than attempting to replace hu-
man judgment, our system focuses on pinpointing the small
subset of low-risk changes that are likely misclassified and
warrant deeper inspection. This targeted escalation shifts
human attention to where it has the greatest impact, making
expert review both focused and scalable.

3 The Pitfalls of Traditional Automation

Given the clear and costly blind spot in our manual re-
view process, the immediate step was to explore automated
solutions. Our goal was to create a system that could auto-
matically identify risky changes that had been incorrectly
submitted as low-risk. However, we quickly found that stan-
dard automation approaches were not effective for the com-
plex and critical task of managing production changes. This
section describes these initial attempts, explains why they
failed, and discusses the important lessons we learned.

3.1 Change Platform Control

Before the development of a more intelligent system, the
primary method for automated risk control within our change
management platform is a static, rule-based policy engine.
The mechanism is straightforward: the change platform pro-
vides a web form where engineers must describe and cate-
gorizes their proposed change using a series of dropdown
menus and checkboxes (e.g., selecting the affected service or
objects, change type, risk level). When the form is submitted,
a backend system validates these structured inputs against
a set of hard-coded rules. These rules are manually curated
by a committee of experienced engineers and site reliability
experts, who distill lessons from past major incidents into
explicit policies. For example, a typical set of rules might
include: BLOCK any change scheduled within 48 hours of a
major holiday or company-wide event; Add more reviewers
if the applicant intentionally categorize the change as high-
risk; Assign a minimum medium-risk to any change lacking
a 100% white screen rate.

Limitations. While the rule-based system is effective at
preventing simple, predictable errors and enforcing organi-
zational policies, it has two major limitations that expose
the organization to more complex risks. (1) Its analysis is
superficial. The engine operates only on structured, cate-
gorical data selected by the user and is completely blind
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to the critical context within unstructured text fields like
the change description. (2) The system is static and reactive.
Because its rules are manually coded, it can only protect
against failure modes that have been previously identified.
This design makes the system slow to adapt to new risks, re-
quiring a resource-intensive manual and engineering process
to update its rules after a new type of failure occurs.

3.2 Strawman Models for Automated Escalation

To enhance our risk platform, we focused on the critical
decision of whether to escalate a change submitted as low-
risk. Our analysis showed that the greatest organizational
risk originates from the long tail of changes misclassified
in this category (Section 2.3). We therefore formulated this
as a machine learning classification task: for each low-risk
submission, the model predicts if it requires escalation. This
system complements our existing static rules. Specifically,
we designed the following two models.

Strawman #1: Structured-Field Classifier. Our initial
approach established a baseline by relying solely on the struc-
tured, machine-readable data available in the RFC form. The
goal was to examine whether risk patterns could be iden-
tified through this formal metadata alone. The feature set
included categorical data from the change metadata section,
such as ProductName (e.g., VKE) and BusinessLine (e.g., PaaS).
It also incorporated boolean flags from the deployment plan,
including CanGray and CanRollback. Additionally, we used
pre-defined fields from the impact analysis section, such as
the Notification scope and the IsUrgent flag. To prepare this
data for a standard classifier (a Gradient Boosted Decision
Tree, GBDT [44]), we transformed these discrete inputs into a
high-dimensional numerical format using one-hot encoding,
creating a sparse binary vector that represents the selected
options for each change. While this approach effectively cap-
tured the formal taxonomy of a change, it remained entirely
blind to the rich, unstructured text where engineers describe
the actual substance and nuance of their work.

Strawman #2: Hybrid Semantic Classifier. To address
the clear limitations of the first model, our second approach
was designed to incorporate the critical context contained
within the free-text fields. The central hypothesis was that
the unstructured description and reasoning sections of an
RFC contain the strongest signals of latent risk, which are not
captured by dropdown menus or checkboxes. To incorporate
unstructured textual signals, we first merged all free-text
fields in the RFC into a single input string. This text was
embedded using a pre-trained Doubao encoder [33], pro-
ducing a 2048-dimensional semantic vector. The embedding
captures the overall intent of the change. For example, it
places similar phrases such as “restarting the auth service”
and “bouncing the authentication pods” close together in
the vector space. To improve efficiency and reduce noise, we
applied PCA [5] to reduce the embedding’s dimensionality.
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Table 1. Performance of Strawman Escalation Detectors.

Model

#1 Structured-Field 52.9% 50.0% 51.4%
#2 Hybrid Semantic 68.5% 59.5% 63.8%

Precision Recall F1-Score

This semantic vector was then concatenated with the one-
hot encoded features from structured fields. The resulting
hybrid feature vector combines metadata and textual con-
text. We used the same GBDT model for classification, as
it supports high-dimensional input and learns interactions
across both types of features.

Evaluation. We evaluated two strawman models on a
binary classification task using one year of historical change
records. The positive class contained all changes that engi-
neers originally filed as medium- or high- risk. The negative
class included changes marked as low-risk.

We tested both models on a separate test set. Our goal was
to detect changes that were actually non-low risk but filed as
low. As shown in Table 1, the Structured-Field model reached
an F1-score of 51.4%. This shows that structured metadata
alone is not very effective. The Hybrid Semantic model per-
formed better, with an F1-score of 63.8%, confirming that
free-text fields contain important signals about risk.

Although the hybrid model improved accuracy, it reduced
transparency. With the structured model, the reason behind
each prediction was clear. For example, the model might
highlight that the change type was a driver update or that
rollback was not supported. These explanations were easy
to understand. In contrast, the hybrid model relied on em-
bedding dimensions that are hard to interpret. Explanations
based on feature importance often pointed to abstract values
like embedding dimension_247, which do not help reviewers
understand why the model made its decision.

User Feedback. This issue became clear during pilot test-
ing with senior site reliability engineers, who immediately
raised concerns and chose not to adopt the model in produc-
tion. Their reasoning was straightforward. If a system cannot
explain why a change is flagged as risky, it cannot be trusted.
In operational settings, engineers need to understand each
alert, verify its cause, and learn from it. A model that only
produces risk scores, without context or explanation, fails
to support this workflow. This feedback revealed a key re-
quirement for deployment: interpretability must be built in
from the start. Risk assessments should provide clear, human-
readable justifications based on real operational evidence. In
response, we shifted away from black-box classification and
began developing Aegis, a knowledge-driven system focused
on clarity, domain relevance, and trust.

4 The Aegis System Design

The failures of traditional automation yielded a crucial in-
sight: in high-stakes operational environments, a risk assess-
ment system’s trustworthiness is as important as its accuracy.
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This led us to formulate a new core principle: Interpretable
by design. Unlike a model that produces only a risk score,
every assessment must be grounded in explicit evidence. To
achieve this, we leverage large language models (LLMs) not
merely as a predictor but as a reasoning engine that produces
human-readable explanations grounded in evidence.

Challenge and Opportunity. The fundamental chal-
lenge of ensuring change reliability in modern cloud envi-
ronments stems from their sheer scale and complexity. These
systems evolve too quickly for any single engineer, team, or
automated system to maintain a complete, up-to-the-minute
understanding of all potential risks. Consequently, opera-
tional knowledge becomes fragmented, buried within the
collective memory encoded in every change ever made.

Historical RFCs offer a valuable source of such knowledge.
High- and medium-risk RFCs are often reviewed thoroughly
or have previously led to incidents. In practice, these high-
risk changes are usually reliable, precisely because they at-
tract extensive scrutiny. Applicants are less likely to submit
flawed changes when they know additional review effort
will be involved. Low-risk RFCs, on the other hand, may re-
ceive less attention individually. Yet, when observed in large
volumes, they offer valuable statistical patterns. Their consis-
tency and scale can help us infer norms and detect deviations,
supporting better risk assessment across the board.

To address this challenge and seize the opportunity, we
present Aegis, a knowledge-driven system for proactive
change risk assessment. Aegis is designed to capture the
vast and fragmented operational knowledge embedded in
historical changes and transform it into actionable guidance
to improve production stability.

The system’s architecture, illustrated in Figure 3, is com-
posed of two primary stages: (1) an offline operational knowl-
edge base construction that processes historical raw opera-
tional data into a structured knowledge base, and (2) an on-
line risk inference phase that analyzes new change requests
in real-time. To provide a holistic assessment, the online
phase collects evidence from two complementary modules
before unifying the findings in a final synthesis step.

The first heuristics-based risk triage module automatically
learns recurring patterns by contrasting past high/medium-
and low-risk changes. It generates risk heuristics to flag com-
mon failure modes and exemption heuristics to filter out safe,
routine actions. To capture context-specific risks missed by
these general rules, a precedent-informed assessment mod-
ule retrieves analogous historical incidents, allowing engi-
neers to evaluate risk using concrete precedents. Finally, a
Risk Synthesis stage integrates, prioritizes, and contextual-
izes these findings, transforming broad evidence into a single,
focused, and customized recommendation for the specific
change. To ensure the knowledge base remains accurate and
relevant over time, a feedback-driven update mechanism is
employed. Evidence, whether a heuristic or a precedent, that
is repeatedly rejected by operators is automatically pruned

Liu et al.

as a false positive. The knowledge base is continuously up-
dated with new RFCs to reflect emerging patterns. Teams
from different products can also extend it by adding custom
heuristics tailored to their specific services and risks.

5 Aegis Implementation

Below, we detail the core technical problems for each
dimension of analysis and describe our solutions.

5.1 Heuristics-Based Risk Triage

Human reviewers often rely on implicit rules of thumb
when assessing the risk of a change. For example, recognizing
that modifying a shared API is riskier than updating internal
metadata. However, such reasoning is rarely formalized and
is difficult for automated systems to learn directly from noisy,
high-variance RFC descriptions.

Our Solution: We designed a multi-stage pipeline to sys-
tematically extract, validate, and refine operational heuristics
from historical RFC data. The process first groups opera-
tionally similar changes, then uses the LLM to discover the
differentiating patterns between safe and risky operations
within those groups. Critically, the pipeline includes an au-
tomated refinement loop and a final human-in-the-loop step
to ensure the resulting heuristics are trustworthy.

Hierarchical Grouping for Contextual Analysis. To
effectively discover recurring patterns that distinguish risky
changes from safe ones, we group RFCs with similar op-
erational intent. This is done in two stages. First, we per-
form a coarse-grained partitioning based on product lines.
Each product line within Volcano Engine functions as an
independent operational domain, with distinct architectures,
workflows, and team practices. Partitioning by product line
ensures that the subsequent analysis is contextually relevant
and avoids false generalizations across unrelated systems.
Second, within each product-line partition, we apply fine-
grained semantic clustering to group RFCs with similar in-
tent. We encode the free-text description of each RFC using
the pre-trained Doubao-embedding model [33], generating
a 2048-dimensional semantic vector.

We then use the HDBSCAN algorithm [31] to identify
dense regions of similar changes in the embedding space,
which yields a set of coherent clusters. This semantic group-
ing is highly effective for identifying broad operational topics.
As illustrated in Figure 4, these clusters allow us to extract
discriminative heuristics by comparing risk patterns in these
similar changes.

Generating Heuristics via Contrastive Prompting.
We leverage the reasoning capabilities of LLM as a heuristic
Extractor, tailoring the prompt based on the risk composition
and topic of each cluster. To ensure quality, we discard small
clusters that lack sufficient data. The approach varies across
three types of clusters:

Homogeneous Low-Risk Clusters: For clusters containing
exclusively low-risk RFCs, which represent established safe
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procedures, the LLM is prompted to generalize these patterns
into Exempt Heuristics.

Homogeneous Non-Low-Risk Clusters: For clusters com-
posed entirely of medium- or high-risk RFCs, which signify
known dangerous operations, the LLM is tasked with ab-
stracting the underlying risk factors into Risk Heuristics.

Mixed-Risk Clusters: For clusters containing both risk lev-
els, we use a conservative, contrastive approach. The model,
acting as an expert SRE, is presented with both low-risk and
medium/high-risk examples from the cluster. It is then asked
to articulate only the risk heuristics that explain why the ex-
ceptional changes were fundamentally riskier. In this mixed
context, we deliberately avoid generating exempt heuristics
to maintain a conservative safety posture.

This contrastive approach is effective because RFCs within
the same cluster share operational context (same service type,
similar actions), making the risk-distinguishing factors more
salient. By holding the operational domain constant, the
LLM can focus on identifying the specific attributes (such
as scope, timing, or affected components) that differentiate
risky changes from safe ones. A known failure mode is clus-
ter composition drift: as services evolve, the risk distribution
within a cluster may shift, potentially degrading heuristic
quality. We partially mitigate this by periodically injecting
new RFCs into the knowledge base (Section 5.4), but proac-
tive drift detection remains an open challenge (Section 7.7).

Automated Heuristic Validation and Refinement. To
ensure the trustworthiness of generated heuristics, we em-
ploy a two-stage validation pipeline that combines auto-
mated refinement with lightweight human review.

In the first stage, we use an automated Extractor—Checker
loop built on LLMs. The Extractor is responsible for generat-
ing initial heuristic candidates based on patterns observed
in historical RFCs. These heuristics are then evaluated by a
second LLM (the Checker), which serves as a critical peer
reviewer. Next, the Checker tests the heuristic against the
original RFC clusters, attempting to classify them as low-risk
or non-low-risk. Besides the risk level, its output includes
counterexamples for any misclassifications it observes. This
feedback is then used to augment the Extractor’s prompt in
the next iteration. The refinement loop continues until the
heuristic’s F1-score on the validation set converges.

After the automated refinement loop, the resulting heuris-
tics undergo a final manual review by a panel of senior site
reliability engineers for the dedicated product. This review
focuses on assessing the clarity, practicality, and potential for
misinterpretation of each rule. Because the heuristics have
already been iteratively refined and validated by the LLM-
based pipeline, the manual step is lightweight and low-effort.
Only heuristics that pass this expert check are integrated
into the knowledge base.

5.2 Precedent-Informed Assessment

While heuristics effectively capture recurring risk pat-
terns, they often miss context-sensitive edge cases. These
are changes historically recognized as risky but may appear
safe to newcomers. Such cases require reasoning by referring
to precedent. These are prior changes that were escalated
due to known risk factors that are not statistically frequent.

However, retrieving these precedents with high accuracy
presents a more demanding challenge than the thematic
clustering used for heuristic generation. While a standard
semantic search on the full RFC text is suitable for group-
ing documents by general topics (Section 5.1), it struggles
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with the high-precision retrieval needed for finding specific
precedents. The reason is that RFC documents are often long
and verbose, with detailed justifications, rollback plans, and
discussions that can obscure the core operational intent. This
extra text adds noise, making it difficult to tell the difference
between changes that are merely on the same topic and those
that perform the exact same action.

Our Solution: Operational Fingerprint Index. To address
this, we draw inspiration from Retrieval-Augmented Gen-
eration (RAG), a paradigm that enhances LLM performance
by grounding their outputs in retrieved context. We adapt
this idea to change risk assessment and design a two-stage
retrieval pipeline tailored for operational data. The first stage
emphasizes high recall by reducing each RFC to a structured
operational fingerprint, a distilled representation that cap-
tures the essential nature of the change. This allows us to
filter out irrelevant details and retrieve a broad set of candi-
date precedents with strong signal. In the second stage, we
apply high-precision reranking using more nuanced models
that evaluate the operational similarity of each candidate,
ultimately surfacing the most relevant precedents for down-
stream risk interpretation.

Defining and Extracting the Operational Fingerprint
via LLM. This model is informed by our experience ob-
serving how senior engineers assess risk. They intuitively
decompose a proposed change into what is being done and
what system it affects. This operational fingerprint consists
of two main facets:

o The Action: This action defines the core operation being
performed. We identify the primary verb in the change
description and normalizes it to a canonical action (e.g.,
deploy, revert, migrate, configure, restart). For example,
varied phrases such as bumping the version, pushing a new
build, and rolling out a release are expected to be mapped
to the single normalized action DEPLOY.

o The Target: The target is the specific systems, services, or
components affected by the corresponding action. Typ-
ical targets include service names (auth-service, billing-
pipeline), database tables (users, invoices), infrastructure
components (prod-db-cluster-1, api-gateway), and config-
uration flags (cache.ttl, network.timeout), etc.

The (Action, Target) schema is intentionally minimal to
maximize recall during retrieval. Environment-dependent
factors such as system load, deployment timing, or depen-
dent service states are not encoded in the fingerprint. Instead,
these contextual factors are evaluated at the LLM rerank-
ing stage, where the model compares the full RFC context
of the current change against each retrieved precedent. For
example, two RFCs with identical fingerprints (CONFIGURE,
redis-cluster) may differ in deployment context. One may
occur during off-peak hours, while the other takes place dur-
ing a traffic surge. The fingerprint match ensures retrieval,
and the reranking LLM evaluates whether the differing con-
ditions warrant different risk assessments.
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Indexing and Retrieval Design. This process contains
two phases: offline index construction and online retrieval.

Offline Index Construction. We extract the operational fin-
gerprint index for each historical RFC in an offline manner,
which consists of two steps. First, for each historical RFC,
an operational fingerprint is extracted using a Large Lan-
guage Model. The system prompts the LLM to understand
the RFC’s text and identify the operational fingerprint. To
accurately capture complex changes, the system generates
multiple action-target pairs from a single RFC when neces-
sary. For example, an RFC to deploy a new version of the
auth-service and billing-service would yield two distinct
pairs: (DEPLOY, auth-service) and (DEPLOY, billing-service).
After the initial extraction, a consolidation step is applied
within each product’s data. This process normalizes the ex-
tracted fingerprints by merging aliases and other variations.
For instance, authentication-service and auth-service are
both mapped to a single target, e.g., auth-service. This step is
critical for ensuring that the index is robust against naming
inconsistencies during retrieval.

Online Retrieval. When a new RFC is submitted to Aegis,
the online retrieval process find historical changes (i.e., prece-
dents) with similar operational fingerprint.

This context includes all known Actions and Targets previ-
ously seen within that product. Second, this extracted finger-
print is used for candidate retrieval. The system queries the
pre-computed index to retrieve all historical RFCs that share
the same (Action, Target) fingerprint(s). To ensure the most
relevant precedents are considered, this query is restricted
to the N most recent matches in chronological order. This
step acts as a high-recall filter, rapidly surfacing structurally
identical precedents for the new RFC.

Finally, an LLM-based semantic reranking step is per-
formed to verify the relevance of the candidates. The ini-
tial retrieval, based on a structured fingerprint, may still
include cases where the operational intent is different. For
example, consider two RFCs that both generate the finger-
print (SCALE_SERVICE, recommendation-engine). One RFC
might describe a proactive, planned scaling event to prepare
for anticipated peak traffic during a major holiday sale. The
other could detail an emergency, reactive scaling of the same
service to mitigate a sudden performance degradation caused
by a memory leak. Although their fingerprints match, the
former is a routine capacity management task while the lat-
ter is a critical incident response. The LLM is prompted to act
as a verifier assessing whether the new change is truly the
same as the historical precedent by comparing their under-
lying goals, scope, and context. This produces a final, high-
precision, ranked list of the most similar historical changes.
These precedents serve as concrete, human-readable refer-
ences that help reviewers understand past risks associated
with similar changes.
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5.3 Risk Synthesis

This component serves as the system’s central decision-
making unit. Its role is to consolidate evidence and assign
one of three possible outcomes for each RFC.

o Silent Pass: If no risk evidence is found, the change pro-
ceeds without interruption.

e Comment on Risk: If risk is detected but matches an ex-
emption heuristic (i.e., a known safe pattern), the system
comments on the potential risk for the author’s awareness
but does not escalate, preventing unnecessary delays.

e Escalate for Review: If risk is detected and no exemption
applies, the change is temporarily escalated, and experts
are notified to conduct an in-depth manual assessment.
Crucially, the system uses an LLM for contextual adap-

tation to make historical precedents relevant. For instance,

when a new low-risk RFC is filed to expand gateway-cluster-

B, the engine may recall a precedent where a similar expan-

sion of gateway-cluster-A (RFC-2024-4120) was escalated to

high risk. It then generates a tailored comment highlighting
the semantic similarity:

The RFC proposes expanding capacity of gateway-cluster-
B. A similar operation on gateway-cluster-A (RFC-2024-
4120) was previously escalated to High Risk. Although
the target cluster differs, the action (large-scale cluster
expansion) resembles the precedent. Please reassess the
risk level...

By providing such context-aware advice, Aegis ensures that
its escalations are interpretable and actionable for reviewers.

5.4 Rejection Monitoring and Knowledge Base
Adaptation

To keep Aegis’ knowledge base accurate and up-to-date
as engineering practices evolve, we implement a feedback-
driven update mechanism. We continuously monitor the
rejection count of risk evidence—either heuristics or risks
suggested based on precedent examples. If a specific heuris-
tic or precedent is rejected more than a predefined threshold
(e.g., 5 times), we treat it as a false positive. The system will
automatically remove the heuristic or delete the precedent
from the database to prevent it from affecting future assess-
ments. In addition to this reactive cleaning process, we also
periodically inject new RFCs into the knowledge base to
ensure it reflects the latest operational patterns. The system
also supports adding custom heuristics for product-specific
checks, allowing teams to extend the system with rules tai-
lored to their unique risk profiles.

6 Evaluation

In this section, we quantitatively evaluate Aegis in a con-
trolled setting using historical data. We aim to answer the
following research questions (RQs).

e RQ1: Overall Effectiveness. How effective is Aegis at
performing risk classification task against historical data?
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e RQ2: Component Contribution. What is the unique
contribution of each analysis phase to the overall effec-
tiveness of Aegis?

e RO3: Efficiency and Token Cost. What are the latency
and LLM token costs of the analysis pipeline?

6.1 Experimental Setup

Dataset. Our evaluation is based on a comprehensive
dataset of historical RFC from our production cloud platform,
Volcano Engine. The whole dataset encompasses all RFCs
submitted for hundreds of products over a 12-month period.

To simulate realistic operational workflows and prevent
look-ahead leakage, we partition the data with chronological
order. All RFCs filed before 1st Feb 2025 constitute the train-
ing set, and all subsequent RFCs form the test set. The train-
ing set is used to build the knowledge base for Aegis; It serves
as the foundation for distilling risk heuristics (Section 5.1)
and to build the indexed repository of historical precedents
used in our analogy-based assessment (Section 5.2).

Evaluation Rationale: As discussed in Section 2.3, our
goal is to identify underestimated changes incorrectly labeled
as low-risk. We formulate this as a binary classification task
where the positive class comprises medium/high-risk RFCs
and the negative class includes low-risk RFCs. We evaluate
using Precision, Recall, and the F1-Score. This formulation is
effective because the label distribution is inherently asym-
metric: engineers are conservative when applying higher
risk levels, making the non-low-risk class a high-precision
dataset, while the large volume of low-risk cases makes noise
rates acceptable.

Baselines: We compare against six baselines. GBDT [44],
XGBoost [14], and MLP [35] are trained on structured RFC
metadata, each with a variant (w/ semantic) adding text
embeddings. Doubao (Prompt) [11] uses zero-shot prompt-
ing, Doubao (ICL) [20] adds five in-context examples, and
Doubao (Finetuned) applies LoRA [24] fine-tuning.

LLM Backbone. All LLM-based components in Aegis use
Doubao-1.6 [11], a sparse Mixture-of-Experts model (23B
active / 230B total parameters, 256K-token context). We host
it internally for data privacy, as production RFC data cannot
leave the organization. The model is accessed through a
standard API and is replaceable with any capable LLM. All
“Doubao” baselines also use this model.

6.2 RQ1: Overall Effectiveness in Risk Identification

Table 2 presents the results. Traditional ML models using
only structured metadata performed poorly (F1 < 56.2%),
confirming that free-text fields carry essential risk signals.
Adding semantic embeddings improved all ML baselines,
but their reasoning remains uninterpretable. Among LLM-
based methods, zero-shot prompting failed without oper-
ational context, while fine-tuning achieved a strong 72.0%
F1 but cannot explain its decisions. Aegis outperformed all
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Table 2. Performance Comparison of Baselines and Aegis.

Method Precision Recall F1-score
GBDT 52.9% 50.0% 51.4%
XGBoost 46.7% 40.9% 43.6%
MLP 49.6% 65.0% 56.2%
GBDT w/ semantic 68.5% 59.5% 63.8%
XGBoost w/ semantic 52.4% 58.2% 55.2%
MLP w/ semantic 73.7% 63.5% 68.2%
Doubao (Prompt) 30.3% 36.1% 32.9%
Doubao (ICL) 46.4% 63.9% 53.8%
Doubao (Finetuned) 67.7% 76.9% 72.0%
Aegis 73.1% 80.3% 76.5%

Table 3. Ablation Study of Aegis Components.

Method  Precision Recall F1-score
Aegis (H) 88.2% 54.7% 67.4%
Aegis (P) 60.1% 81.8%  69.2%
Aegis 73.1% 80.3% 76.5%

baselines with 76.5% F1, combining superior accuracy with
interpretable, evidence-grounded assessments.

Validation with Historical Incidents. Retrospective
analysis shows Aegis would have flagged 64.2% of past incident-
causing changes initially assessed as low-risk.

6.3 RQ2: Component Contribution

To quantify the contribution of Aegis ’s two core compo-
nents (heuristics-based risk triage and precedent-informed
assessment), we conduct an ablation study with the following
two variants: Aegis (H) uses only risk and exemption heuris-
tics mined from historical RFCs via contrastive prompting,.
Aegis (P) relies solely on precedent-informed assessment,
retrieving operationally analogous changes based on finger-
print matching and LLM-based reranking.

We observe that Aegis (H) achieves the highest preci-
sion (88.2%), showing strong ability to detect recurring risk
patterns with high confidence. However, its recall is lower
(54.7%), as it may miss context-specific edge cases not cov-
ered by learned heuristics. In contrast, Aegis (P) attains
higher recall (81.8%) by capturing more such edge cases, but
with lower precision (60.1%), likely due to retrieval noise
or context drift in precedents. The full Aegis system bal-
ances both strengths, achieving the highest overall F1-score
(76.5%), with solid precision (73.1%) and recall (80.3%). This
confirms that heuristics and precedents provide complemen-
tary value: the former offers interpretable coverage of known
risks, while the latter brings in context-sensitive signals that
general rules may overlook. Although the full Aegis system
has lower precision than the heuristic-only variant, this is
a deliberate design choice. We prioritize higher recall be-
cause the operational cost of a false positive is minimal. A
brief, non-blocking expert review is a negligible price to pay
compared to the high cost of a false negative, which could
become a production incident.
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Table 4. Computational Performance of Aegis.

Analysis Phase Avg. Latency (P50,s) Latency (P99, s)

Heuristics Analysis 6.86 12.13
Precedent Retrieval 6.83 16.89
Risk Synthesis 1.67 3.17

Total (End-to-End) 11.87 23.45

6.4 ROQ3: Efficiency and Token Cost

Table 4 reports end-to-end latency. The Heuristics Analy-
sis and Precedent Retrieval stages run in parallel, yielding
a median total latency of 11.87s (P99: 23.45s). For the final
risk synthesis step, LLM inference overhead is low: median
input is 1,297 tokens and median output is 147 tokens.

7 Production Deployment Experience

Aegis has been fully operational for 5 months, analyzing
all RFCs across all major products of Volcano Engine (Note
that sensitive data is anonymized or normalized per policy,
but key signals are preserved to ensure evaluation quality).
This section details its integration into our operational work-
flow, presents quantitative results from this deployment, and
shares feedback from our engineers.

7.1 Integration into the Live Change Workflow

To balance system reliability with change efficiency, Aegis
is integrated into the CMP as a non-blocking, expert-in-the-
loop service. The primary goal is not to automatically block
changes, but to support the human review process by sur-
facing risks that might otherwise be missed in high-volume,
low-risk changes. The workflow is shown in Figure 6: Aegis
continuously listens to each RFC submission via a webhook
and analyzes every RFC self-assessed as low-risk upon sub-
mission. If its analysis finds risk evidence not covered by
an exempt heuristic (as described in Section 5.3), it triggers
an escalation. This escalation is delivered as an interactive
notification card to a dedicated Lark group containing the
original reviewers and on-call SREs. Aegis then additionally
invites the reliability owner, usually a senior SRE. Crucially,
the card provides the why by presenting the synthesized
evidence, such as the specific heuristic that was triggered
or a link to a relevant historical precedent. This initiates a
human-in-the-loop decision point where engineers review
the evidence and interact with the card:

o Accept: Acknowledges the risk, prompting the reviewer to
work with the change owner to add safeguards, cancel the
RFC, or escalate it to a higher risk level for formal review.

e Reject: Overrides the escalation if it is inapplicable. A brief
justification is optional but helps refine Aegis.

Aegis’s role as a collaborative assistant, rather than an au-

thoritative gatekeeper, is key to its adoption. This non-blocking

design builds trust by allowing engineers to override escala-
tions with minimal friction, ensuring its acceptance in our
fast-paced engineering culture.
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Figure 6. Deployment and Runtime Flow of Aegis

7.2 Quantitative Analysis of Production Data

During a five-month deployment period, Aegis has pro-
cessed a large number of RFCs initially classified as low risk.
Aegis is hooked into all RFCs across the major regions of
Volcano Engine and has issued thousands of notifications
to change operators. Overall, reviewers accepted 75.03%
of these notifications. We define the accept rate as the
percentage of notifications where human reviewers agreed
with Aegis’s assessment by clicking the Accept button. The
detailed deployment results are presented in Figure 5.
Path-wise Analysis. Figure 5a shows that heuristics-based
alerts account for 78.7% of all escalations, with an acceptance
rate of 84.68%, reflecting their alignment with recurring, well-
understood risk patterns. This trend is consistent with the
high precision of the heuristics-based analysis reported in
Table 3. Precedent-informed alerts contribute 16.7%, target-
ing rarer edge cases with a lower acceptance rate of 61.84%.
This gap reflects a fundamental difference in targets: heuris-
tics distill stable, recurring patterns that engineers readily
recognize, while precedents target inherently noisier edge
cases where context drift (such as service evolution or newly
added safeguards) can make historical precedents less ap-
plicable. This lower precision is a deliberate tradeoff: our
ablation study (Table 3) shows that removing precedents
drops recall from 80.3% to 54.7%, confirming that precedents
capture a substantial class of risks that heuristics alone would
miss. The remaining 4.6% of alerts are flagged by both paths,
achieving a strong 78.57% acceptance rate.

Per-product Analysis. Figure 5b illustrates the performance
of Aegis across the six highest-volume products (A-F). To

maintain confidentiality, the analysis uses a data sample from
the total RFC volume. Bar height (left, log scale) shows total
RFCs, and the hatched segment marks escalations (counts on
the same log scale). The red line (right axis) is the acceptance
rate for those escalations. Volumes span roughly one to two
orders of magnitude. Escalation rates differ by service but are
generally low. We use a log scale for clearer presentation, so
hatched shares may appear large while mostly correspond-
ing to <10%. Acceptance is high overall. Product-C shows a
dip because it is evolving very fast. Its rapid changes moved
faster than our heuristics and precedents. As a result, the ev-
idence was weaker, and reviewers accepted fewer advisories.
Monthly Trend. In Figure 5c, the monthly acceptance rate
increases from May to September. The upward shift follows
the incorporation of feedback from multiple teams. Based on
this feedback, we refined the knowledge base: we adjusted
service-specific heuristics and dropped outdated precedents.
Evidence became more precise and easier to verify, which
reduced reviewer burden and raised acceptance.

Engineer Response Actions. To understand how engi-
neers respond to Aegis’s escalations, we examine two tiers
of response. At the system level, approximately 5% of esca-
lated changes were subsequently upgraded from low-risk
to medium-risk review tracks by engineers after review-
ing Aegis’s assessment, triggering additional approval re-
quirements and stricter deployment constraints. At the en-
gineer level, we analyze the escalations where engineers
provided explicit feedback through the notification card.
Among these responses, approximately 75% accepted the
flagged risk. These engineers agreed with Aegis’s assess-
ment and incorporated the identified risks into their review.
The remaining ~25% were rejections, which we analyze
in detail in Section 7.3. Beyond explicit feedback, we ob-
served post-notification modifications to deployment plans
(e.g., adding monitoring URLs, refining rollback procedures)
through cross-referencing with the change management sys-
tem’s audit trail. The combination of automatic level escala-
tion and voluntary engineer engagement demonstrates that
Aegis’s notifications serve as effective risk amplifiers within
the existing change workflow.
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Table 5. Decision latency from risk detection to engineer
response.

Response Median Mean

Overall 1.2min  3.5h
Accept 1.2min  3.1h
Reject 1.1min  4.4h

Decision Latency. Table 5 reports the time between Aegis’s
risk detection and the engineer’s feedback response, mea-
sured from thousands of feedback interactions during the
deployment period.

The median response time of approximately one minute
confirms that Aegis integrates seamlessly into the existing
change approval workflow: risk notifications are delivered to
the review group’s Lark channel alongside the ongoing RFC
discussion, and engineers respond as part of their normal re-
view cycle. Notably, rejection responses arrive slightly faster
(median 1.1 min vs. 1.2 min for accepts), suggesting that en-
gineers who disagree with an assessment act more promptly.
The low median combined with a higher mean (3.5 h) reflects
a long-tailed distribution: most engineers respond immedi-
ately upon encountering the notification, while a smaller
fraction reviews the assessment later.

7.3 Escape and Rejection Analysis

Escape analysis. To evaluate Aegis’s coverage, we ex-
amined changes that Aegis did not escalate but were later
associated with production incidents during the deployment
period. None of these escaped changes resulted in major
customer-impacting events. A small number of internal inci-
dents were traced back to changes that Aegis did not escalate.
We manually reviewed each escaped incident and catego-
rize them by whether the risk was identifiable from the RFC
content:
¢ Execution-level (~75%): These incidents arose from run-

time factors not predictable from RFC content, such as
unexpected resource contention during deployment, race
conditions triggered by concurrent operations, or cascad-
ing effects across dependent services. For example, a CDN
cache configuration update triggered request blocking due
to an unforeseen interaction between cache invalidation
timing and concurrent domain configuration delivery. This
was a runtime artifact invisible in the change plan.

e Plan-level missed (~25%): A small fraction involved risks
that were, in retrospect, identifiable from RFC content but
were not captured by existing heuristics. For instance, a
network device firmware upgrade did not adequately de-
scribe its blast radius across availability zones, leading to
storage I/O disruptions. Each such case prompted the ad-
dition of a new heuristic, incrementally expanding Aegis’s
coverage.
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The predominance of execution-level escapes underscores
the inherent boundary of plan-level assessment: Aegis eval-
uates what is written in the RFC, not what happens during
execution. Extending coverage to runtime signals remains
an open challenge.

Rejection analysis. The overall ~25% rejection rate (where
engineers overrode Aegis’s escalation) warrants careful ex-
amination. We sampled rejected escalations across represen-
tative products and time periods to classify root causes and
assess safety implications. Among the sampled rejections,
we identified two primary categories:

e Operational evolution (~65%): The majority of rejec-
tions occurred because previously risky operations had
been automated, hardened, or made safer through new
procedures since the heuristic was created. For example,
routine resource scaling and shrink operations (which
historically carried risk) were frequently flagged by the
“resource downgrade” heuristic even when engineers had
implemented safe, automated procedures. These rejections
reflect knowledge staleness rather than system error.

e LLM reasoning errors (~35%): The remaining rejections
stemmed from the LLM misinterpreting RFC content. Com-
mon patterns included confusing Ul-level display changes
with database schema modifications, and misclassifying
code-level optimizations as resource reductions.

These root causes inform the iterative refinement of both
heuristic rules and LLM prompts through the feedback loop
described in Section 5.4. We further illustrate representative
cases in the following subsection.

7.4 Case Study

We demonstrate typical case studies to show how Aegis
benefits the reliability of Volcano Engine, and discuss cases
where Aegis fails.

7.4.1 Success Case. On May 21, 2025, an engineer submit-
ted a change request to perform an online stress test on pro-
duction infrastructure, primarily targeting the CBR (Cloud
Backup and Recovery) service. The test involved large-scale,
concurrent backup, recovery, and deletion of snapshots us-
ing a scaling number of ECS instances. While the operation
included use of EBS, the request emphasized that it would
run under a test account with EBS rate-limited accordingly.
Therefore, the change operator initially classified it as low-
risk.

Aegis processed the request and found a direct precedent:
a similar stress test on the same service that had previously
been classified as higher risk. This triggered an immediate
escalation, and the system automatically invited a senior re-
liability architect to join the review. The architect’s broader
system knowledge was critical. They recognized that the
impact on the dependent EBS service had not been commu-
nicated with the responsible team. Acting on this insight,
the architect brought the EBS SREs into the discussion, who
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confirmed their service was undergoing an update and was
unprepared for the stress test. As a result of this expert collab-
oration, the change was safely postponed. This case demon-
strates how Aegis drives collaboration to prevent incidents.
By identifying the risk and engaging the right experts, it
helped transform a dangerous change into a safe operational
decision.

7.4.2 Failure Cases. We present two representative fail-
ure modes that illustrate how Aegis’s feedback loop drives
iterative improvement.

Knowledge staleness. Aegis persistently flagged upgrades
for an ECS component as high-risk, but engineers consis-
tently rejected these escalations. This consistent pattern of
user feedback triggered an automated review. Our investiga-
tion with the ECS team revealed that they had implemented
comprehensive automation and enhanced fault tolerance for
their upgrade procedures. These improvements had funda-
mentally transformed the risk profile, converting what was
previously a high-risk manual operation into a routine auto-
mated process. The heuristic Aegis was using, learned from
older data, no longer reflected the current, safer operational
reality. This case demonstrates how Aegis maintains knowl-
edge base accuracy through systematic pattern detection in
user feedback, as our system automatically detects grouped
rejections for each heuristic and streamlines the updates (see
Section 5.4).

LLM misinterpretation. Aegis flagged a frontend dis-
play update for a billing service as a “database structure
modification.” The change optimized invoice rendering by
hiding certain fields (email, phone) and adding a new display
field. The LLM read “remove email and phone fields” and
matched it against the database schema change heuristic,
interpreting “remove fields” literally as column deletion.

The engineer rejected the escalation since the change only
modified the Ul rendering template. This rejection, combined
with similar patterns from other display-related changes,
triggered the feedback loop. The corrective action refined
the heuristic to require evidence of actual DDL statements
(e.g., ALTER TABLE, DROP COLUMN) rather than keyword-
level pattern matching. This case illustrates how Aegis’s
self-correcting feedback mechanism converts individual LLM
errors into systematic knowledge improvements.

7.5 Lessons Learned

Our experience deploying Aegis at Volcano Engine yielded
several generalizable lessons. The core long-tail risk is a
common problem in large-scale cloud systems, and the RFC-
based workflow an industry standard. We expect our insights
are broadly applicable to other production environments.

Augment human judgment, not replace it. Our ex-
perience highlighted that the real challenge in change risk
management in a large cloud system lies not in handling
clearly high-risk changes, but in spotting the few risky ones
that are mistakenly treated as low risk. These cases often
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blend in with routine changes and receive minimal review,
yet can lead to significant issues. Rather than fully automat-
ing risk classification, we chose to focus on augmenting the
existing process. Aegis is designed to work alongside hu-
man reviewers, helping to flag under-assessed changes that
deserve a second look. By framing the task as a targeted
escalation decision, we reallocate the human effort, comple-
menting, not replacing, expert judgment.

Integration design determines adoption success. Tech-
nical accuracy alone does not guarantee adoption. Our non-
blocking integration, automated reviewer invitation sys-
tem, and interactive feedback mechanism were as crucial to
Aegis’s success as its risk detection capabilities. By making
the system easy to interact with, providing clear escalation
paths, and allowing engineers to override decisions with
feedback, we created a collaborative tool rather than an en-
forcement mechanism. The high acceptance rate validates
that engineers are willing to engage with automated systems
when they enhance rather than hinder their workflow.

Fragmented knowledge is a challenge and an oppor-
tunity. Risk knowledge is scattered across team practices,
and historical change data. Traditional models often overlook
these details, especially when risks depend on subtle context.
Aegis addresses this challenge by turning fragmented signals
into structured operational knowledge. It combines gener-
alized heuristics with similar past cases to produce clear,
context-aware risk assessments. In the future, it can incor-
porate more types of data (such as logs, traces, or system
topology) to support deeper multi-modal analysis.

Prefer liberal flagging over confidence thresholds. A
natural approach to managing LLM uncertainty is to intro-
duce confidence scores and suppress low-confidence outputs.
In practice, we found LLM confidence to be poorly calibrated
for operational risk assessment. The model’s stated certainty
did not reliably correlate with assessment quality. Instead,
Aegis adopts a “flag liberally, refine via feedback” strategy:
both heuristics and precedents undergo offline refinement
and validation before deployment, and are continuously im-
proved through engineer rejection feedback online. This
approach avoids silently suppressing valid warnings and
produces a self-improving system where assessment quality
improves over time, as reflected by the rising acceptance rate
in Figure 5c.

Knowledge freshness is the hardest operational chal-
lenge. As illustrated by Product-C’s lower acceptance rate
(Figure 5b), rapidly evolving services can outpace the knowl-
edge base. When a service undergoes frequent architectural
changes or automates previously risky procedures, historical
heuristics and precedents become stale. While our feedback
loop eventually corrects these through rejection-count prun-
ing, the lag between operational evolution and KB adaptation
remains the primary source of false positives in production.
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7.6 Cross-Organization Applicability

A recurring reviewer concern is whether Aegis generalizes
beyond ByteDance. We analyze this along three dimensions.

Transferable components. RFC-based change manage-
ment is an industry standard adopted by major cloud providers
including AWS [7], Azure [32], and Google Cloud [21]. Aegis’s
core design is largely organization-agnostic: the heuristic ex-
traction pipeline requires only historical RFC data and a text
embedding model, adapting to local formats via LLM prompt-
ing; the (Action, Target) fingerprint schema generalizes to
any structured change description; and the KB refinement
loop, driven by engineer feedback, operates independently
of organizational specifics.

Organization-specific components. The LLM choice
(Doubao-1.6) is replaceable with any capable language model.
The integration surface (Lark notification cards) is adaptable
to other platforms such as Slack, Teams, or PagerDuty. Spe-
cific RFC field names can be reconfigured through prompt
engineering without code changes.

Deployment considerations. For new organizations,
three practical concerns arise: (1) Data privacy: the knowl-
edge base is fully local, requiring no data sharing across
organizations; (2) RFC field heterogeneity: the fingerprint ex-
traction (via LLM) adapts to different RFC schemas without
structural modifications; (3) Cold-start: bootstrapping the
knowledge base requires sufficient historical RFC data to
populate heuristic clusters and the precedent index.

7.7 Limitations and Open Research Problems

We identify five key limitations of Aegis, each paired with
an open research problem for the community.

(1) Plan-level vs. execution-level boundary. Aegis as-
sesses risks visible in RFC content but cannot detect execution-
level failures such as resource exhaustion, race conditions,
or operational errors that emerge only at runtime. Bridging
plan assessment with runtime signals (monitoring, topology,
live load) requires integrating heterogeneous systems in real
time, which remains an open challenge at scale.

(2) Proactive knowledge drift detection. Current KB
maintenance relies on rejection feedback, which lags be-
hind fast-evolving services (as observed with Product-C in
Figure 5b). Proactively detecting operational pattern shifts
across hundreds of heterogeneous services, where evolution
patterns differ widely, remains unsolved.

(3) Cold-start for new services. New services or change
types lack historical data for heuristic extraction and prece-
dent retrieval. While product teams can contribute custom
heuristics for immediate coverage of known risks, cross-
service meta-learning to transfer knowledge between ser-
vices remain open questions.

(4) LLM reasoning reliability. LLM-generated assess-
ments occasionally contain hallucinations, such as numerical
misinterpretation of thresholds or incorrect causal reasoning.
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In safety-critical operational contexts, reducing such errors
without relying on unreliable confidence calibration remains
a key challenge. We discuss our practical mitigation (“flag
liberally, refine via feedback”) in the lessons learned above.

(5) Cross-organization validation. Our evaluation is
within a single organization. Identifying which risk heuris-
tics are organization-agnostic versus environment-specific,
and developing shared change risk benchmarks, are impor-
tant directions for future work.

8 Related Work

Research on production change risk covers pre-deployment
assessment, in-deployment monitoring [22, 29, 39], and post-
deployment analysis [9, 15, 30, 45]. Our work focuses on the
pre-deployment phase, where most systems address either
artifact correctness or operational risk.

Artifact correctness verifies that code or configurations
are not inherently faulty. For code, this involves predicting
risk from source metrics [37] or using LLMs for Diff Risk
Scores [6]. For configurations, methods include configuration-
driven testing [38] and static dependency analysis [46]. These
checks cannot assess broader operational impact when arti-
facts are correct but the deployment context is risky.

Operational risk evaluates the change execution itself.
This is critical for manual script executions or interactive
commands that lack artifacts but carry user-facing impact.
Prior ML-based risk classification [10, 23] lacks explainabil-
ity, hindering operator trust. Aegis addresses this by pro-
viding human-readable justifications grounded in historical
precedents rather than opaque risk scores.

9 Conclusion

We present AEGIs, an interpretable, knowledge-driven
system for proactive change risk assessment in cloud plat-
forms. It targets high-volume, self-assessed low-risk RFCs
that receive minimal review yet cause a significant share of
incidents, grounding each escalation in mined heuristics and
precedent retrieval via operational fingerprints. Deployed
as an expert-in-the-loop assistant, AEGIs synthesizes mul-
tiple signals into actionable, human-auditable advisories,
achieving broader coverage with more efficient use of review
effort. Our production analysis reveals complementary roles
of heuristics and precedents, challenges of knowledge fresh-
ness, and the effectiveness of liberal flagging with feedback-
driven refinement. We identify five open research problems
spanning plan-vs-execution boundaries, drift detection, cold-
start bootstrapping, LLM reliability, and cross-organization
transferability.
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