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=g System Log

Logs are generated by logging statements and record runtime information of a system.

1] -+

1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID ©0)

2.Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable ©

3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1)

4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it I—Og Messages
5.Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

ﬁ Generate
- ¢

7
Logger.info(f“Running task {taskId} in stage {stageId} (TID {tid}).”)
Logger.info(f“Started reading broadcast variable {var}”)

Logger.debug(f“Partition{rdd_id}not found, computing it.”) I—Oggmg Statements

Zhihan JIANG LILAC: Log Parsing using LLMs with Adaptive Parsing Cache



=g System Log

Automated Log Analysis is important for:

i
||/\|/| Anomaly Detection @ Fault Localization uj[;] Root Cause Analysis

1] -+
| 1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID ©0)

2.Sep 18 ©8:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable ©

3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1)

4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it I—Og Messages
5.Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

ﬁ Generate
- ¢

7
Logger.info(f“Running task {taskId} in stage {stageId} (TID {tid}).”)
Logger.info(f“Started reading broadcast variable {var}”)

Logger.debug(f“Partition{rdd_id}not found, computing it.”) I—Oggmg Statements
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=g Log Parsing

Log Parsing

Logs are unstructured, which are not suitable : Converting raw logs into structed

for understanding, analyzing and storing.

formats is a critical prerequisite step!

Sep 18 08:47:22 DEBUG Partition rdd_2_
Sep 18 08:47:35 DEBUG Partition rdd_
Sep 18 08:47:49 DEBUG Partition rdd_2_
Sep 18 ©8:48:17 DEBUG Partition rdd_2_

1 not found
_2 not found
1 not found
3 not found

in
in
in
in

Substantial Raw Log

How to understand and
H process these complex logs?

4

Timestamp Event Level Log Templates Parameters
Sep 18 08:47:22 el DEBUG | Partition <*> not found in <*> | rdd 2 1|127.0.0.1
Log Analysis
Sep 18 08:47:35 el DEBUG | Partition <*> not found in <*> | rdd_2_2]|127.0.0.1 —
— Sy Four same events happened on three
Sep 18 08:47:49 el DEBUG | Partition <*> not found in <*> | rdd_2_1|127.0.0.1 — -O- different partitions (rdd 2 1,rdd 2 2,rdd 2 3)
4 \ [ —_—— —_——
— , i and the same address (127.0.0.1)
kSep 18 08:48:17 e1 DEBUG Partition <*> not found in <*> rdd 2 3 ] 127.0.9 Structured Parsed Log
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Log Parsing

Goal: to distinguish between
constant part and variable part.

: ! !

Timestamp Component Level Log Templates Parameteh

Sep 18 08:45:36 | LabSZ sshd[24200] INFO Running task <*> in stage <*> (TID<*>) [ 1.0]|0.0|0

Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable <*> 0
Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task <*> in stage <*> (TID<*>) [ 2.0|0.0]1 Parsed Results
Sep 18 08:47:22 LabSZ sshd[24265] | DEBUG Partition <*> not found, computing it rdd 2 1

Qp 18 08:49:35 LabSZ sshd[24301] | DEBUG Partition <*> not found, computing it rdd_2_2/

Log Parsing

| P

Aql.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID ©)

2.Sep 18 ©8:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable ©

3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1)

4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it RaW I—Ogs
5.Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

\ ......
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=g Related Work

A wide range of data-driven methods have been proposed to parse logs.

A
( \

Syntax-based Log Parsers Semantic-based Log Parsers
ICWS] Drai
2003 2008 2010 2013 2015 2016 2017 2020 2022 2021 2022 2023 2024
[IcDM] Spell .
[QSIC] AEL [SCC]SHISO  [CNSM] LenMa [ETCSA/E|]L]Lr?ungLaorg [T[igl]z]Blilan [WWW] UniParser [ICSE] DivLog

[CIKM] LogMine
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=g Limitation of Existing Parsers

Logs are continously evolving! @

The performance of existing log parsers in practice remains unsatisfatory.

A
( \

Syntax-based Log Parsers Semantic-based Log Parsers
[ICWS] Drain [ICSME] ULP [ICSE]VALB
[IPOM]SLCT [MSR]LFA [CNSM] LogCluster [TDSC] POP [FSE] SPINE [ICSE] SemParser [ICSE] LogPPT
2003 2008 2010 2013 2015 2016 2017 2020 2022 2021 2022 2023 2024
[IcDM] Spell .
[QSIC] AEL [SCC]SHISO  [CNSM] LenMa [EcstvE\]L]Lr?ungLaor; [-II;IS:EI:!Z:FITJZ [WWW] UniParser [ICSE] DivLog

[CIKM] LogMine

"Guidelines for assessing the accuracy of log message template identification techniques", ICSE’22
"Investigating and improving log parsing in practice", FSE’22
"A Large-scale Evaluation for Log Parsing Techniques: How Far are We?”’, ISSTA’24
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=g Limitation of Existing Parsers

Logs are continously evolving! @

The performance of existing log parsers in practice remains unsatisfatory.

A
( \

Syntax-based Log Parsers

Utilizing specific features or heuristics,
e.g., log length and word frequency.

rules L E'lé| | Length: 4 | | Length: 5 | e
“ | Send | | Receive | | Starting | | * |
J - ﬁ ——————— . Example: Drain
newlogs |=— . . R
= slgorithms ) )

- e

o Root Node |:| Internal Node D Leaf Node 8 Log Group

heavily rely on manual-crafted rules!
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=g Limitation of Existing Parsers

Logs are continously evolving! @

The performance of existing log parsers in practice remains unsatisfatory.

\
( \

Semantic-based Log Parsers

Utilizing deep learning models to learn
semantics and system-specific patterns.

S

training data models new logs

I

restricted by limited training data!
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sg Opportunity: LLMs

F;‘ Conversation v
language trained o ATy —o 5

<hH
code fg @ _%’ == Code completion |/
Large -
Vast Corpus Language £ /é Log parsing o
Models s

Leveraging the power of LLMs to accurately parse logs is promising!

and

"f3e2" is a process ID parameter
"letc/smartd.conf" is a file path parameter.

|:> Process <*> write to <*> failed. ]

parsed template

Process f3e2 write to /etc/smartd.conf failed. |:>
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=g Challenges

Problem: How could we design a practical LLM-based log parsing framework?

Challenge 1: Specialization
e LLMs are not trained for the task of log parsing, resulting in compromised accuracy.

Challenge 2: Consistency
* The unstable responses of LLMs could lead to inconsistent log templates.

Challenge 3: Efficiency
* The latency and cost of querying LLMs fails to meet the requirements in large-scale scenarios.

Zhihan JIANG LILAC: Log Parsing using LLMs with Adaptive Parsing Cache
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=g Our Approach

/[\ Consistency /|\ Efficiency /I\ Specialization

Adaptive
ICL-enhanced Parser

Parsing Cache
Log data !\ __________________________
-~ Failed: LLM querylng
= |= Cache matchmg
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Relevant templates

Overall framework of LILAC
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=g ICL-enhanced Parser

/I\ Prompt: (Generate comment for this code | L L Model
=11 { [input] @ Override public long ... arge Language Mode
. S peCIa l I Zatl On p— [output] reads the int value of ... @ PararmeterFrozen
tion Generate comment for this code
[input] static boolean contains ...
The in-context learning (ICL) paradigm has been e @y
proven tO be Effective in va riOUS downstream taSkS. Generate comment for this code Prediction:
Test data { [input] public static boolean isFile...
[output] checks if the given path is afile.
Understanding log parsing task without model tuning.
’
Prompt format Query LLM — LLM’s output
| want you to act like an expert in log parsing. | will give you a log message wrapped by backticks. Your task is to identify
all the dynamic variables in logs, replace them with {variables}, and output a static log template. Please print the input 'i'?‘,f
log's template wrapped by backticks. % Log template: "Progress of TaskAttempt

{variables} is : {variables} done"
Here are some examples:
Log message: “Finished spill process 7°
Log template: ‘Finished spill process {variables}’
Log message: "Task cleanup failed for 3 attempt’
Log template: ‘Task cleanup failed for {variables} attempt’ Postprocess
Log message: ‘MapCompletionEvents request from attempt 1895628352891 0043 r_001. startindex 9 maxEvents 10000°
Log template: "MapCompletionEvents request from {variables}. startindex {variables} maxEvents {variables}'

Generated template
Please parse the following log message:

*S jo o e*
Log message: "Progress of TaskAttempt attempt_ 1445062781478 0018_m_007 is : 0.3811716 done’ Progress of TaskAttempt <*> is : <*> done
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=g ICL-enhanced Parser

The quality of demonstrations can affect the ICL performance.

Our Design

Problem: how to select high-quality demonstration Hierarchical candidate sampling from historical logs

examples from substantial log data?

e T e
- Candidate sampling |- - _ _

-~
-
- .

P . ~
-7 Clustering Hierarchical b A
X Hierarchical rules quota \
. \
Historfeal] Clustering distribution Candidate
) >

(1) Frequent

Diverse & Representative

lo tokens log set

datas / /
AN | (2) Special o
Se - characters o

-
~ - -
-~ ——

— -

e e - =
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=g ICL-enhanced Parser

The quality of demonstrations can affect the ICL performance.

Problem: how to select high-quality demonstration
examples from substantial log data?

Our Design

Demonstration selection from candidate log set

emm—————————
_ _1 Candidate sampling |- - _ _
_ - -  TTT s EsTsTmTmsm=== R
P -
rd .
e . Clustlermg Hierarchical
// Hlleratrchlcal rules quota
Historfcal| €'USte€ring (1) Frequent distribution
lo tokens

datas /
AN | (2) Special
Se - characters

-
~ - -
-— . —

— -— -
O e = ==

Queried  FSTIVIDUAUDI SEIELUDIT I
Log

\

Candidate

Jaccard similarity & kNN-based selection
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—
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Log to parse
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=g Adaptive Parsing Cache

/!\ Consistency /l\ Efficiency

Our Design
Tree-based adaptive parsing cache to store and refine the
generated log templates from the ICL-enhanced Parser

Motivation: the number of log templates is significantly
smaller than the number of logs in real-world systems.

Zhihan JIANG LILAC: Log Parsing using LLMs with Adaptive Parsing Cache



=g Adaptive Parsing Cache

Zhihan JIANG

/!\ Consistency /l\ Efficiency

Our Design
Tree-based adaptive parsing cache to store and refine the
generated log templates from the ICL-enhanced Parser

root

T
Started User
pmcess/r;mg L Three Cached Templates:
| | | <:> * T;p: Started process <*> listening <*> port
T ﬁl|es succeTsfully e T,:Started reading <*> files
listening  <*>  login * T3:User admin successfully log in

<*> in
T,

| |

ddre
a i-ss T,

Ty

LILAC: Log Parsing using LLMs with Adaptive Parsing Cache
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=g Adaptive Parsing Cache

L1

new logs

Avoid duplicate LLM queries!

Zhihan JIANG

Cache

Matching

L1
finished
L1
efficient
retrival

Matching
Success?

ICL Parser
Querying

relevant templates

result

root
Started User

N\ |

process reading admin

<*> files successfully
|:|'> l I
listening  <*> login
L]
<> i in
| |
add|ress T,
Ty

finished

parsed results

Cache
Checking

Template
Refinement

Template
Insertion

4 Cache Updating

Consistent
Template?

similarity comparison

root
Started User

N |

process reading admin

l | |

Li-Ty

<*> files successfully
| —>
listening <*> login
[
<> T, in
| |
addi'ess T,
T,
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=g Adaptive Parsing Cache

L2
finished finished
L2 L2
efficient parsed results Templ
S Cache retrival Matching Temptl'a - Re?‘i'::n:;t
Matching Success? nsertion
4 Cache Updating
new logs L2 L2

result

relevant templates

Store new log template root root
/\ /\
Started User Started User
— N\ | — N\ |
process reading admin process reading admin

| | | l | |
|

<*> files successfully <*> files succeTsfuIIy
: listening ~ <*> login : listening  <*> login

Cache

ICL Parser
Querying Checking
L2

Consistent
Template?

similarity comparison

ICL-enhanced Parser VWY
_—
] Started User
D)
/\ |
process  reading admin

Ta AN |

<*>  files broadcast successfully

I |
:> listening <*> variable login :>

<l> | iL <l> ‘ il|1 Compare Similarity & s -
] |  sim(T, Ty <0 | |
address i address - address ‘TQ ) T,
| : | ®  Consistent Template |
T Ty T

Relevant Template: T,

Template Refinement
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=g Adaptive Parsing Cache

L3

finished

finished
L3 L3
efficient
Cache
Matching

parsed results

retrival Matching

Success?

new logs

L3 X

result

Template
Refinement

x| L3

Template
Insertion

4 Cache Updating

Consistent

ICL Parser Cache Template?
Querying L Checking plate:
relevant templates 3 similarity comparison
. . . ICL-enhanced Parser
Refine inconsistent template  [root root root
Started User Started User =, Started User
N\ | N\ | N |
process reading admin process reading admin T, process reading <*>
| | | l | | | | |
<*> files succe.<|>sfully <*> files succeTsfuIIy <*> files succeTsfuIIy :
: listening  <*> login : listening  <*> login : listening  <*> login
| | | | | | Compare Similarity | | |
<*> T in <*> T i <*> T in
| : | | ? Sim(T, , T3) > 6 | : |
address T address ‘ address -
. 3
| = | Inconsistent Template |
T1 T1 Tl

Relevant Template: T3

Template Refinement for T3
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sg' Our Approach

/[\ Consistency /|\ Efficiency /I\ Specialization

Adaptive
Parsing Cache ICL-enhanced Parser
Log data !

— = Failed: LLM querying

= = Cache matching >
> <

— = “’ Cache updating

-
S~ ="

©
f

7 ’i = N
/ N
| p
<
U
l(
(1N
>
>
wn
=
D
=

Relevant templates

The collaboration between the two components resulted in effective and efficient log parsing.
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sg Evaluation

Research Questions

* RQ1: What is the effectiveness of LILAC?

* RQ2: What is the contribution of each design?

* RQ3: What are the capabilities with different LLMs?

* RQ4: What is the efficiency of LILAC?

Settings

e LLM: gpt-3.5-turbo-0613
* Historical data rate: 20%
* (Candidate samples: 32

* Demonstration examples: 3

System Dataset # Log Templates  # Log Messages
Hadoop 236 179,993
HDFS 46 11,167,740
Datasets Distributed 0> - s
systems penstac >
Spark 236 16,075,117
Zookeeper 89 74,273
Super- BGL 320 4,631,261
computer HPC 74 429,987
systems Thunderbird 1,241 16,601,745
Operating Linux 338 23,921
systems Mac 626 100,314
LOghUb'Z.O Server Apache 29 51,977
application  OpenSSH 38 638,946
Standalone  HealthApp 156 212,394
software Proxifier 11 21,320
Average 249.1 3,601,187
[ ] [ ]
State-of-the-art Baselines Metrics

AEL (syntax-based)
Drain (syntax-based)
UniParser (semantic-based)

LogPPT (semantic-based)

Grouping Accuracy (GA)

F1 score of Grouping Accuracy (FGA)

Parsing Accuracy (PA)

F1 score of Parsing Accuracy (FTA)

Zhihan JIANG
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sg Evaluation

* RQ1: Effectiveness

AEL Drain UniParser LogPPT LILAC
100 1 T ?
ol - i LR
50 !
25 1
0 i i [ ]

GA FGA PA FTA GA FGA PA FTA GA FGA PA FTA GA FGA PA FTA GA FGA PA TFTA

* RQ2: Ablation

GA FGA PA FTA
LILAC 92.7 92.4 84.2 81.0
w/o ICL 835(1 9.9%) 765 (] 17.2%) 62.6 (| 25.6%) 58.4 (| 27.9%)

w/ random selection 84.2 (| 9.2%) 80.6 (| 14.6%) 74.4 (] 11.6%) 66.7 (| 17.7%)
w/ random sampling 87.6 (| 5.5%) 80.9 (| 12.4%) 77.5(] 8.0%) 68.3 (| 15.7%)
w/ LogPPT sampling 91.3 (| 1.5%) 84.8 (| 8.2%) 79.7(] 5.3%)  74.9 (| 7.5%)

GA FGA PA FTA
LogPPT (original) 61.2 57.4 73.6 47.8
w/ parsing cache  90.8 (1 48.4%) 89.0 (1 55.1%) 78.0 (1 6.0%) 67.4 (] 41.0%)

* LILAC outperforms all other
state-of-the-art log parsers.

* All designs of ICL-enhanced parsers and
adaptive parsing cache contribute to
the overall performance.

Zhihan JIANG
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Evaluation

* RQ3: Different LLMs

GA FGA PA FTA

ChatGPT (175B) 92.7 92.4 84.2 81.0
Davinci (175B)  91.9(] 0.9%) 92.9(1 0.5%) 87.1(13.4%) 815 (] 0.6%)
Curie (13B) 90.1(| 2.8%) 87.6(]5.2%) 77.8(]7.6%) 71.2(| 12.1%)

* RQ4: Efficiency

LILACH . 376.5 +193.1 = 569.6 Cache operation
Drain- 254 8 LLM querying
AEL - 1793.6
UniParser 1 2293.8
LogPPT 1 4097.6
0 1000 2000 3000 4000

Average time (seconds)

LILAC consistently achieves high
performance with different LLMs.

The performance of LILAC can be
influenced by the capabilities of LLMs.

LILAC successfully reduces millions of
LLM queries to an average of 279.7.

LILAC surpasses semantic-based methods
and is comparable to the fastest syntax-
based method in efficiency.

Zhihan JIANG
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=® Conclusion

Limitation of existing parsers =g Our Approach =g Evaluation

Logs are continously evolving! @ * RQ1: Effectiveness
N " - AEL Drain UniParser LogPPT LILAC
The performance of existing log parsers in practice remains unsatisfatory. ! ‘ Consistency ‘ | ‘ Efficiency A Specialization 100 = i =

: : iy
75 | T
}\ ) ﬁ ﬁ 5 H l
[ \ ﬁ é \
Log data ! GA FGA PA FTA GA FGA PA FTA GA FGA PA FTA GA FGA PA FTA GA FGA PA FTA

-

1

]

i Adaptis =
Syntax-based Log Parsers Semantic-based Log Parsers Pmi::é‘i’ihe \CL-enhanced Parser A i T

Utilizing specific features or heuristics, Utilizing deep learning models to learn &
e.g., log length and word frequency. semantics and system-specific patterns. B B e RQZ: Ablation
—_—
PE——
GA FGA PA FTA
. @ 2B b ] LIAC . oy iy T * LILAC outperforms all other
rules ! . wioICL 835(19.9%) 765(117.2%) 626 (] 25.6%) 584 (L 27.9%) o Ch
N B ’ f:) w/ random selection 842 (1 9.2%) 80.6 (L 14.6%) 74.4(1 11.6%) 667 (L 17.7%) state-of-the-art log parsers.
— — w/ random sampling  87.6 (1 5.5%) 80.9(| 124%) 77.5(1 8.0%) 683 (L 15.7%)
. W/ LogPPT sampling 913 (| 1.5%) 848 (18.2%) 79.7(153%) 74.9 (1 7.5%)
newlogs - algorithms training data models new logs . A(|1[ de;igns of'lCL-enrll_lancedtp'at:s:rstand
GA FGA PA FTA adaptive parsing cache contribute to
‘LogPPT (original) 612 574 736 78
heavily rely on manual-crafted rules! restricted by limited training data! Overall framework of LILAC w/ parsing cache 908 (1 48.4%) 890 (155.1%) 780.(16.0%) 67.4 (1 41.0%) the overall performance.

Motivation Approach Experiment
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