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Logs are generated by logging statements and record runtime information of a system.

Logging Statements

Generate

Logger.info(f“Running task {taskId} in stage {stageId} (TID {tid}).”)
Logger.info(f“Started reading broadcast variable {var}”)
Logger.debug(f“Partition{rdd_id}not found, computing it.”) 

……

Log Messages

1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID 0) 
2.Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable 0 
3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1) 
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it 
5.Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

……

System Log
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Automated Log Analysis is important for: 

Anomaly Detection Fault Localization Root Cause Analysis

Logging Statements

Generate

Logger.info(f“Running task {taskId} in stage {stageId} (TID {tid}).”)
Logger.info(f“Started reading broadcast variable {var}”)
Logger.debug(f“Partition{rdd_id}not found, computing it.”) 

……

Log Messages

1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID 0) 
2.Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable 0 
3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1) 
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it 
5.Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

……

System Log
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Logs are unstructured, which are not suitable 
for understanding, analyzing and storing.

Converting raw logs into structed 
formats is a critical prerequisite step!

Log Parsing

Log Analysis

Substantial Raw Log

Structured Parsed Log

Four same events happened on three
different partitions (rdd_2_1, rdd_2_2, rdd_2_3)

and the same address (127.0.0.1)

Sep 18 08:47:22 DEBUG Partition rdd_2_1 not found in 127.0.0.1 
Sep 18 08:47:35 DEBUG Partition rdd_2_2 not found in 127.0.0.1
Sep 18 08:47:49 DEBUG Partition rdd_2_1 not found in 127.0.0.1 
Sep 18 08:48:17 DEBUG Partition rdd_2_3 not found in 127.0.0.1

Timestamp Event Level Log Templates Parameters

Sep 18 08:47:22 e1 DEBUG Partition <*> not found in <*> rdd_2_1 | 127.0.0.1

Sep 18 08:47:35 e1 DEBUG Partition <*> not found in <*> rdd_2_2 | 127.0.0.1

Sep 18 08:47:49 e1 DEBUG Partition <*> not found in <*> rdd_2_1 | 127.0.0.1

Sep 18 08:48:17 e1 DEBUG Partition <*> not found in <*> rdd_2_3 | 127.0.0.1

How to understand and 
process these complex logs?

Log Parsing



Zhihan JIANG LILAC: Log Parsing using LLMs with Adaptive Parsing Cache

……

Log Parsing

Parsed Results

Raw Logs

1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID 0) 
2.Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable 0 
3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1) 
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it 
5.Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

……

Timestamp Component Level Log Templates Parameters

Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task <*> in stage <*> (TID <*> ) 1.0 | 0.0 | 0

Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable <*> 0

Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task <*> in stage <*> (TID <*> ) 2.0 | 0.0 | 1

Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition <*> not found, computing it rdd_2_1

Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition <*> not found, computing it rdd_2_2

Goal: to distinguish between 
constant part and variable part.
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Log Parsing
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2003 20102008 20152013 20172016 20222020 2023

[IPOM] SLCT [MSR]LFA [CNSM] LogCluster [ICWS] Drain
[TDSC] POP

[ICSME] ULP
[FSE] SPINE

[QSIC] AEL [SCC] SHISO
[ICDM] Spell

[CNSM] LenMa
[CIKM] LogMine

[TSE] Logram
[ECML] NuLog

[TSC] Brain
[FSE] Hue

A wide range of data-driven methods have been proposed to parse logs. 

Syntax-based Log Parsers Semantic-based Log Parsers

2021 20232022 2024

[ICSE] SemParser
[ICSE] VALB

[ICSE] LogPPT

[WWW] UniParser [ICSE] DivLog
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The performance of existing log parsers in practice remains unsatisfatory.

Syntax-based Log Parsers Semantic-based Log Parsers

Logs are continously evolving!

6

"Guidelines for assessing the accuracy of log message template identification techniques", ICSE’22
"Investigating and improving log parsing in practice", FSE’22
"A Large-scale Evaluation for Log Parsing Techniques: How Far are We?”, ISSTA’24

Limitation of Existing Parsers

2003 20102008 20152013 20172016 20222020 2023

[IPOM] SLCT [MSR]LFA [CNSM] LogCluster [ICWS] Drain
[TDSC] POP

[ICSME] ULP
[FSE] SPINE

[QSIC] AEL [SCC] SHISO
[ICDM] Spell

[CNSM] LenMa
[CIKM] LogMine

[TSE] Logram
[ECML] NuLog

[TSC] Brain
[FSE] Hue

2021 20232022 2024

[ICSE] SemParser
[ICSE] VALB

[ICSE] LogPPT

[WWW] UniParser [ICSE] DivLog
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The performance of existing log parsers in practice remains unsatisfatory.

Syntax-based Log Parsers Semantic-based Log Parsers

Utilizing specific features or heuristics, 
e.g., log length and word frequency.

heavily rely on manual-crafted rules!

Example: Drain

Logs are continously evolving!

new logs 
algorithms

rules
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Limitation of Existing Parsers
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Utilizing specific features or heuristics, 
e.g., log length and word frequency.

Utilizing deep learning models to learn 
semantics and system-specific patterns.

heavily rely on manual-crafted rules! restricted by limited training data!

training data new logs modelsnew logs 
algorithms

rules

The performance of existing log parsers in practice remains unsatisfatory.

Syntax-based Log Parsers Semantic-based Log Parsers

Logs are continously evolving!

8

Limitation of Existing Parsers
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code

language

...

Vast Corpus

Conversation

Code completion 

Log parsing

trained
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Process f3e2 write to /etc/smartd.conf failed. 

"f3e2" is a process ID parameter
and

"/etc/smartd.conf" is a file path parameter.

Process <*> write to <*> failed. 

parsed template

Large 
Language 

Models

Opportunity: LLMs

Leveraging the power of LLMs to accurately parse logs is promising!
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Challenge 1: Specialization
• LLMs are not trained for the task of log parsing, resulting in compromised accuracy.

Challenge 2: Consistency
• The unstable responses of LLMs could lead to inconsistent log templates.

Challenge 3: Efficiency
• The latency and cost of querying LLMs fails to meet the requirements in large-scale scenarios.

Problem: How could we design a practical LLM-based log parsing framework?

10

Challenges



Zhihan JIANG LILAC: Log Parsing using LLMs with Adaptive Parsing Cache

Overall framework of LILAC

Prompt format

Answer

Log data

Adaptive
Parsing Cache ICL-enhanced Parser

Cache matching
Failed: LLM querying

Cache updating

Relevant templates 

Consistency Efficiency Specialization

11

Our Approach
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The in-context learning (ICL) paradigm has been 
proven to be effective in various downstream tasks.

I want you to act like an expert in log parsing. I will give you a log message wrapped by backticks. Your task is to identify 
all the dynamic variables in logs, replace them with {variables}, and output a static log template. Please print the input 
log's template wrapped by backticks. Log template: `Progress of TaskAttempt 

{variables} is : {variables} done`
Here are some examples:
Log message: `Finished spill process 7`
Log template: `Finished spill process {variables}`
Log message: `Task cleanup failed for 3 attempt`
Log template: `Task cleanup failed for {variables} attempt`
Log message: `MapCompletionEvents request from attempt_1895628352891_0043_r_001. startIndex 9 maxEvents 10000`
Log template: `MapCompletionEvents request from {variables}. startIndex {variables} maxEvents {variables}`

Please parse the following log message:
Log message: `Progress of TaskAttempt attempt_1445062781478_0018_m_007 is : 0.3811716 done`

Prompt format

Progress of TaskAttempt <*> is : <*> done

Query LLM

Postprocess

Generated template

LLM’s output

Understanding log parsing task without model tuning.

Specialization

12

ICL-enhanced Parser
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Historical
log

data

Hierarchical
clustering

Hierarchical 
quota 

distribution Candidate 
log set

…

(2) Special 
      characters

Clustering 
rules

(1) Frequent
       tokens

Candidate sampling
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Our Design
• Hierarchical candidate sampling from historical logs
• Demonstration selection from candidate log set

Diverse & Representative

The quality of demonstrations can affect the ICL performance.

Problem: how to select high-quality demonstration   
examples from substantial log data?

ICL-enhanced Parser
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Demonstration selectionQueried 
Log Jaccard similarity & kNN-based selection 

Instruction

Demonstrations

Log to parse

Prompt format

LLMs

Query

Generated 
templates

Answer

Demonstration
examples

Historical
log

data

Hierarchical
clustering

Hierarchical 
quota 

distribution Candidate 
log set

…

(2) Special 
      characters

Clustering 
rules

(1) Frequent
       tokens

Candidate sampling

ICL-enhanced Parser
The quality of demonstrations can affect the ICL performance.

Problem: how to select high-quality demonstration   
examples from substantial log data?

Our Design
• Hierarchical candidate sampling from historical logs
• Demonstration selection from candidate log set
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Motivation: the number of log templates is significantly 
smaller than the number of logs in real-world systems.

Consistency Efficiency

15

Our Design
Tree-based adaptive parsing cache to store and refine the 

generated log templates from the ICL-enhanced Parser

Adaptive Parsing Cache
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Three Cached Templates:
• 𝑇!: Started process <*> listening <*> port
• 𝑇": Started reading <*> files
• 𝑇#: User admin successfully log in

Adaptive Parsing Cache

Consistency Efficiency

Our Design
Tree-based adaptive parsing cache to store and refine the 

generated log templates from the ICL-enhanced Parser
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𝐿!	: Started process 1616 
listening 127.0.0.1 address 𝐿!	- 𝑇!

L1 L1

L1

Avoid duplicate LLM queries!

Adaptive Parsing Cache
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𝐿"	: Started  reading  
broadcast  variable  1 𝐿"	- 𝑇#

Relevant Template: 𝑻𝟐

Sim(𝑇! , 𝑇") < 𝜃 

Compare Similarity

𝑇!

L2 L2

L2

L2 L2

L2

Consistent Template

Template Refinement

Store new log template ICL-enhanced Parser

Adaptive Parsing Cache
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𝐿$	- 𝑇$%𝐿$	: User  user1  
successfully  login  in

Relevant Template: 𝑻𝟑

L3 L3

L3

L3 L3

L3

ICL-enhanced Parser

Sim(𝑇! , 𝑇#) > 𝜃 

Compare Similarity

𝑇!

Template Refinement for 𝑻𝟑

Inconsistent Template

Refine inconsistent template

Adaptive Parsing Cache



Zhihan JIANG LILAC: Log Parsing using LLMs with Adaptive Parsing Cache

The collaboration between the two components resulted in effective and efficient log parsing.

Prompt format

Answer

Log data

Adaptive
Parsing Cache ICL-enhanced Parser

Cache matching
Failed: LLM querying

Cache updating

Relevant templates 

Consistency Efficiency Specialization

20

Our Approach
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Research Questions

• RQ1: What is the effectiveness of LILAC?

• RQ2: What is the contribution of each design?

• RQ3: What are the capabilities with different LLMs?

• RQ4: What is the efficiency of LILAC?

Metrics

• Grouping Accuracy (GA)

• F1 score of Grouping Accuracy (FGA)

• Parsing Accuracy (PA)

• F1 score of Parsing Accuracy (FTA)

Datasets

State-of-the-art Baselines

• AEL (syntax-based)

• Drain (syntax-based)

• UniParser (semantic-based)

• LogPPT (semantic-based)

Loghub-2.0

Settings

• LLM: gpt-3.5-turbo-0613

• Historical data rate: 20%

• Candidate samples: 32

• Demonstration examples: 3

Evaluation
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• RQ1: Effectiveness

• RQ2: Ablation

22

• LILAC outperforms all other 
state-of-the-art log parsers.

• All designs of ICL-enhanced parsers and 
adaptive parsing cache contribute to 
the overall performance.

Evaluation
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• RQ3: Different LLMs
• LILAC consistently achieves high 

performance with different LLMs.

• The performance of LILAC can be 
influenced by the capabilities of LLMs.

• RQ4: Efficiency

• LILAC successfully reduces millions of 
LLM queries to an average of 279.7.

• LILAC surpasses semantic-based methods 
and is comparable to the fastest syntax-
based method in efficiency.

23

Evaluation
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Motivation Approach Experiment

Pre-print paper Artifact

Conclusion

LogPAI website
Contact: zhjiang@link.cuhk.edu.hk

http://zhjiang@link.cuhk.edu.hk

