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=g Background

Large Language Models (LLMs) are everywhere for everyone
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=g Scaling Law in LLMs

LLMs have grown rapidly in scale, e.g., >100B parameters

@ Amazon-owned @ Anthropic @ Apple @ Chinese « Google @ Meta / Facebook @ Microsoft @ OpenAl @ Other
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=g Scaling Law in LLMs

The training datasets are also increasingly diverse and massive

T5 (11B) Falcon (40B) LLaMA (65B) GPT-3 (175B) MT-NLG (530B) Gopher (280B) Chinchilla (70B)
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4% ) 38% ’ 39% g bk
38% |
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* RedPajama datasets:
Webpages ™ C4 (800G, 2019), ™ OpenWebText (38G, 2023), ™ Wikipedia (21G, 2023)
over 3 OT tO kens Conversation Data . the Pile - StackExchange (41G, 2020)

Books & News & BookCorpus (5G, 2015), ¥ Gutenberg (-, 2021), ¥ CC-Stories-R (31G, 2019), & CC-NEWES (78G, 2019), &2 REALNEWs (120G, 2019)
Scientific Data & the Pile - ArXiv (72G, 2020), & the Pile - PubMed Abstracts (25G, 2020)
Code BigQuery (-, 2023), the Pile - GitHub (61G, 2020)

Asurvey of large language models[J]. arXiv preprint arXiv:2303.18223, 2023.
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=g LLM Training and Tuning

Fine-tuning LLMs on domain-specific datasets is essential for
achieving SOTA performance in specialized fields

Parameter-efficient fine-tuning
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=g LLM Training and Tuning

Training or tuning LLMs require substantial computing resources

Full-training

BL. M BLOOM-176B: 384 A100 GPUs for 3.5 months el
m 100 MT NLG 5308B o .:):j::chlila
.Lamaz  LLaMA 3.1 405B: 16,384 H100 GPUs for 54 days
108
g o WL
wys DeepSeek-V3-671B: 2048 H800 GPUs for 56+ days ; - XiNeto /o Wavavec20
(2.788M GPU Hours) H
8 105
Post-training (Fine-tuning) 168
o DeepSeek-V3-671B: 64 H800 GPUs for 3+ days Vs 2812 2073 2014 218 2006 B B 6 20 20l BeE He
V3

(5K GPU Hours)
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Distributed Training

'= LLM Training Reliability ><

As the scales of LLMs and the training resources grow, the likelihood of
failures during the training process increases significantly

The core reason: synchronization properties during the distributed training process

Il

A local fault in a specific component (e.g., a GPU), can disrupt the entire training process

probability=0.1% probability=1- (1- 0.1%) ~ 128 = 12% probability=1- (1- 0.1%) * 8192 = 99.97%
11111 L1111 111

rf I /> Jef i T
LILILILAL Sca[ingup TTTT1 Sca“ngup LILILILAL

1 GPU per day 128 GPUs per day 8192 GPUs per day
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=g LLM Training Reliability

As the scales of LLMs and the training resources grow, the likelihood of
failures during the training process increases significantly.

Example: Development life-cycle of OPT-175B from Oct. 2021 to Jan. 2022

Perplexity

35+ manual restarts
70+ automatic restarts

100+ cycling hosts

OPT: Open Pre-trained Transformer Language Models (from Meta)
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sg LLM Training Platforms

LLM training platforms: simplify the LLM training and tuning process

NEs

Amazon SageMaker

Amazon SageMaker

':‘/.;l‘,,';.J —
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Huawei ModelArts

Zhihan JIANG

5 O __; @ Failure ]__ @) Failure ]__ @ Training
D9 7 Diagnosis Mitigation Recovery
L) <-- Job Failure ] Failure Report
SREs A A A
1 1
O_0 [ Environment s Model/Data _ Iterative » Job
O™ | Initialization Loading Training Finished
Users Job|Start ModelﬂData ﬂSave .ckpt
Submit [ Job Scheduler Resource Management
Training 3 ‘ >
Jobs Software @Z b @ @Z LLM Traini
CUDA PyTorch DeepSpeed Megatron raining
E=os) Platform
Hardware G2 Jm @ C;gi
Node Accelerator

Storage  Network

Our Production Platform-X

L4: Diagnosing Large-scale LLM Training Failures via Automated Log Analysis



=g LLM Training Failure Di

Zhihan JIANG

agnosis

Rapid and accurate failure diagnosis is critical for failure management
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=g LLM Training Failure Diagnosis

Rapid and accurate failure diagnosis is critical for failure management

Challenges:

Horizontal:
 large-scale clusters and a

-

multitude of components High density High performance Distributed
computing servers networks storages
——
=== 10K+ 150+ 60K+ 1M+
===y .

GPU/NPU Racks Ports Devices
L1 /

Al Cluster Larger infrastructure != More computing power
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=g LLM Training Failure Diagnosis

Rapid and accurate failure diagnosis is a critical step in failure recovery

~
Data Parallel Rank O
Cha"engES: (" Pipeline Stage 0 (" Pipeline Stage 1 (" Pipeline Stage 2 Pipeline Stage 3
Horizontal: : () : I : pE— :
 large-scale clusters and a f—)| ¢ (—) : (—)
. N P ~—
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« complex configurations and Data Parallel Rank 1
multi_layered architectures a Pipeline Stage 0 N - Pipeline Stage 1 N a Pipeline Stage 2 N : Pipeline Stage 3 0
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=g LLM Training Failure Diagnosis

Rapid and accurate failure diagnosis is a critical step in failure recovery

5 9 __; @ Failure ]__ @) Failure ]__ @ Training
Challenges: T o) 7 - Diagnosis Mitigation Recovery
L) <[ Job Failure ] Failure Report
Horizontal: SREs L i i ®
* large-scale clusters and a oO_0 rEnvironment]_»[Model/Data]_» Job
multitude of components (‘%’ﬁ | Initialization Loading Training Finished
Users Job|Start ModelﬂData ﬂSave .ckpt
Vertical: Submit [ Job Scheduler Resource Management
« complex configurations and Training
multi-layered architectures

Jobs Software @2 b @ «2

CUDA  PyTorch DeepSpeed Megatron LLM Training

. Platform
Hardware e Jm @ C;g{f

Node Accelerator

Storage  Network

Our Production Platform-X

Understanding failures in LLM training and exploring opportunities for automated diagnosis are important!
Zhihan JIANG
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=g Empirical Study on LLM Training Failures

7} Study Platform

Our multi_tenant production LLM training Platform_x Supporting Job ID: 1437825  Report submission time: 2024/05/22 13:24:42 Job metadata
. . Training start time: 2024/05/21 16:27:14
hundreds of internal users and partner companies Training end time: 2024/05/22 13:14:52 Report status: Resolved
g
Hardware resource | Software environment Monitoring data
Resource region: DC region-1 OS image: Ubuntu 20.04 Training log: (tos)
@ Stud Sub.ect Storage position: i Driver: NVIDIA 525.60.13 Q
y ] $3://job_1437825/ i Framework: PyTorch 2.1.0 ' Other data: K Q
. L e s CER
Comp. resource: 256 x Node-type2 ¢ Library: Transformers 4.33.0 .... :
Collected 428 failure reports of failed large-scale LLM training Failure description " Diagnostic Information
jobs in Platform-X from May 2023 to April 2024 Llama-2-70b-chat-hf Jackie
S Job failed after 1120 steps running. | Node-17 GPU-3 detached
e average model size: 72.8B parameters Ive attempted to relaunch the job; there are error logs ke
* average accelerators: 941 GPUs or NPUs however, the launch still wasn't successful. i “rank-131 connection lost”, stress test failed.......

Q Study RQs

* RQ1: What are the common symptoms of LLM training failures?
* RQ2: What are the common root causes of LLM training failures?
* RQ3: What monitor data sources are typically used to diagnose LLM training failures?
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=g RQ1: LLM training failures symptoms

* environment initialization 21.3%
* model and dataset downloading

Failure Symptoms

: : ;. , 5% = 21.3% S
 iterative training failed 57:5% ’ Launching Failure
74.1% during 57.5% 4.7% Training Crash
iterative training 16.6% g:’;‘;?ml Behavior
* training hanging 16.6% —

e training slowdown

Classification of LLM training failure symptoms
* resource unavailability

-O- Main Finding

~ | Most LLM training failures (74.1%) occur during the iterative training stage,
which can waste significant computational resources and training time.
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=g RQ2: LLM training failure root causes

* network fault * configuration error

e accelerator fault * program/script bug

* node fault « software incompatibility
* storage fault * mis-operation

Failure Root Causes
Hardware Fault
User Fault
Framework Fault

e various LLM training frameworks and libraries: Platform Fault

* PyTorch, DeepSpeed, MindSpore, etc.

 platform resource management Classification of LLM training failure root causes
e platform job scheduling and configurations

!
-O- Main Finding
= | LLM training failures stem from diverse causes, with hardware faults being
significantly more prevalent than in traditional computing or DL workloads.
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=g RQ3: LLM training failure diagnosis data

* Manual diagnosis is challenging

average diagnosis time: 34.7 hours diagnosis > 24 hour: 41.9% average training log size: 16.92GB

* Monitor data for failure diagnosis

Diagnosis Type Distribution

53.9%

Log-only Diagnosable: 53.9% o

* only training logs are involved "I
89.9% failures

Hybrid Diagnosable:

* Both training logs and other 36.0% 2!

monitoring data are jointly used

Percentage
w
o

Non-log Diagnosable: 10.1% 0" Log-only
« Training logs do not provide clues

-U- Main Finding
= | Training logs are crucial for diagnosing most (89.9%) LLM failures, but their sheer
volume highlights the need for automated failure-indicating log identification.

Zhihan JIANG L4: Diagnosing Large-scale LLM Training Failures via Automated Log Analysis
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=g Limitation for Existing Approaches

Goal: Automated identification of failure-indicating logs from substantial LLM training logs

Features used in existing log-based anomaly detector:

Logging Level: Event Frequency:

Error Semantic:
* more serious logs (error) .

infrequent log events * logs with error semantics

548 x x Our observations: x
: 0 error 57.9

. o 0~25%
warning

D
(=]

(o))
(=]

25-50% * Error-semantic logs from specific
40 = g;{g’ug 20 = S0 components/stages may not impact training.
~ 0
23.1
20

13.6

Percentage (%)

Successful training jobs often contain various
error-semantic logs.

| | * Not all failure-indicating logs show explicit
Log Level 0 Log Frequency error semantics.

[\
(=

8.5

Percentage (%)

13.7 12.1 16.3
0

(a) Different logging levels. (b) Different event frequencies.

-U- Main Finding

Existing Log AD methods struggle to effectively identify failure-indicating logs, as
traditional anomalous log features are not suitable for LLM training log scenarios.

Zhihan JIANG
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=g Distinct Patterns of LLM Training Logs

We have observed three distinct patterns of LLM training logs that can be used to
automatically pinpoint failure-indicating log

) * In practice, each failed training job is usually associated with a series of
® Cross-job Pattern successful jobs with identical settings (e.g., models and frameworks)
* Thelog events from both successful and failed jobs are typically noisy

) * Unlike traditional distributed systems, LLM training systems exhibit highly
@ Spatial Pattern synchronized and nearly identical node workflows
* The distributed log sequences generated by different nodes are very similar

* During the iterative training procedure, all nodes follow an identical workflow
per iteration
* The deviation in log sequences across iterations can signal potential anomalies

® Temporal Pattern

Zhihan JIANG L4: Diagnosing Large-scale LLM Training Failures via Automated Log Analysis 18



szl Our Framework: L4

Log Preprocessing Cross-job Filtering

Normal

Historical [ —
istorical  ~—F— .

> —] > > Filtered) Logs

SuccessfuIJob [Lod] Logs UHDD D ( ) Log

| Rag Data  Parsed Logs Failed > —

Failed Job —r—= — Logs 3

|

) @ r‘\ ~— —
NI [ 7777 <:I \ ) <:I D
Pattern - isolation forest log event vectors logs of nodes
@ A %(@ Failure-indicating Information
< [<>])

Spatial Pattern Comparison

Matching (o)
* Logs —— <N 4} <:J_—">
. - (S1,55, S, )
SREs . h%gjes " Stages "JLA‘_ .DA s DTW B
Fault Library * Iterations anomalous similarity slicing time windows log sequences

Fault Pattern Confirmation Temporal Pattern Comparison

L4: a Log-based Large-scale LLM training failure diagnosis framework

¢ * automatically extract failure-indicating information from extensive training logs
©

« improve LLM training failure diagnostic efficiency

19
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sg Our Framework: L4

Log Preprocessing Cross-job Filtering

Historical — Normal

— : > > Filtered) Logs
Successful Job ; [Los] Logs DI]D” . ( ) Log
Raw Log Data  Parsed Logs Failed > — ) )
Failed Job Logs 7Y Spatial Pattern Comparison
—_— |

I 2] =
------------------ © - 8ol H Habeg —

N

isolation forest log event vectors logs of nodes

l/@l(@) Q’ Failure-indicating Information
.le. @. ° LO ) <£>
gs — S nNE
* Logs — <« (51,55,53,...)
SREs « Nodes * Stages f\jL/* JAN T -

Fault Library * Iterations anomalous similarity slicing time windows log sequences

Fault Pattern Confirmation Temporal Pattern Comparison

Pattern
» Matching

Timestamp Component Level Log Templates Paramef teh

Sep1808:45:36 | LabSZsshd[24200] | INFO [ Running task <*> in stage <*>(TID <*>) [ 1.0]0.0]0

P L]
Log re p ro c e S S l n g Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable <*>

Sep1808:47:01 | LabSZsshd[24241] | INFO | Running task <*> in stage <*> (TID <*>) | 2.0]0.0]1 Log Events

Sep1808:47:22 | LabSZsshd[24265] | DEBUG | Partition <*> not found, computing it rdd 2 1

Convert unstructured raw training logs into structured log events: e Bl
* adopt the widely-used and most efficient log parser, Drain T vograrsing

1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1. in stage 8.8 (TID @)

2.Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable @

3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2. in stage 0.6 (TID 1) Raw Logs
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it g
5.Sep 18 ©8:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

Zhihan JIANG L4: Diagnosing Large-scale LLM Training Failures via Automated Log Analysis 20



=g Our Framework: L4

Log Preprocessing Cross-job Filtering
Historical — Normal ,
— : > > Filtered) Logs
Successful Job% [oc] Logs DHDU . ( ) Log
Raw Log Data  Parsed Logs Failed > . )
Failed Job — Logs 7Y Spatial Pattern Comparison
——p ' > |
I

LOGI 2l N[ ]
e H) O S
&= <O BEEFR <«
— s \ /E\/E
Pattern isolation forest log event vectors logs of nodes
E —— Failure-indicating Information

Matchlng |
. * Logs ¢ KN 4} $1,55,53, ...
SREs . hzg;es * Stages U= DTW ( )
Fault Library * Iterations anomalous similarity slicing time windows log sequences
Fault Pattern Confirmation Temporal Pattern Comparison

Cross-job Filtering

If there are related historical successful jobs: If there are no related historical successful jobs:
* constructing a normal log event pool, denoted as N = {e,, , e, *'} * using the parsed logs from failed jobs for analysis

 filtering frequent log events within N
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sg Our Framework: L4

Log Preprocessing Cross-job Filtering

D
Historical =- — Normal .
—_— -— —
SuccessfuIJob > | > Logs DHDD N\ (Filtered) Logs

Raw Log Data  Parsed Logs ) =
— Failed LoG - -
Failed Job =8 = ,  Logs E/V x Spatial Pattern Comparison
~= LOG [ @ f N Y _
A o ; <4 <3 «H
Pattern - isolation forest log event vectors logs of nodes
Fd'@ Matchi A (/Q)(Ql Failure-indicating Information
atching > « [ D] ] * Logs % <:£:>(s S5, S5, .)
[ <+ 1792,93) ==
SREs . N%gjes * Stages s A DTW NI B
Fault Library * Iterations anomalous similarity slicing time windows log sequences
Fault Pattern Confirmation Temporal Pattern Comparison
Spatial Pattern Comparision Temporal Pattern Comparision
|dentify suspicious logs and nodes |dentify suspicious logs and iterations
* trasforming the parsed log events of each * converting the log events of each iteration
node into log event vector V; into event sequence §;
* employing Isolation Forest to detect deviant * employing dynamic time warping (DTW)
log event vectors across these nodes distance for similarity measurement
* unsupervised and interpretability * using slicing time window with 10 iterations

for detect anomalous iterations
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sg Our Framework: L4

Log Preprocessing Cross-job Filtering

D
Historical =- — Normal .
—_— -— —
SuccessfuIJob > |9 > Logs DHDD N\ (Filtered) Logs

Raw Log Data  Parsed Logs ) >
— Faled = Spatial Pattern Comparison
Failed Job - —0 Logs A
—_— > | — > 1
‘g LOG [ @ /‘\ Y\
---------------------- : -«
i an T H_ <~

LIV

E,,@ Pattern — Y — : isolation forest log event vectors logs of nodes
. / \ — - ting Information

MatChln (Q}(@] aliure-indica

g . % < EALER) Sl * Logs &« - <:£:> (51,55, 53, ..)

Fault Libra ry * Iterations anomalous similarity slicing time windows log sequences

Fault Pattern Confirmation Temporal Pattern Comparison

Fault Pattern Confirmation

Summarized fault patterns:

 failure-indicating logs, nodes, iterations and stages

* manually confirmed by engineers for future matching

* improving the efficiency of handling similar failures in the future
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=g Evaluation

Research Questions Evaluation Datasets
* RQ4: How effective is L4 in identifying failure-indicatinglogs ., ,,, randomly sampled failed LLM training jobs
* RQ5: How effective is L4 in locating faulty nodes? « averaging 632 accelerators and 12.3GB of training logs

* 42 cases were caused by hardware faults related to specific nodes

RQ4: failure-indicating log identification RQ5: Faulty node localization

0.982 . s
1.0 [ Precision [ Recall 220 F1 Score [ Error_time o/ Error_count 0 L4

—
(=]

o
%

72.7%

Avg. Scores
Avg. Scores
f=]
N

N
~

0.0 L4 LogAnomalyMethods LogRobust NeuralLog 0.0 Top-3 Acc. e Top-5 Acc. Top-8 Acc.
\ ' ' L] L] L] L] L] L] \ ' , L] L]
-O- L4 achieved the best accuracy in failure-indicating -O- L4 achieved the best accuracy in faulty node
=" | log identification, with an F1 score of 0.873. =" | localization, with a Top-8 Accuracy of 91.2.
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sg Case Study

deployed for one year

. . e e since Jun. 2024
fine-grained localization of hardware fault ( )

—DP Pair = PP Pair
an LLM training job involving 1024 nodes with 4096 accelerators gressnnnnnnnenessssssnnnnnnss s _nn
_IIIIII_ _IIIIII_ _IIIIII_ _Ill_lll_
falledaftermo.ftralnlr].gf :IIIIII: :||||||: :IIIIII: :||||||:
producing 71 GBs of latest training logs L A W W
log event n.......... :||||||: :||||||: :||||||: :||||||:
log event n2.......... NN LIl 111l
ROCE(,hccp_service.bin):error cqe status. E E E E E E
log event n3.......... 'E =H. = = 3 -
log event n4.......... LT T ITENT
log event nt.......... 111111 L1111l 111111
notify wait from ... timeout . .E E _____ E E _____ E E
More case studies can be found in our paper log event n3.......... Y W Y
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sg Discussion

 Future Research Directions

* LLM Training Monitoring

* The observability of LLM training framework is still evolving

* thelogging quality should be improved

* not only logs, but also efficient and effective profiling approach

* Multi-modal Failure Diagnosis

* 36.0% of failures require hybrid monitoring data for accurate diagnosis

* Integrating multi-modal monitoring data for automated failure diagnosis and root
cause analysis is essential for LLM training reliability

Zhihan JIANG L4: Diagnosing Large-scale LLM Training Failures via Automated Log Analysis
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=® Conclusion

ng Empirical Study on LLM Training Failures

72} Study Platform

Our multi-tenant production LLM training Platform-X supporting
hundreds of internal users and partner companies

@ Study Subject
y )

Collected 428 failure reports of failed large-scale LLM training

J0b1D: 1437825 Report submission time: 2024/05/22 132442 Job metadata
Training sart time: 2024/05/21 16:27:14.

Training end time: 2024/05/22 131452 Report status: Resolved

Resource region: OC region-1

0 images Ubuntu 20,04 Teininglog: (B O,
P e BQ
531/job, 1437825/ Framework: BTorch 2.0

o reoee e todesyoer | Loy remiomers 4350, | Oteress 8

Failure description Diagnostic Information

m Our Framework: L4

Historica
Siccessful Jah% >
RawlogData P

Failed Job %

Pattern
# Matching

Log Preprocessing

Cross-job Filtering

v}

(Fitered) Logs

Falled " )
Logs Spatial Pattern Comparison
- @
catonforst o opsotrotes

o

sg Evaluation

Research Questions
* RQ4: How effective is L4 in identifying failure-indicating logs
* RQs: How effective is L in locating faulty nodes?

RQ4: failure-indicating log identification

Evaluation Datasets

+ 100 randomly sampled failed LLM training jobs

« averaging 632 accelerators and 12.3GB of training logs

+ 42 cases were caused by hardware faults related to specific nodes

RQ5: Faulty node localization

-Logs
jobs in Platform-X from May 2023 to April 2024 Uama-2-70b-chat-hf Jackie Fault Ubrary *Nodes e P 3 proision B0 Rocall Bl Score 1o T Eror time B Error count D L4 -
« average model size: 72.8B parameters oA e e Fault Pattern Confirmation Temporal Pattern Comparison
+ average accelerators: 941 GPUs or NPUs however, ' c,
Study RQs L4: a Log-based Large-scale LLM training failure diagnosis framework
y o oty st Neuallog o0 Top Ace o Ace Tops Ace. Tops Ace.
s Mais
* RQ1: What are the common symptoms of LLM training failures? N . P N " .
5 ining fai * automatically extract failure-indicating information from extensive training logs
: sg; vv\x:: ::Z r::: :Z;nt;n::u::; :::st:; ix:; ﬁyurszmif;:zf:im TR @ N 8 8108 L4 achieved the best accuracy in failure-indicating ‘ - L4 achieved the best accuracy in faulty node
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