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3 System logs

Logs are generated by logging statements and record runtime information of a system

Log Messages

L
|}HﬂSep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID 0)
2.Sep 18 ©08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable @
3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1)
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it
5.Sep 18 ©08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

N

Generate
— D

Logger.info(f“Running task {taskId} in stage {stageId} (TID {tid}).”)
Logger.info(f“Started reading broadcast variable {var}”)
Logger.debug(f“Partition{rdd_id}not found, computing it.”’)

Logging Statements 2



3 System logs

.JU. Anomaly Detection

Automatic Log Analysis is important for:

>

Failure Diagnosis @ Root Cause Analysis

Log Messages

|||J,';

.

1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.6 (TID @)
2.Sep 18 ©08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable @
3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1)
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it
5.Sep 18 ©08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

oooooo

Generate

— e

Logger.info(f“Running task {taskId} in stage {stageId} (TID {tid}).”)
Logger.info(f“Started reading broadcast variable {var}”)
Logger.debug(f“Partition{rdd_id}not found, computing it.”’)

ooooo

Logging Statements




» Log parsing

Raw logs are unstructured, which are not suitable :> Transform raw log messages
for understanding, analyzing and storing into structured format

How to understand
and process these
complex logs?

Raw Logs
.|‘ [
1.Sep 18 ©8:45:36 LabSZ sshd[24200] INFO Running task 1.8 in stage ©.0 (TID @)
2.Sep 18 ©8:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable @
3.Sep 18 ©8:47:01 LabSZ sshd[24241] INFO Running task 2.8 in stage ©.8 (TID 1) >
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it
5.Sep 18 ©8:49:35 LabSZ sshd[243@1] DEBUG Partition rdd_2_2 not found, computing it

Structured Logs
I%Vﬂmestamp Component Level Log Templates Parameters

Sep 18 08:45:36 | LabSZ sshd[24200] INFO Running task <*> in stage <*> (TID<*>) | 1.0|0.0]0

Two same events
happened on two
partitions (rdd_2_1,

Sep18 08:45:37 | LabSZ sshd[24200] INFO Started reading broadcast variable <*x 0
> rdd_2_2)
Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task <*> in stage <*> (TID <*> ) 2.0|0.0]1
Sep18 08:47:22 LabSZ sshd[24265] | DEBUG Partition <*> not found, computing it rdd 2 1
Sep 18 08:49:35 LabSZ sshd[24301] | DEBUG Partition <*> not found, computing it rdd 2 2

\




» Log parsing

Goal: to distinguish between constant part and dynamic part.

|

|

%Timestamp

qua 08:49:35

Component Level Log Templates Parameters
Sep 18 08:45:36 | LabSZ sshd[24200] INFO Running task <*> in stage <*> (TID<*>) | 1.0]0.0]0
Sep 18 08:45:37 | LabSZ sshd[24200] INFO Started reading broadcast variable <*> 0
Sep 18 08:47:01 Lab5Z sshd[24241] INFO Running task <*> in stage <*> (TID <*>) | 2.0|0.0]1
Sep18 08:47:22 | LabsZ sshd[24265] | DEBUG Partition <*> not found, computing it rdd_2 1
LabSZ sshd[z4301] | DEBUG Partition <*> not found, computing it rdd 2 2

/

Describing the main content
of the logged event

The parameters associated
with the event.




3 Log parsing

Why not map raw logs with their logging statements?

| [

1.Sep 18 ©8:45:36 LabSZ sshd[2420@] INFO Running task 1.@ in stage ©.0@ (TID @)
2.Sep 18 88:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable @

Raw Logs 3.Sep 18 ©8:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage ©.8 (TID 1)
4.Sep 18 ©8:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it
5.5ep 18 ©8:49:35 LabSZ sshd[243@01] DEBUG Partition rdd_2_2 not found, computing it

Source code is not always
@ accessible in practice!

= &5

. iogger.info(f"Running task {taskId} in stage {stageId} (TID {tid}).”)
Logglng Logger.info(f“Started reading broadcast variable {var}”)

Statements e Logger.debug(f*“Partition{rdd_id}not found, computing it.”) We N eed d ata _ d rive N

- methods!

[SOSP’09] Large-scale system problem detection by mining console logs. 6




3 Existent log parsers

A wide range of data-driven parsers have been proposed

A
[ )

Syntax-based log parsers Semantics-based log parsers

(ICDM) Spell ,
(TSE) Logram (TSC) Brain . (ASE) LogBatcher
(SCC) SHISO (g';;rz;‘ge;mz (ECML) NuLog (FSE) Hue (WWW) UniParser (ICSE) LiberLog
<2010 2013 2015 2016 2017 2020 2022 2023 2021 2022 2023 2024 2025
(IPOM) SLCT . .
(ICWS) Drain (ICSME) ULP (ICSE) VALB (ICSE) DivLog
((QMSSI‘C;{; ﬁEk (CNSM) LogCluster (TDSC) POP (FSE) SPINE (ICSE) SemParser (ICSE) LogPPT (FSE) LILAG

[ICSE’22] Guidelines for assessing the accuracy of log message template identification techniques
[ISSTA’24] A Large-scale Evaluation for Log Parsing Techniques: How Far are We?
]




3 Existent log parsers

A wide range of data-driven parsers have been proposed

A
[ )

Syntax-based log parsers

Using statistic features or heuristic rules,
e.g., log length and word frequency. “ _
An example: Drain

ICDM) Spell Length: 4 Length: 5 « « « | Length: 10
(SCC) SHISO (Cl(\lSM) Lonta | (TSE)Logram (TSC) Brain
(CIKM) LogMine | (ECMH Nuloe (FSE) Hue A \
Send Receive Starting *

<2010 2013 2015 2016 2017 2020 2022 2023

(IPOM) SLCT . A List of Log Groups
(ICWS)D (ICSME) ULP g Group
(QSIC) AEL (CNSM) LogCluster (TDSC) I;?)Ig (FSE) SPINE T Log Event: Receive from node *
(MSR) LFA — E L=l Log IDs: [1, 23, 25, 46, 345, ..]
Pros: fa St, tral n | ng_free O Root Node |:| Internal Node D Leaf Node 8 Log Group
COnS: ||m |ted accura Cy Fig. 2: Structure of Parse Tree in Drain (depth = 3)

[ICWS’17] Drain: An Online Log Parsing Approach with Fixed Depth Tree
]



3 Existent log parsers

A wide range of data-driven parsers have been proposed

A
[ )

Semantics-based log parsers

Onli
Trainin nline
E Leveraging Pretrained Language Models (PLMs) to

understand the semantic meaning of log messages.

| 3
[ Preprocessing ]
Raw ) .
Log Data [ Adaptive ) ]_)
A n exa m p I e: Random Sampling K-labelled

. samples
Log P PT 3 1. Data Sampling

(WWW) UniParser

2021 2022 2023

% o (PARAM] (ICSE) SemParser (ICSE) VALB
K-labelled = Virtual Label (ICSE) LogPPT
samples Token Vector

2. Virtual Label Token Generation

m@’[bghom ! slept][ lf J[sec:)l’nds)] Pros: accurate

Pre- tramed Language Model

ﬁﬂﬁ PARAM Y5 Slept”PA;AM][minds] Cons: require labels for training

parameter parameter
3. Prompt-based Parsing 9

[ICSE’ 23] Log Parsing with Prompt-based Few-shot Learning

& = = (ouasaqu) Suisreq auiuQ) "




3 Existent log parsers

A wide range of data-driven parsers have been proposed

A
[ \

Semantics-based log parsers

Leveraging Large Language

Models (LLMs)
An example: LILAC
Adaptive
Log data Parsing cache E ICL-enhanced parser (WWW) UniParser (A(?E)SIE(;%?;;SDSQ
T Failed: LLM querying i I Prompt format
DR pmmee R < LM auervine I P
Ts W . L e 2021 2022 2023 2024 2025
B8 " m 7o TR |
o < & | i (ICSE) VALB (ICSE) DivLog
‘ | T (ICSE) SemParser| o5 LogPPT (FSE) LILAC

Pros: accurate
Cons: require labels for in-context learning

10

[FSE’24] LILAC: Log Parsing using LLMs with Adaptive Parsing Cache
]



2 Parsing accuracy declines when providing limited labels! &5

LogPPT LILAC
gﬁﬁ" . 85
45 ° 80
A
o 35 ¢ § 751
g 25 , 70
<151 | , ] 65t | | | |
75 50 25 10 5 75 50 25 10 5
Label Proportion (%) Label Proportion (%)

Enough high-quality labels are important for accurate parsers!

[ICSE’ 23] Log parsing with prompt-based few-shot learning.

[FSE’24] Lilac: Log parsing using 1lms with adaptive parsing cache. "




2 High quality labels are hard to obtain

* Production log data are huge in volume ¢ Logs can change when software evolves
« Annotating at scale is expensive * Templates require reannotation

Can we develop a log parser that is accurate but
does not rer on labelled examples?

E / - 90 E Percentage || Unchanged | Inserted | Paraphrased | Removed
S
7 \ \ - 85 .E Log message 91.16% 0.07% 8.75% 0.02%
:c: Log Store| |- g0 jo Logging statement 76.12% 12.69% 1.49% 9.70%
e 1 <
LogLine || 75 =
10 15 20 25 30 Day

In April 2022, WeChat produced 16-20 PB of logs per day Logging evolution ratio between Spark 2.4 and Spark 3.0

[ICSE’23] LogReducer: Identify and Reduce Log Hotspots in Kernel on the Fly

[ISSRE’23] EvLog: Identifying Anomalous Logs over Software Evolution.
]

12



2 Can LLMs compare logs to infer variables?

Core idea: leveraging LLM to perform comparative analysis on multiple log messages

Raw Log Messages

Log1: connection from 127.0.0.11 () at Wed Jun 29 03:22:23 2005 .
Log2: connection from 127.0.0.11 () at Wed Jun 29 03:25:23 2005 Step 1: Find a group of logs
Log3: session opened for user news

Log4: session opened for user test

Log5: ALERT exited abnormally with [1]

Log6: connection from 69.15.163.251 (mail2.systemsevolution.com) at Thu Jun 30 04:23:33 2005
Log7: connection from 212.5.120.141 (host-141.STSK.macomnet.net) at Thu Jun 30 09:09:44 2005

Problem: <: Log3: session opened for user news
How to construct effective Log Contrastive Log4: session opened for user test
Unit (LCU) to guide LLMs to compare?

Step 2: Ask LLM to compare

Common Part = Template - session opened for user <*>

Variable Part — Parameters — news, test 13



» Challenges

Problem: How to construct effective
LCUs to guide LLMs to compare?

* A Log Contrastive Unit (LCU) is grouped log messages potentially
sharing the same template, allowing LLMs to parse via comparison

» Challenge 1: LCU Volume Explosion

* Challenge 2: Balancing Commonality and Variability
 Commonality: These log messages should share some common tokens
 Variability: These log messages should differ in some of their tokens

14



2» LUNAR: LLM-based Unsupervised Log Parser

Hierarchical Sharder LCU Selector
Log Messages Log Buckets

>
S A= = e
LOG ‘ commonality variability l

Log Contrastive Unit (LCU)

Bucket Update G Process 1603 listening 127.0.0.1

Process 1604 listening 127.0.0.2
Process 1605 listening 127.0.0.3

== Template e
- - Revision (' \ «— XX <«
2 <*> list <> AR
rzzgifn; from ii>enlng < » Process <*> listening <*> < % v <
parity error <*> Post-Processing LLM Queryin Prompt
LLM Template & AL P
Template Database Label-free LLM Parser
Overview framework of LUNAR 15



2» LUNAR: LLM-based Unsupervised Log Parser

* Challenge 1: LCU Volume Explosion = Hierarchical Log Sharding

() Reduce sampling overhead
() Enable parallelization

/ Hierarchical Sharder \

Log Messages Log Buckets

SR T

Bucket Update |e_%

-

=

Process <*> listening <*>
reading from <*>
parity error <*>

Template
Revision

» Process <*> listening <*>

LLM Template
Template Database

(IE
((!0

LCU Selector
| Low ; I L.ov«f )
commonality variability l

Log Contrastive Unit (LCU)

Process 1603 listening 127.0.0.1

Process 1604 listening 127.0.0.2
Process 1605 listening 127.0.0.3

D ‘ D
OV,
p ] *t‘

Post-Processing LLM Querying Prompt

Label-free LLM Parser

Overview framework of LUNAR 16



2 Hierarchical log sharding

®Bucket size 150 @Bucket size 1505 @Bucket size 22

}  Final Log Buckets . . . .
I . - Received stream
I received "block" "closed"
. 1 : "size" "Responder"
» Step 2: Top-k Token Agglomerative | T i ;
. I
Clustering - I
Step 2 Exceed Fail merge
"received"
Process <*> listening <*> |:| Process: 3 ATOFID KTOkt_en "exception" min size condition
Process 1603 listening 127.0.0.1 DI] |:| Listening: 3 99 omerg ve
Process 1603 listening 127.0.0.2 |—» 1603: 2 C|USter|ng ?Size: 89
Process 1605 listening 127.0.0.3 1604: 2 (Bottom-Up)
...... | l l | | .
Received user file upload request : "received" "received" "received" "Received"” "stream"
Waiting data processing to complete I "exception" "exception" "request” "block" "closed"
Exception waiting received file processing : "waiting" "read" "file" "size" "Responder"
Exception read received profile data Size: 53 Size: 36 Size: 61 Size: 1505 Size: 22
Group by Top-K Tokens T
l Step 1:
DI]HI] Token frequency Length-based — Shard by Every
Sharding Raw Logs | 5a7| ®Tog tength Bucket
| Top-3 Tokens greng
Received user file upload request - (received, request, file)
Waiting user data to complete - (data, waiting, user)
Exception waiting received file processing > (received exception waiting)
Exception read received profile data - (received exception read) 17




2» LUNAR: LLM-based Unsupervised Log Parser

* Challenge 2: Balancing Commonality and Variability > Two-stage LCU Selector

Hierarchical Sharder / LCU Selector \
Log Messages Log Buckets
-
— - .
—| —» > — — <« oW <« ow,
~= commonality variability l
A
Log Contrastive Unit (LCU)
Bucket Update r. Process 1603 listening 127.0.0.1
~/ Process 1604 listening 127.0.0.2
\ Process 1605 listening 127.0.0.y
== Template o
*> 11 - * Revision (' \ «— XX <
P list AR
rzzgiiz ;er ii>enlng g < » Process <*> listening <*> < % v <
parity error <*> Post-Processing LLM Queryin Prompt
LLM Template g AL P
Template Database Label-free LLM Parser
Overview framework of LUNAR 18



2» LUNAR: LLM-based Unsupervised Log Parser

Log Bucket Sampled LCUs ® A = 0.5 Selected by LCU score
: : (Samp|e size=3) Process 1603 listening 127.0.0.1
Log-1l: Process 1603 listening 127.0.0.1 Process 1604 listening 127.0.0.4
Log-2: Process 1603 listening 127.0.0.2 Process 1605 listening 127.0.0.5
Log-3: Process 1603 listening 127.0.0.3
Log-4: Process 1604 listening 127.0.0.4 ® A =0 Selected by commonality only

Log-5: Process 1605 listening 127.0.0.5 <:>f . . )

Process 1603 listening 127.0.0.1
Log-6: listening 127.0.0.1 for debugging Process 1603 listening 127.0.0.2
Log-7: Process 1603 have problem

Process 1603 listening 127.0.0.3 )

I ®/‘L— 1 Selected by variability only
= i . @ Process 1603 listening 127.0.0. 1
LCU candidates e—— LCU Score Computation e ™ listening 127.0.0.1 for debugging
sLCU — j . gVariability (1-2)- gCommonality ( Process 1603 have problem )

Variability: Average pairwise distance of logs

N 2 L
SVarlablllty — Z Z 1 —Jaccard(l;, l;
1 Dl ol
Commonality: Average difference in similarity of all pairs

. 2 - &
gCommonality — —Z Z 1 — |Jaccard(p;) — ]accard(pj)l
P(P—1)Laj=14aj=i+1

19



2» LUNAR: LLM-based Unsupervised Log Parser

« Step 3: Extract log template for LCU = Label-free LLM Parsing

Hierarchical Sharder

Log Messages

=

Template

SR T

Process <*> listening <*> Revision
reading from <*> <
parity error <*>

Template Database

>

Log Buckets

f
Bucket Update .‘_’

LCU Selector

>
> < ow,
= commonallty varlablllty

!

Log Contrastive Unit (LCU)

Process 1603 listening 127.0.0.1
Process 1604 listening 127.0.0.2

[

Process <*> listening <*>

LLM Template

\_

D ‘ D
OV,
p ] ‘"t‘

Post-Processing LLM Querying Prompt

Label-free LLM Parser

Process 160D Iistening 12W0.0.3

«

Overview framework of LUNAR

20



2» LUNAR: LLM-based Unsupervised Log Parser

— Parsing Prompt ]

- Task Instruction

- Parameter Examples No more labelled examples needed!
- Output Constraints

- Queries LCUs

# Basic Requirements:

Prompt

- | will provide multiple log messages, each delimited by backticks.

- You must identify and extract all dynamic variables in each log with {placeholder} and output static log templates. A

- Idgnan jche semantics of variables and compare the differences between logs to identify potential dynamic :Q: Prompting LLM
variables if they belong to the same template. \J

- Preserve any dynamic variables already marked by “<*>" or *{placeholder}".

- Pay attention to the slightly different strings among logs, which have high possibility to be dynamic variable.

- Do not convert non-variables, especially when only one log is presented in the group. LLM Response v

# Advices on Parameters and Non-parameters: c . . . . e
- Common variables: numbers, |P addresses, URLs, file paths, directories, hex values, usernames, etc. tog?mp:ate[;]: ‘Eece{veg E:oct {E:t—lgi 0; S1ze Es!zei :rom ?p{
- Full directory with filename, complex url with server address or domain should be recognize as one variable. ogTemplatef2l: . eceve Iock{ Ik_! of >12¢ 15128 from i 3
- Error messages/types, java exceptions, or interrupted messages are NOT dynamic variables as they contain e e Rl

important information. Specific actions or status words are NOT dynamic variables.

# Parameter Examples:

- *var/www/html/xxx" -> *{directory}'

- "192.168.0.1:8008" -> *{complex_ip}'

- "blk_-123456783" -> {blk_id}'

# Output Constraints:

- For each log line, output corresponding log template starting with LogTemplate[idx], no other line break. Template v

- Each input log's template is delimited by backticks.

Log[1]: 'Received block blk_-160839 of size 91178 from 10.250.10.6

Log[2]: 'Received block blk_-434451 of size 6710 from 10.250.15.8"

Log[3]: "Received block blk_783186 of size 6864 from 10.251.26.198" 21
]

Template Acquisition

Received block <*> of size <*> from <*>



2» LUNAR: LLM-based Unsupervised Log Parser

» Step 4: Template Revision

Hierarchical Sharder

LCU Selector

Log Messages

SR T

Log Buckets

f
Bucket Update .‘_’

4 Ey

Process <*> listening <*>

Template
Revision

reading from <*>
parity error <*>

KTempIate Database

» Process <*> listening <*>

LLM Template

~

-«

J

Low

— .

] — /

() commonallt variabilit l
-_— Y Y

Log Contrastive Unit (LCU)

Process 1603 listening 127.0.0.1

Process 1604 listening 127.0.0.2
Process 1605 listening 127.0.0.3

Post-Processing LLM Querying Prompt

Label-free LLM Parser

Overview framework of LUNAR 22




2» LUNAR: LLM-based Unsupervised Log Parser

» Step 4: Template Revision

Problem: Session opened for user mesos-slave-1 at 192.168.1.2 3
Session opened for user mesos-slave-3 at 192.168.1.4 > Session opened for user mesos-slave-<*> at <*> @
Session opened for user mesos-slave-2 at 192.168.1.3 LLM

Process <*> listening <*>

reading from <*> —» | Session opened for user mesos-master-<*> at <*> | ————» Tem plate ReViSion

parity error <*>

Template Database

Session opened for user mesos-<*> at <*> @

23



2» LUNAR: LLM-based Unsupervised Log Parser

« Step 5: Bucket Updating

Log Messages

=

Process <*> listening <*>
reading from <*>
parity error <*>

Template Database

Template
Revision

Hierarchical Shard}zr' \
Log Buckets

2-8-\|l-

—>

li:i%l%{.

f
IBucket Update .‘_’

P| Process <*> listening <*>

LLM Template

‘_

\_ J

LCU Selector
I Low ; ‘ L.owor!
commonality variability l

Log Contrastive Unit (LCU)

Process 1603 listening 127.0.0.1

Process 1604 listening 127.0.0.2
Process 1605 listening 127.0.0.3

Post-Processing LLM Querying Prompt
Label-free LLM Parser

Overview framework of LUNAR 24




3 Evaluation

» RQ1: How effective is LUNAR in log parsing?
» RQ2: How do different components affect LUNAR?
» RQ3: How effective is LUNAR integrated with different

LLM and prompts?

» RQ4: How efficient and cost-effective is LUNAR in
parsing large-scale log data?

Baselines

Unsupervised methods:
» AEL, Drain, Brain, LogMine, LILAC w/o ICL
Label-required methods:

* UniParser, LogPPT, LILAC

Metrics

Grouping Accuracy (GA)
Parsing Accuracy (PA)

F1 score of Grouping Accuracy (FGA)
F1 score of Teamplate Accuracy (FTA)

LLM: gpt-3.5-turbo-0125

LCU size: 3 logs

Settings —

Dataset # Logs # Templates
Proxifier 21,320 11
Apache 51,977 29
OpenSSH 638,946 38
HDFS 11,167,740 46
OpenStack 207,632 48
HPC 429,987 74
Open-source Zookeeper 74,273 89
Logs [27,72] HealthApp 212,394 156
Hadoop 179,993 236
Spark 16,075,117 236
BGL 4,631,261 320
Linux 23,921 338
Mac 100,314 626
Thunderbird 16,601,745 1,241
. CTS [63] 264 78
I 1

LO“‘:‘E;“ZB] HiBench [63] 1,879 93
il LoFI [21] 2,080 453
Average 2,965,931.9 230.1

v Statistics of Log Parsing Datasets
Never seen by LLMs! 25




2» RQ1: Effectiveness - compared to unsupervised parsers

Method || Metric | Proxifier Apache OpenSSH HDFS OpenStack HPC Zookeeper HealthApp Hadoop Spark BGL Linux Mac Thunderbird | CTS HiBench LoFI | Avg.
Unsupervised Log Parsers )

GA 97.4 100.0 70.5 99.9 74.3 74.8 99.6 72.5 82.3 - 915 916 79.7 78.6 78.8 92.1 84.5)| 85.5

AFL PA 67.7 72.7 36.4 62.1 2.9 74.1 84.2 31.1 53.5 — 406 82 245 16.3 62.5 56.7 30.4)| 45.2

FGA 66.7 100.0 68.9 76.4 68.2 20.1 78.8 0.8 11.7 - 58.7 80.6 793 11.6 79.2 87.6 84.4)| 60.8

FTA 41.7 51.7 33.3 56.2 16.5 13.6 46.5 0.3 5.8 — 16.5 21.7 205 3.5 59.7 48.6 25.0)| 28.8

GA 69.2 100.0 70.7 99.9 75.2 79.3 99.4 86.2 92.1 8388 919 686 6.1 83.1 79.9 61.6 79.0)| 82.4

Drain PA 68.8 72.7 58.6 62.1 2.9 72.1 84.3 31.2 54.1 394 407 111  35.7 21.6 66.7 26.8 29.5)| 45.8

FGA 20.6 100.0 87.2 93.5 0.7 30.9 90.4 1.0 78.5 86.1 624 77.8 229 23.7 69.3 46.0 78.5)| 57.0

FTA 17.6 51.7 48.7 60.9 0.2 15.2 61.4 0.4 38.4 41.2 193 259 6.9 7.1 57.0 23.6 22.6)| 29.3

GA 52.1 99.7 66.3 96.0 100.0 80.0 99.3 97.9 56.3 97.2 940 79.0 834 79.2 80.3 79.1 64.3)| 82.6

Brain PA 70.3 28.7 48.1 92.9 14.1 66.3 82.2 17.5 14.3 393 402 1.0 325 26.1 70.1 62.2 25.3)| 43.0

FGA 73.7 93.3 75.9 75.9 100.0 44.7 79.8 87.2 52.8 208 756 751 754 74.8 80.0 68.8 69.3) 71.9

FTA 73.7 46.7 345 62.1 29.2 21.3 60.1 33.9 20.0 1.0 197 275 294 274 69.3 47.7 21.7)| 36.8

GA 50.4 100.0 - = — — 69.7 — 82.7 — 644 736 85.1 — 87.5 79.7 81.0§| 77.4

. PA 0.0 26.2 - — — — 45.6 — 52.9 — 9.7 35 283 — 69.7 433 29.6)| 30.9
LogMine

FGA 0.8 100.0 - — — — 1.6 — 12.4 — 247 751 451 — 83.5 85.1 81.6)| 51.0

FTA 0.0 41.4 - — — — 0.8 — 6.3 — 3.7 195 122 - 65.8 43.6 24.0)| 21.7

GA 52.1 99.7 74.6 100.0 52.4 87.0 99.8 100.0 85.8 90.0 86.2 779 788 66.7 86.4 69.4 59.8)| 80.4

LILAC PA 67.1 97.0 43.4 94.7 37.4 93.3 58.1 56.2 71.0 715 782 786 50.1 43.2 76.9 23.1 33.9]| 63.2

w/oICL || FGA 42.4 91.8 78.3 69.3 90.0 88.9 95.0 97.1 90.0 828 832 79.0 773 35.4 80.2 43.2 65.6)| 75.9

FTA 48.5 721 49.3 56.0 68.0 75.0 74.0 71.7 66.7 60.0 663 574 467 219 68.9 222 30.0)| 56.2

Our proposed method

GA 98.9 100.0 78.0 100.0 100.0 86.4 99.3 100.0 94.1 97.5 955 83.0 87.7 86.5 97.0  93.0 90.5|| 93.4

LUNAR PA 100.0 99.9 72.2 100.0 90.4 99.0 85.1 96.2 83.7 99.5 984 735 5383 39.5 86.0 73.5 74.5|| 85.3

FGA 87.0 100.0 92.3 96.8 100.0 833 88.5 97.1 92.6 88.8 873 874 863 86.9 96.1 884  92.6|| 91.3

FTA 95.7 89.7 92.3 94.6 87.5 83.3 81.2 84.3 70.2 65.7 78.9 721 526 57.4 87.0 67.4 73.8| 78.5

LUNAR outperforms all unsupervised parsers!
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2» RQ1: Effectiveness - compared to label-required parsers

Method Metric | Proxifier Apache OpenSSH HDFS OpenStack HPC Zookeeper HealthApp Hadoop Spark BGL Linux Mac Thunderbird | CTS HiBench LoFI | Avg.
Label-required Log Parsers
GA 50.9 94.8 27.5 100.0 100.0 77.7 98.8 46.1 69.1 854 918 285 737 57.9 61.7 85.8 719 | 71.9
UniParser PA 63.4 94.2 28.9 94.8 51.6 94.1 98.8 81.7 88.9 795 949 164 68.8 65.4 56.1 74.5 57.3 | 71.1
FGA 28.6 68.7 0.9 96.8 96.9 66.0 66.1 74.5 62.8 20 624 451 699 68.2 54.5 73.7 77.8 | 59.7
FTA 457 26.9 0.5 58.1 28.9 35.1 51.0 46.2 47.6 1.2 219 232 283 29.0 46.5 54.4 35.7 | 34.1
GA 98.9 78.6 27.7 72.1 53.4 78.2 96.7 99.8 48.3 47.6 245 205 544 56.4 95.1 29.6 8.7 |583
LogPPT PA 100.0 94.8 65.4 94.3 40.6 99.7 84.5 99.7 66.6 95.2 938 168 39.0 40.1 86.0 9.0 6.5 | 66.6
FGA 87.0 60.5 8.1 39.1 87.4 78.0 91.8 94.7 52.6 374 253 712 493 21.6 92.5 20.9 19.9 | 55.1
FTA 95.7 36.8 10.5 31.2 73.8 76.8 80.9 82.2 43.4 299 261 428 274 11.7 85.0 9.0 5.4 | 45.2
GA 100.0  100.0 74.8 100.0 100.0 86.9 100.0 100.0 92.6 999 911 825 814 79.4 85.6 95.8 78.2 | 911
LILAC PA 100.0 97.2 99.9 94.7 95.2 93.7 68.5 60.4 73.2 689 904 814 564 53.3 77.7 789  48.6 | 78.7
FGA 100.0 100.0 87.7 96.8 100.0 86.1 96.7 97.1 94.1 89.7 88,5 86.1 87.1 85.9 86.9 84.7 85.2 1913
FTA | 1000  86.2 849 710 833 764 835 77.5 69.5  63.6 721 644 487 55.7 772 614 536 | 723
Our proposed method ~N
GA 98.9 100.0 78.0 100.0 100.0 86.4 99.3 100.0 94.1 97.5 95.5 83.0 87.7 86.5 97.0 93.0 90.5 | 934
LUNAR | PA | 1000 999 722 1000 904 990 851 96.2 837 995 984 735 583 59.5 860 735 745 | 85.3
FGA 87.0 100.0 92.3 96.8 100.0 83.3 88.5 97.1 92.6 888 873 87.4 86.3 86.9 96.1 88.4 92.6 | 91.3
FTA 95.7 89.7 92.3 94.6 87.5 83.3 81.2 84.3 70.2 65.7 789 72.1 52.6 57.4 870 674 73.8 |78.5
~ J

LUNAR also outperforms all label-required parsers!

LUNAR can generalize to unseen logs effectively w/o labels! 2
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» RQ2: Ablation study of components

Metrics GA PA FGA FTA
LUNAR 93.4 86.8 91.0 79.0
Variants w.r.t Log Sharder
w/o log length 89.1 (] 4.6%) 83.2 (| 4.2%) 90.1 (| 1.0%) 78.3 (| 0.9%) All designs of Iog sharder and
w/o top-k tokens 89.1 (| 4.6%) 82.9 (| 4.5%) 90.4 (| 0.6%) 78.2 (| 0.9%) LCU selector contribute to the

Variants w.r.t LCU Selector

w/ random selection 90.6 (| 3.0%) 84.3 (| 2.9%) 90.5 (| 0.5%) 77.7 (| 1.6%)
w/ minimum similarity 88.8 (| 4.6%) 83.9 (| 4.5%) 89.5 (| 1.9%) 80.2 (| 1.4%)
w/ maximum similarity 89.1 (| 4.6%) 82.8 (| 4.6%) 88.9 (| 2.3%) 75.8 (| 4.0%)
w/ consecutive selection 89.2 (| 4.5%) 82.6 (| 4.8%) 90.2 (| 0.9%) 77.5 (| 1.9%)

overall performance

Average accuracy across all datasets
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» RQ3: Different LLMs and prompts

Metrics GA PA FGA FTA

LONAR (GPT35) a s o s » All four components in the parsing
= : : : : prompt contribute to overall
Variants w.r.t Parsing Prompt
performance.
w/o0 parameter examples 91.9 (| 1.6%) 84.1(] 3.1%) 90.6 (| 0.4%) 77.0 (| 2.5%)
w/o output constraints  87.3 (| 6.5%) 70.1(] 19.2%) 63.5(] 30.2%) 47.2 (] 40.3%)
w/o parameter advice 933 (] 0.1%) 84.9(] 2.2%) 91.0 (| 0.0%)  76.9 (| 2.7%) » Removing output constraints
w/ simpler requirements 89.3 (| 4.4%) 82.9 (] 4.5%) 87.4(] 4.0%) 76.2(] 3.5%) results in the blggest drop.
Variants w.r.t LLM
GPT-4 93.4 (10.0%) 87.0(10.2%) 92.1(11.2%) 79.8 (] 1.0%)
GPT-40 86.2 (1 7.7%) 79.5(] 8.4%) 885 (] 2.7%)  75.1 (] 4.9%)
Claude 90.4 (] 3.2%) 84.1(13.1%) 90.0(] 1.1%)  78.1(] 1.1%) > LUNAR Consistenﬂy achieves h|gh
Llama-3.1-405B 92.9 (J, 05%) 86.9 (T 01%) 90.8 (l, 02%) 80.1 (T 14%) erformance With different LLMS
DeepSeek-V2.5-236B 90.1 (] 3.5%) 823(]5.2%) 90.3(] 0.8%) 78.2(] 1.0%) P )
Qwen2-72B 89.6 (| 4.1%) 83.1( 43%) 89.0 (] 2.2%)  76.1 (| 3.7%)
Llama-3.1-70B 86.6 (| 7.3%) 80.6 (| 7.1%)  89.0 (| 2.2%)  77.4 (| 2.0%) » LUNAR’s performance can be
Llama-3.1-8B 90.8 (| 2.8%) 75.4 (] 13.1%) 88.2(] 3.1%) 65.3 (| 17.3%) "o
Qwen2-7B 86.0 (| 7.9%) 68.1(] 21.5%) 87.3(] 4.1%) 59.3 (| 24.9%) affected by the capabilities of LLMs.

Average accuracy across all datasets
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I RQ4: Efficiency and cost

540.1 LUNAR (parallel)
1263.2 LUNAR (serial)
488.5 Drain > LUNAR (parallel) is faster than
’ LILAC
620.1 AEL SOTA LLM-based methods (LILAC)
1553.6 UniParser
1963.3 LogPPT > LUNAR is comparable to the fastest
3603.5 syntax-based methods in efficiency
0 1000 2000 3000 4000

Average time (seconds)

‘ Avg. Accuracy # Input Tokens # Output Tokens # Invocation $ Cost > LU N AR | m p roves pe rform ance
LILAC w/o ICL 68.9 116.3K 26.8K 726.3 $0.098 . . . « e
LILAG £33 c8AK e 2190 $0.041 without introducing significant cost
LUNAR 87.1 131.7K 13.9K 269.4 $0.086

Token consumption of LLM-based parser
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Conclusion

 LUNAR: an LLM-based Unsupervised Log Parser

 Comprehensive Evaluation:
« 14 public datasets and 3 industrial datasets (New LoF| Dataset!)
 LUNAR outperforms both unsupervised and label-required parser
» Both accurate and efficient!

 Merits from one reviewer:

“It also helps that this approach seems straight-forward enough
that | could see companies adopt it without too much hassle (not
something that can be said about all existing works in this area).
I'm excited about recommending this approach to some of
my industrial partners.”

Check this work in:
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