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System logs

Logs are generated by logging statements and record runtime information of a system
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System logs
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Automatic Log Analysis is important for: 

Anomaly Detection Root Cause AnalysisFailure Diagnosis



Log parsing
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Raw logs are unstructured, which are not suitable 
for understanding, analyzing and storing

Transform raw log messages 
into structured format

Raw Logs

Structured  Logs

How to understand 
and process these 

complex logs?

Two same events 
happened on two 

partitions (rdd_2_1, 
rdd_2_2)



Log parsing

Goal: to distinguish between constant part and dynamic part.
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Describing the main content 
of the logged event

The parameters associated 
with the event.



Log parsing
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Logging 
Statements

Raw Logs

Source code is not always 
accessible in practice!

Why not map raw logs with their logging statements?

We need data-driven 
methods!

[SOSP’09] Large-scale system problem detection by mining console logs.



Existent log parsers
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<2010 202320222020201720162013 2015

(IPOM) SLCT
(QSIC) AEL
(MSR) LFA

(SCC) SHISO

(CNSM) LogCluster

(ICDM) Spell
(CNSM) LenMa

(CIKM) LogMine

(ICWS) Drain
(TDSC) POP

(TSE) Logram
(ECML) NuLog

(ICSME) ULP
(FSE) SPINE

(TSC) Brain
(FSE) Hue

2021 202520242022 2023

(ICSE) SemParser

(WWW) UniParser

（ICSE) VALB
(ICSE) LogPPT

(ICSE) DivLog
(FSE) LILAC

(ASE) LogBatcher
(ICSE) LiberLog

Semantics-based log parsersSyntax-based log parsers

A wide range of data-driven parsers have been proposed

[ICSE’22] Guidelines for assessing the accuracy of log message template identification techniques

[ISSTA’24] A Large-scale Evaluation for Log Parsing Techniques: How Far are We? 



Existent log parsers
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<2010 202320222020201720162013 2015

(IPOM) SLCT
(QSIC) AEL
(MSR) LFA

(SCC) SHISO

(CNSM) LogCluster

(ICDM) Spell
(CNSM) LenMa

(CIKM) LogMine

(ICWS) Drain
(TDSC) POP

(TSE) Logram
(ECML) NuLog

(ICSME) ULP
(FSE) SPINE

(TSC) Brain
(FSE) Hue

Semantics-based log parsersSyntax-based log parsers

Using statistic features or heuristic rules,
e.g., log length and word frequency.

A wide range of data-driven parsers have been proposed

Pros: fast, training-free
Cons: limited accuracy

An example: Drain

[ICWS’17] Drain: An Online Log Parsing Approach with Fixed Depth Tree



Existent log parsers
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2021 2022 2023

(ICSE) SemParser

(WWW) UniParser

（ICSE) VALB
(ICSE) LogPPT

Semantics-based log parsersSyntax-based log parsers

A wide range of data-driven parsers have been proposed

An example: 
LogPPT

[ICSE’23] Log Parsing with Prompt-based Few-shot Learning

Pros: accurate
Cons: require labels for training

Leveraging Pretrained Language Models (PLMs) to 
understand the semantic meaning of log messages.



Existent log parsers
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2021 202520242022 2023

(ICSE) SemParser

(WWW) UniParser

（ICSE) VALB
(ICSE) LogPPT

(ICSE) DivLog
(FSE) LILAC

(ASE) LogBatcher
(ICSE) LiberLog

Leveraging Large Language 
Models (LLMs)

Semantics-based log parsersSyntax-based log parsers

A wide range of data-driven parsers have been proposed

[FSE’24] LILAC: Log Parsing using LLMs with Adaptive Parsing Cache

An example: LILAC

Pros: accurate
Cons: require labels for in-context learning



Parsing accuracy declines when providing limited labels!
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[ICSE’23] Log parsing with prompt-based few-shot learning.

[FSE’24] Lilac: Log parsing using llms with adaptive parsing cache.

Enough high-quality labels are important for accurate parsers!



High quality labels are hard to obtain

• Production log data are huge in volume
• Annotating at scale is expensive
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[ICSE’23] LogReducer: Identify and Reduce Log Hotspots in Kernel on the Fly

[ISSRE’23] EvLog: Identifying Anomalous Logs over Software Evolution. 

Logging evolution ratio between Spark 2.4 and Spark 3.0In April 2022, WeChat produced 16-20 PB of logs per day

• Logs can change when software evolves
• Templates require reannotation

Can we develop a log parser that is accurate but 
does not rely on labelled examples? 



Can LLMs compare logs to infer variables?

Core idea: leveraging LLM to perform comparative analysis on multiple log messages
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Raw Log Messages

Log3: session opened for user news

Log4: session opened for user test

Common Part

Variable Part

session opened for user <*> 

news, test

Step 1: Find a group of logs

Step 2: Ask LLM to compare

Template

Parameters

Problem: 
How to construct effective Log Contrastive 
Unit (LCU) to guide LLMs to compare?



Challenges

• Challenge 1: LCU Volume Explosion

• Challenge 2: Balancing Commonality and Variability
• Commonality: These log messages should share some common tokens
• Variability: These log messages should differ in some of their tokens
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Problem: How to construct effective 
LCUs to guide LLMs to compare?

* A Log Contrastive Unit (LCU) is grouped log messages potentially 

sharing the same template, allowing LLMs to parse via comparison



LUNAR: LLM-based Unsupervised Log Parser

15Overview framework of LUNAR 



LUNAR: LLM-based Unsupervised Log Parser

16Overview framework of LUNAR 

• Challenge 1: LCU Volume Explosion → Hierarchical Log Sharding
 Reduce sampling overhead
 Enable parallelization



Hierarchical log sharding

• Step 1: Length-based Sharding

• Step 2: Top-k Token Agglomerative 
Clustering

17

Received user file upload request → (received, request, file)
Waiting user data to complete → (data, waiting, user)
Exception waiting received file processing  → (received exception waiting)
Exception read received profile data  → (received exception read)

Received user file upload request              
Waiting data processing to complete
Exception waiting received file processing 

Exception read received profile data
…

Token frequency

Top-3 Tokens

Size: 89

"received"
"exception"

Step 2:

Top-K Token
Agglomerative 

Clustering

(Bottom-Up)

Step 1: 

Length-based 
Sharding Raw Logs

Shard by  
Log Length

Every 
Bucket

"received"

Final Log Buckets


Exceed 
min size

Fail merge 
condition

Bucket size  150

"Received"
"block"
"size"

"stream"
"closed"

"Responder"

Bucket size  1505Bucket size  22

Size: 1505Size: 61 Size: 22Size: 36Size: 53

"received"
"exception"

"read"

"received"
"exception"

"waiting"

"received"
"request"

"file"

"stream"
"closed"

"Responder"

"Received"
"block"
"size"

Group by Top-K Tokens

Process <*>  listening <*>

Process 1603 listening 127.0.0.1

Process 1603 listening 127.0.0.2

Process 1605 listening 127.0.0.3

Process:   3

Listening: 3

1603:      2

1604:      2

……

But logs of the same length can have different templates…



LUNAR: LLM-based Unsupervised Log Parser

18Overview framework of LUNAR 

• Challenge 2: Balancing Commonality and Variability → Two-stage LCU Selector



LUNAR: LLM-based Unsupervised Log Parser
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Variability: Average pairwise distance of logs

Commonality: Average difference in similarity of all pairs 



LUNAR: LLM-based Unsupervised Log Parser

20Overview framework of LUNAR 

• Step 3: Extract log template for LCU → Label-free LLM Parsing



LUNAR: LLM-based Unsupervised Log Parser

- Task Instruction
- Parameter Examples
- Output Constraints
- Queries LCUs
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No more labelled examples needed!

Parsing Prompt



LUNAR: LLM-based Unsupervised Log Parser

22Overview framework of LUNAR 

• Step 4: Template Revision



LUNAR: LLM-based Unsupervised Log Parser

23

• Step 4: Template Revision

Problem: Session opened for user mesos-slave-1 at 192.168.1.2

Session opened for user mesos-slave-3 at 192.168.1.4

Session opened for user mesos-slave-2 at 192.168.1.3 LLM
Session opened for user mesos-slave-<*> at <*>

Session opened for user mesos-master-<*> at <*>

Session opened for user mesos-<*> at <*>

Template Revision



LUNAR: LLM-based Unsupervised Log Parser

24Overview framework of LUNAR 

• Step 5: Bucket Updating



Evaluation
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Statistics of Log Parsing Datasets
Never seen by LLMs!

➢ RQ1: How effective is LUNAR in log parsing?
➢ RQ2: How do different components affect LUNAR?
➢ RQ3: How effective is LUNAR integrated with different 

LLM and prompts?
➢ RQ4: How efficient and cost-effective is LUNAR in 

parsing large-scale log data?

Grouping Accuracy (GA)
Parsing Accuracy (PA)
F1 score of Grouping Accuracy (FGA)
F1 score of Teamplate Accuracy (FTA)

Metrics

Unsupervised methods:
• AEL, Drain, Brain, LogMine, LILAC w/o ICL
Label-required methods:
• UniParser, LogPPT, LILAC

Baselines

LLM: gpt-3.5-turbo-0125

LCU size: 3 logs

Settings



RQ1: Effectiveness – compared to unsupervised parsers 
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LUNAR outperforms all unsupervised parsers!



RQ1: Effectiveness – compared to label-required parsers 
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LUNAR also outperforms all label-required parsers!

LUNAR can generalize to unseen logs effectively w/o labels!



RQ2: Ablation study of components
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All designs of log sharder and 
LCU selector contribute to the 
overall performance

Average accuracy across all datasets



RQ3: Different LLMs and prompts
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➢ All four components in the parsing 
prompt contribute to overall 
performance. 

➢ Removing output constraints 
results in the biggest drop.

Average accuracy across all datasets

➢ LUNAR consistently achieves high 
performance with different LLMs.

➢ LUNAR’s performance can be 
affected by the capabilities of LLMs.



RQ4: Efficiency and cost
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➢ LUNAR improves performance 
without introducing significant cost

➢ LUNAR (parallel) is faster than 
SOTA LLM-based methods (LILAC) 

➢ LUNAR is comparable to the fastest 
syntax-based methods in efficiency

Token consumption of LLM-based parser



• LUNAR: an LLM-based Unsupervised Log Parser

• Comprehensive Evaluation: 
• 14 public datasets and 3 industrial datasets (New LoFI Dataset!)
• LUNAR outperforms both unsupervised and label-required parser
• Both accurate and efficient!

• Merits from one reviewer:
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Conclusion

Q & A

Paper Data & Code

Check this work in:

“It also helps that this approach seems straight-forward enough 

that I could see companies adopt it without too much hassle (not 

something that can be said about all existing works in this area). 

I'm excited about recommending this approach to some of 

my industrial partners.”
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