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COCA: 



Background: Reliability
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Cloud systems suffer from unplanned interruptions and failures.

Hard to conduct Root Cause Analysis (RCA) to these failures.

FailuresSystem



Background: How to Define “RCA”
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RCA is some kind of general term.

Some failures are code-related while others are not

Maintainers want to get

1. Operational Clues

2. Code Fixing Scope and Corresponding Logic

Well.. I got the issue, But:
What happened to your 

system?

Poor Maintainer



Background
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What we got from an issue report 

We got

• Textual data
• Title
• Issue description

• Issue metadata

• Logs

• Stack traces



Background: A Motivating Example
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Involving Code Knowledge for Distributed System Diagnosis: Intuitive but challenging 



Challenges

Well.. I got the issue, But:
What happened to your 

system?

Poor Maintainer
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Challenges

• Challenge 1: Sourcing Log Messages 

• Challenge 2: Reconstructing Execution Paths 

• Challenge 3: Profiling Failure-Related Code Snippets. 



Challenge 1
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Challenges

• Challenge 1: Sourcing Log Messages 

• Challenge 2: Reconstructing Execution Paths 

• Challenge 3: Profiling Failure-Related Code Snippets. 

Yeah.. I see the logs 
attached, but where are 

they from?

Poor Maintainer

Source line references are 
occasionally absent from log entries.



Challenge 2
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Challenges

• Challenge 1: Sourcing Log Messages 

• Challenge 2: Reconstructing Execution Paths 

• Challenge 3: Profiling Failure-Related Code Snippets. 

How should I replay the 
your behavior before this 

hot mess?

Poor Maintainer

Logs are sparse and reconstructing 
the path based on logs are hard.



Challenge 3
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Challenges

• Challenge 1: Sourcing Log Messages 

• Challenge 2: Reconstructing Execution Paths 

• Challenge 3: Profiling Failure-Related Code Snippets. 

There's so much code here, 
I’m completely overwhelmed. 

Where do I even begin?

Poor Maintainer

Log-related code is long & Codebase is 
large



Methodology
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COCA : the first code knowledge enhanced root cause analysis approach



Methodology: Phase 1
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Phase 1: Logging Source Retrieval
• Restoring Logging Statements
• Log Template Matching



Methodology: Phase 2 
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Phase 2: Execution Path Reconstruction
• Static Call
• RPC Call
RPCBridge



Methodology: Phase 3 
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Phase 3: Failure-Related Code Profiling
• Code Snippet Indexing
• Code Snippet Retrieval

Phase 4: Root Cause Inference



Evaluation 
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Dataset: Collected and labelled based on JIRA issue report platform (D-Bug Set).

RCA Tasks:
• Localization (Exact Match and Top-k):

• Non-code-related components:
• System resources (e.g., network, RPC)
• Abstract concepts (e.g., race conditions, deadlocks)

• Code-related components:
• Specific classes (e.g., JobClient, ResourceManager)

• Summarization (Similarity and Human Evaluation)



Evaluation: RQ1 
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How effective is COCA in RCA compared with existing methods?



Evaluation: RQ2 
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What are the impacts of different phases in COCA?

Data Leakage Concern.



Evaluation: RQ3
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How generalizable is COCA with different backbone models?



Case Study 
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Case Study: HBASE-9821

Root Cause: Collision

of scannerID in HBASE system

That really 
helps a lot!

Poor Maintainer



Takeaway
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Lessons Learned:

1. Maintainers often face irreproducible user-reported issues.

2. Code knowledge does fill gaps and facilitates RCA.

3. Even code-unrelated issues benefit from code context to build domain understanding.

Read the paper!



Q&A
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Thank you sooooo much for the listening!

Read the paper!


