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Background

• Online service systems suffer from unplanned interruptions and failures

• IT companies must take timely and effective measures to respond to failures
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Background

• Log is an important source for failure diagnosis

• Logs record a vast range of software runtime events

• At least 31% failure diagnosis practices rely on logs in a commercial bank service system [1]

• Examining logs and gaining insights about faults is time-consuming and labor-intensive

• Software systems produce a large volume of logs due to the scale and complexity
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FailuresSystem

[1] Zhao et al. An empirical investigation of practical log anomaly detection for online service systems,” in ESEC/FSE 2021



Background

• Current log analysis approaches cannot find direct information for fault diagnosis
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Log Analysis Approach Identified information Problem

 Log anomaly detection Anomalous sessions The sessions can be large (e.g., >100 logs)

 Log clustering Incident-related logs The logs can be long

 Log parsing Templates and variables
Events and variables may not relate to fault 
components (e.g., devices and VMs)

 Anomalous log sessions  Incident-related logs (in red)  Parsed log templates and variables
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Our works

• Fault-indicating information: the fine-grained log segments that

• indicate fault-related information

• provide actionable insights to guide fault diagnosis
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A preliminary study on fault-indicating information

• Manually investigate how logs are leveraged by engineers through history reports

• Fault-indicating description (FID) describes the symptoms of a fault 

• Fault-indicating parameter (FIP) denotes the precise position of the fault that needs action
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A preliminary study on fault-indicating information

• Manually investigate how logs are leveraged by engineers through history reports

• Fault-indicating description (FID) describes the symptoms of a fault 

• Fault-indicating parameter (FIP) denotes the precise position of the fault that needs action

• Challenges: 

• Large volume of logs: Only 1.7% of log lines contain either FID or FIP

• Noisy semantics in logs: Only 14.1% of words are FID or FIP
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LoFI: A method to extract log fault-indicating information

• Two stages in LoFI: Log selection and prompt-based extraction
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Stage-1: log selection

• Problem: abnormal log sessions contain a large volume of logs

• Irrelevant information can hinder extraction

• Language models struggle to understand long context

• Method: 

• 1st step: Select logs with severe logging levels

• i.e., FATAL > ERROR > WARN > INFO > DEBUG > TRACE > Others

• 2nd step: Identify semantically similar logs 

• RoBERTa-base encoder yields log embeddings

• Rank the textual similarity of embeddings
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𝒍𝟐: ERROR start addRestful …
𝒍𝟓: ERROR UnsatisfiedDependency …

𝒍𝟏: WARN current init bean …
𝒍𝟐: ERROR start addRestful …
𝒍𝟑: INFO add new resources …
𝒍𝟒: WARN Exception …
𝒍𝟓: ERROR UnsatisfiedDependency …

…
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Stage-2: prompt-based extraction

• Extraction using pretrained language models (PLM) with prompt-based tuning

• We use two prompt questions for FID and FIP

• PLM predicts start and end position of fault-indicating information

• Fine-tune the PLM with logs and ground truth fault-indicating information

• We use UniXCoder as the PLM
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Evaluation

• Research questions

• RQ1: How effective is LoFI in the offline setting?

• RQ2: How log selection affects the results of LoFI?

• RQ3: How prompt-based tuning affects the results of LoFI?

• RQ4: How LoFI helps SREs to diagnose in online setting?

• Datasets

• FIBench: 71 examples collected from Apache Spark

• Industry: 88 examples collected from CloudA
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RQ1: Effectiveness of LoFI

• LoFI performs fault-indicating information extraction well!

• LoFI achieves high accuracy in recognizing FID and FIP

• LoFI outperforms all baselines by a large margin

• FID prediction is more accurate than FIP prediction
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RQ2: How log selection (LS) affects LoFI?

• The two-stage LS in full LoFI is better than other LS methods

• Diagnosing only with logs in error and warning levels is not enough

• Compression ratio (CR) is high, indicating noisy logs are kept
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- LS=Highest (highest level logs)

 - LS=HighestCtx (highest level and context logs)

- LS=ErrorWarn (error and warning level logs)

 - LS=Error (error level logs)

* CR denotes compression ratio, Acc. denotes the selection accuracy.



RQ3: How prompt-based tuning affects the results?

• Prompt variants:

• Using prompt question is helpful for extracting fault-indicating information

• Prompt question with explicit instructions can improve performance

• Fine-tuning can improve the performance even with a small amount of training data

• Pretraining Language Models:

• Using UniXCoder performs better than using other models
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- Prompt=LessInfo (prompt with less information)
   + “Fault-indicating descriptions in the following logs:” + logs 
   + “Fault-indicating parameters in the following logs:” + logs

- w/o Prompt (without prompt question)
- w/o Tuning (without fine-tuning on the training set)



RQ4: How LoFI assists in online diagnosis?

• User study after one-month deployment:

• 10 engineers rate the 50 fault examples during the deployment period

• Q1: Does FID accurately represent anomalous events?

• Average rating: 4.34 (5-point Likert scale)

• Q2: Does FIP accurately identify anomalous components?

• Average rating: 4.02 (5-point Likert scale)

• Q3: Would extracting fault-indicating information aid in fault diagnosis?

• All participants agree!
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• Fault-indicating information are useful 

• Fault-indicating descriptions describe the symptoms of a fault 

• Fault-indicating parameters denote the precise position of the fault that needs action

• LoFI can successfully extracts fault-indicating information

• Log selection and prompt-based tuning are effective in improving the performance
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Conclusions

Q & A
Paper Github

Check this work in:
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Check our repo:
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