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Logs are generated by logging statements and record runtime information of software systems.

Logging Statements

Generate

Logger.info(f“Running task {taskId} in stage {stageId} (TID {tid}).”)
Logger.info(f“Started reading broadcast variable {var}”)
Logger.debug(f“Partition{rdd_id}not found, computing it.”) 

……

Log Messages

1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID 0) 
2.Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable 0 
3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1) 
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it 
5.Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

……

System Log
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Automated Log Analysis is important for: 

Anomaly Detection Fault Localization Software Diagnosis

Logging Statements

Generate

Logger.info(f“Running task {taskId} in stage {stageId} (TID {tid}).”)
Logger.info(f“Started reading broadcast variable {var}”)
Logger.debug(f“Partition{rdd_id}not found, computing it.”) 

……

Log Messages

1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID 0) 
2.Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable 0 
3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1) 
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it 
5.Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

……

System Log
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Logs are unstructured, which are not suitable 
for understanding, analyzing and storing.

Converting raw logs into structed 
formats is a critical prerequisite step!

Log Parsing

Log Analysis

Substantial Raw Log

Structured Parsed Log

Four same events happened on three
different partitions (rdd_2_1, rdd_2_2, rdd_2_3)

and the same address (127.0.0.1)

Sep 18 08:47:22 DEBUG Partition rdd_2_1 not found in 127.0.0.1 
Sep 18 08:47:35 DEBUG Partition rdd_2_2 not found in 127.0.0.1
Sep 18 08:47:49 DEBUG Partition rdd_2_1 not found in 127.0.0.1 
Sep 18 08:48:17 DEBUG Partition rdd_2_3 not found in 127.0.0.1

Timestamp Event Level Log Templates Parameters

Sep 18 08:47:22 e1 DEBUG Partition <*> not found in <*> rdd_2_1 | 127.0.0.1

Sep 18 08:47:35 e1 DEBUG Partition <*> not found in <*> rdd_2_2 | 127.0.0.1

Sep 18 08:47:49 e1 DEBUG Partition <*> not found in <*> rdd_2_1 | 127.0.0.1

Sep 18 08:48:17 e1 DEBUG Partition <*> not found in <*> rdd_2_3 | 127.0.0.1

How to understand and 
process these complex logs?

Log Parsing
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……

Log Parsing

Parsed Results

Raw Logs

1.Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task 1.0 in stage 0.0 (TID 0) 
2.Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable 0 
3.Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task 2.0 in stage 0.0 (TID 1) 
4.Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition rdd_2_1 not found, computing it 
5.Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition rdd_2_2 not found, computing it

……

Timestamp Component Level Log Templates Parameters

Sep 18 08:45:36 LabSZ sshd[24200] INFO Running task <*> in stage <*> (TID <*> ) 1.0 | 0.0 | 0

Sep 18 08:45:37 LabSZ sshd[24200] INFO Started reading broadcast variable <*> 0

Sep 18 08:47:01 LabSZ sshd[24241] INFO Running task <*> in stage <*> (TID <*> ) 2.0 | 0.0 | 1

Sep 18 08:47:22 LabSZ sshd[24265] DEBUG Partition <*> not found, computing it rdd_2_1

Sep 18 08:49:35 LabSZ sshd[24301] DEBUG Partition <*> not found, computing it rdd_2_2

Goal: to distinguish between 
constant part and variable part.

4

Log Parsing
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2003 20102008 20152013 20172016 20222020 2023

[IPOM] SLCT [MSR]LFA [CNSM] LogCluster
[ICWS] Drain
[TDSC] POP

[ICSME] ULP
[FSE] SPINE

[QSIC] AEL [SCC] SHISO
[ICDM] Spell

[CNSM] LenMa
[CIKM] LogMine

[TSE] Logram
[ECML] NuLog

[TSC] Brain
[FSE] Hue

A wide range of data-driven methods have been proposed to parse logs. 

Syntax-based Log Parsers Semantic-based Log Parsers

2021 20232022 2024

[ICSE] SemParser
[ICSE] VALB

[ICSE] LogPPT

[WWW] UniParser [ICSE] DivLog

5

Existing Log Parsers

Evaluating these diverse log parsers is crucial!  
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Current Benchmark

"Loghub: A Large Collection of System Log Datasets for AI-driven Log Analytics ", ISSRE’23
"Guidelines for assessing the accuracy of log message template identification techniques", ICSE’22

Loghub-2k Datasets: randomly sampled 2,000 log lines from various systems 
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Existing log parsers achieved encouraging performance on Loghub-2k

Syntax-based Log Parsers Semantic-based Log Parsers

7

Existing Log Parsers on Loghub-2k

The performance of log parsers in real-world systems remains unsatisfactory,
especially when log data are diverse and complex.

"Guidelines for assessing the accuracy of log message template identification techniques", ICSE’22
"An empirical study of log analysis at Microsoft", FSE’22
"Investigating and improving log parsing in practice", FSE’22
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Limitation of Current Benchmark 

It is small in scale, affecting the representativeness.
• Loghub-2k may not be able to reflect the diverse and complex characteristics of log data observed in production environments.
• The performance of data-driven log parsers could be affected by the limited scale of Loghub-2k and may not generalize well to real-

world scenarios with much larger and diverse log data. 

It lacks comprehensive evaluation metrics.
• Most of existing studies only employ message-level metrics, which tend to favor frequently occurring log templates 
• Real-world logs are highly imbalanced, with frequent log templates (e.g., heartbeat logs) dominating the overall performance and 

potentially masking errors in the processing of infrequent templates.

It only reports the performance on entire datasets.
• The overall performance lacks a fine-grained analysis of accuracy for logs with different characteristics.
• We have identified two critical types of logs that play an essential role in production software analysis:

• Infrequent log templates: represent rare system events that require particular attention
• Parameter-intensive log templates: provide informative details about system status and associated events
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A new benchmark for log parsers

Goal: evaluate log parsers in a more rigorous and practical setting

Our Work:

❖ A new version of large-scale annotated log datasets for log parsing, i.e., Loghub-2.0

o 14 datasets from various software systems, each containing 3.6 million log messages on average. 

❖ A more comprehensive benchmarking protocol to evaluate existing log parsers 

o template-level metric (FGA) to mitigate the sensitivity of message-level metrics (GA) to imbalanced log data

o investigation of the performance on log templates with different frequencies and parameter counts

❖ A comprehensive re-evaluation of 13 syntax-based and 2 semantic-based log parsers 

o more practical guidance for researchers and practitioners on understanding the characteristics of these log parsers
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Dataset Construction

Problem: How can we efficiently annotate millions of logs from various systems?

Our proposed annotation framework
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Dataset Construction

Our annotated results: Loghub-2.0
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Study Design

We focus on the following three main Research Questions (RQs):

RQ1: What are the differences between Loghub-2.0 and Loghub-2k? 

RQ2: How does the performance of log parsers differ when applied 
to Loghub-2.0 compared to Loghub-2k? 

RQ3: What is the performance of log parsers on logs with varying 
characteristics? 
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RQ1: Differences between Loghub-2.0 and Loghub-2k

The distributions of template frequencies and 

parameter counts exhibit significant differences.

• Loghub-2.0 exhibits a more pronounced 

imbalance in template frequencies 

• Loghub-2.0 contains more log templates, and 

has a larger parameter count on average 

Finding 1.

~90% ~80%
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RQ2: Performances on Loghub-2.0 and Loghub-2k

Finding 2.
On Loghub-2.0, existing log parsers experience a performance drop 

and an increase in variance across all metrics.
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RQ2: Performances on Loghub-2.0 and Loghub-2k

Finding 3.

Message-level metrics (GA and PA) generally yield higher results than template-
level metrics (FGA and FTA) due to their sensitivity to imbalanced log data.

These differences are more pronounced in highly imbalanced Loghub-2.0 datasets.
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RQ2: Performances on Loghub-2.0 and Loghub-2k

Finding 4.

Semantic-based log parsers excel at parsing individual logs, as shown by their higher PA. 
However, they perform poorly on grouping-related metrics due to ignoring global information.

Moreover, their performance decline on larger, more diverse datasets,
especially with limited labeled training log data.
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RQ2: Performances on Loghub-2.0 and Loghub-2k

Finding 5.
9 out of 15 log parsers are unable to process all 14 datasets of Loghub-2.0 within a 

reasonable 12-hour timeframe.
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Finding 6.

Existing log parsers show varying effectiveness with templates of different frequencies.

• Lower grouping-related metrics (GA and FGA) for frequent templates, as the grouping is more 
challenging for templates with more log messages.

• Lower parsing-related metrics (PA and FTA) for infrequent templates, as less evidence (e.g., training 
data) is available to guide the accurate parsing of log messages. 

RQ3: Performances on logs with different characteristics
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RQ3: Performances on logs with different characteristics

Finding 7.
Despite high scores on entire datasets, log parsers still struggle with 

parameter-intensive log templates.
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Summary

➢ Loghub-2.0 exhibits significantly different characteristics compared to the commonly used Loghub-2k.

➢ Drain is the most effective parsers for grouping log messages.

➢ Semantic-based methods (e.g., LogPPT) excel in accurately parsing individual logs.

➢ Despite the encouraging results shown in the Loghub-2k, the parsing performance remains 

unsatisfactory when applied to Loghub-2.0, especially for infrequent and parameter-intensive logs. 

➢ The efficiency of most log parsers fails to meet the demands of real-world application scenarios. 
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Implications

Consider both levels of metrics in 
combination. 

Evaluate the performance across 
logs with different characteristics. 

Try to combine semantic and 
statistical information. 

Place greater emphasis on parsing 
efficiency.
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Limitation of Loghub-2k Our Loghub-2.0 Study Results

Pre-print paper Project

Thank you for listening

Q & A

Conclusion

LogPAI website
Contact: zhjiang@link.cuhk.edu.hk

http://zhjiang@link.cuhk.edu.hk
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