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Distributed tracing is essential for observing microservices but incurs prohibitive storage costs. Existing
solutions primarily rely on trace-level sampling, which indiscriminately discards entire traces based on
probability or tail latency. This coarse-grained approach often loses critical off-the-path anomalies and fails to
retain normal baselines required for comparative diagnosis.

To address these limitations, we introduce the concept of span-level sampling, a fine-grained paradigm
that retains only essential spans rather than full traces. However, we identify a critical challenge in this new
approach where naive span retention leads to structural ambiguity, as the removal of intermediate spans
disrupts the graph topology and renders the remaining data useless for analysis. To resolve this, we propose
AutoScope , a novel framework that leverages static code knowledge to enable structurally safe span-level
sampling. AutoScope constructs a Bridged Call Site Control Flow Graph (CSCFG) to map runtime spans to static
execution logic. By identifying Dominant Span Sets (DSS), it exploits the “Sample One, Infer All” property to
enable aggressive compression while preserving the structural skeleton of every request. Extensive evaluations
on two benchmark microservice systems demonstrate that AutoScope achieves an 80.2% storage reduction
while maintaining a state-of-the-art faulty span coverage of 98.1%. Furthermore, the reconstructed traces
enhance downstream Root Cause Analysis (RCA) tasks, improving the Mean Reciprocal Rank (MRR) by an
average of 8.3%.
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1 Introduction

Modern software architectures have evolved into distributed microservice systems [34, 55], making
distributed tracing an essential observability tool for understanding application behavior and
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Fig. 1. Comparisons between trace-level and span-level sampling.

performance at scale [13, 18, 39]. As shown the Trace-1 in Fig. 1, by capturing fine-grained spans
along request paths across services, traces create a comprehensive execution path that includes
service transitions, time distributions, and context propagation. These tracing systems enable
Site Reliability Engineers (SREs) to effectively profile system performance [20, 54, 56], identify
performance anomalies [12, 31, 46], and diagnose root causes [30, 33, 47]. Therefore, many industry
leaders have embraced various tracing solutions, including OpenTelemetry [36], Skywalking [40],
and Jaeger [22], demonstrating the technology’s widespread adoption [6, 16, 54].

Although distributed traces offer valuable information for system analysis, their extensive volume
and the resulting storage requirements create significant obstacles. Alibaba’s e-commerce platform
generates between 18.6 and 20.5 pebibytes (PB) of trace data each day [18]. This immense amount
arises because developers seek to capture the full spectrum of application behaviors to facilitate
the diagnosis of emerging issues. However, persistently storing such a large amount of trace
data incurs substantial operational overhead. To address these challenges, trace-level sampling
techniques [15, 19, 21, 27, 53] have been devised to selectively retain traces relevant to anomalous
behavior [12, 31, 47].

As shown in Fig. 1-(a), the primary mechanism of trace-level sampling involves initially identify-
ing the traces to be sampled and subsequently retaining only those selected traces while completely
eliminating the remainder, a process we call the “1 or 0” strategy. These techniques are generally
classified into head sampling [24, 39] or tail sampling [19, 21, 27], depending on when the sampling
decision occurs and the criteria applied. However, this approach of wholly discarding unsampled
traces reveals significant shortcomings in practical scenarios. Existing research [18] indicates that
SREs may still need to access these discarded traces, as the traits of traces that require analysis
are often unpredictable, leading to a query miss rate of up to 27.17%. Moreover, such trace query
failures can substantially hinder diagnostic approaches based on comparing normal and abnormal
traces [12, 31, 47].

To address the limitations of trace-level sampling and enhance sampling flexibility, we introduce
the concept of span-level sampling. The fundamental observation behind span-level sampling is that
most spans within a trace are irrelevant to explaining performance variations under scrutiny [11,
24, 55]. For example, a study of Alibaba’s trace data indicates that 90% of spans contribute little
meaningful information, while only 10% are critical for diagnosing performance issues [32]. This
suggests the potential to balance trace cost and utility at the span level by preserving spans that
aid fault diagnosis while discarding those that do not.

However, achieving a balance between trace cost and utility at the span level is far from straight-
forward. Transitioning from the trace-level sampling approach, an intuitive strategy might involve
analyzing variations in span duration and retaining spans that significantly deviate from typical
latency patterns. Nevertheless, we observed that relying solely on duration data overlooks critical
invocation details within the trace, such as the specific services or functions traversed. For example,
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as illustrated in Fig. 4-(a) and (b), Trace-1 and Trace-2 represent different request types, but after

sampling, their trace structure becomes identical, making their request types indistinguishable,

thus affecting downstream diagnostic tasks (§ 3).

To overcome the structural ambiguity inherent in purely latency-based approaches, we propose
AutoScope , the first code-knowledge enhanced span-level sampling framework. The key insight
of AutoScope is that while dynamic latency varies, the underlying execution logic defined by the
source code remains invariant. By aligning dynamic traces with static code structures, we can
"compress" the trace without losing its topological context.

Specifically, AutoScope bridges the gap between static analysis and runtime tracing. It first
constructs a Bridged Call Site Control Flow Graph (CSCFG), which unifies intra-service control
flows (via static analysis) and cross-service dependencies (via runtime topology). Based on this
graph, AutoScope partitions the trace into Dominant Span Sets (DSS) which are logical units where
the execution of one “dominant” span mathematically implies the execution of its subordinates. This
allows for a “Sample One, Infer All” strategy: by retaining only the dominant span and significant
anomalies (identified via a robust Z-score estimator), AutoScope can reconstruct the full trace
skeleton with minimal storage.

We evaluated AutoScope on two widely-adopted microservice benchmarks, TrainTicket [43] and
SocialNetwork [14]. The results demonstrate a significant breakthrough in the trade-off between
cost and utility. AutoScope reduces storage overhead by 80.2%, comparable to aggressive trace-
level sampling, which preserves the structural records of all requests. Consequently, it achieves a
faulty span coverage of 98.1%, effectively eliminating the “missing baseline” problem common in
traditional sampling. Extensive experiments on downstream tasks further confirm this high fidelity:
AutoScope boosts the accuracy of four state-of-the-art Root Cause Analysis (RCA) frameworks by
an average of 8.3%, proving that span-level sampling can serve as a superior drop-in replacement
for existing solutions.

In summary, this paper makes the following contributions:

e New Sampling Paradigm: We introduce the concept of span-level sampling, a fine-grained
approach that decouples data retention from the trace unit, allowing for the precise preservation
of critical execution fragments while discarding redundancy (§ 3).

e Code-Enhanced Methodology: We design AutoScope , which innovatively leverages static
code analysis to guide dynamic sampling. By constructing Bridged CSCFGs and DSS, Auto-
Scope ensures structural completeness and anomaly retention without the overhead of full
logging (§ 4).

o Extensive Evaluation: We demonstrate the superiority of AutoScope through rigorous experi-
ments. It achieves an 80.2% compression ratio while maintaining 98.1% fault coverage, significantly
outperforming traditional trace-level strategies in both sampling efficiency and downstream RCA
utility (§ 5).

The paper is organized as follows: Section 2 provides the background on distributed tracing
and static analysis. Section 3 introduces the concept of span-level sampling and highlights the
challenges of ambiguity that motivate our code-enhanced approach. Section 4 details the design
and implementation of AutoScope . Section 5 describes the experimental setup, followed by a
comprehensive analysis of the evaluation results. Section 6 discusses practical applications and
threats to validity. Finally, Section 7 reviews related work and Section 8 concludes the study.
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Fig. 2. The correspondence between user code, function call graphs, spans, and traces.

2 Background
2.1 Distributed Tracing

Distributed tracing [39] serves as a fundamental observability mechanism for capturing causal
relationships across process boundaries in distributed environments. By tracking the propagation
of requests across diverse microservices, it facilitates the inference of system states and enables the
precise identification of code regions responsible for performance bottlenecks [20, 54].

To elucidate the intrinsic mapping between static source code and runtime traces, we utilize a case
study from TrainTicket [43], a widely adopted microservice benchmark. We adhere to the instru-
mentation standards of OpenTelemetry [36], the prevailing trace framework. As shown in Fig. 2, the
static definition of getTicketListByDateAndTripId() invokes child functions getTravelDate
and getSoldTickets. This static call hierarchy (Call Graph, right) is mirrored by the trace structure
(Trace, left) captured during runtime execution.

Span. A Span represents the atomic unit of work within a trace, encapsulating a specific request-
response interaction or function execution within a service instance. In Fig. 2, the OrderService
function getTicketListByDateAndTripId() and its sub-functions are explicitly instrumented
using the @¥i thSpan annotation !. This instructs the tracing agent to generate corresponding spans,
visualized as blocks containing essential metadata (e.g., Span ID, timestamp, duration). Since spans
map one-to-one with instrumented function calls, they serve as the runtime counterparts to static
nodes in the function call graph.

Trace. A Trace constitutes a Directed Acyclic Graph (DAG) of spans, representing the end-to-end
execution path of a single request. As depicted in Fig. 2, the trace aggregates spans from the three
functions, preserving their causal dependencies. For instance, the parent-child relationship between
the span OrderController.getTicketListByDateAndTripId() and Seat.getTravelDate() sig-
nifies a direct invocation in the underlying code. Consequently, a trace effectively acts as a runtime
instantiation of the static execution flow; the logical structure of the application code strictly
dictates the organization and causality of the generated spans.

2.2 Trace Sampling

Trace sampling is a pivotal mechanism for alleviating the storage and computational burdens
in production environments, where capturing every request is often infeasible due to the sheer
volume of data [19, 21, 27, 39]. Currently, sampling strategies deployed in industry, such as those
in Jaeger [22] and OpenTelemetry [36], predominantly rely on head-based sampling. This approach
employs a uniform random strategy (e.g., retaining 5% of traffic) where the decision to record a
trace is made at the request’s ingress. While efficient, head-based sampling ignores the runtime
behavior of requests, often discarding traces of high analytical value [24, 39].

Ihttps://opentelemetry.io/docs/zero-code/java/agent/annotations/
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To overcome the blindness of head-based approaches, tail-based sampling [19, 21, 27] postpones
the sampling decision until the request concludes. By leveraging complete execution information,
such as latency or error codes, tail-based strategies prioritize retaining anomalous or significant
traces.

Trace-level vs. Span-level Sampling. In this paper, we classify both head-based and tail-based
approaches under the umbrella of Trace-level Sampling. These methods adhere to a rigid "1
or 0" strategy: a trace is either fully retained or completely discarded. While effective for trace-
granularity filtering, this binary approach lacks flexibility. To address this, we introduce Span-level
Sampling, a more granular paradigm that allows for the selective retention of specific spans within
a trace. Figure 1 illustrates the structural distinction between these two paradigms. The specific
motivation and implementation challenges of span-level sampling are detailed in Section 3.

2.3 Call-Site Control Flow Graph

Distributed traces are essentially dynamic instantiations of the application’s static source code. To
develop sampling strategies that leverage this deterministic logic, we must first bridge the domain
gap between runtime traces and static code using static code analysis [10, 42]. The foundational
representation in static analysis is the Control Flow Graph (CFG) [4], which models the execution
flow within a function. As shown in the left panel of Fig. 3, a CFG consists of Basic Blocks (BBs)
which are sequences of instructions executed in order connected by edges representing possible
execution paths. Function calls connect these CFGs to form an Inter-Procedural Control Flow Graph
(ICFG) [35]. In microservice architectures, these connections extend across service boundaries via
RPC or HTTP calls [29].

However, a direct mapping from standard CFGs to traces is inefficient due to a granularity
mismatch. Standard CFGs capture fine-grained instruction details (e.g., variable assignments like
int uid = ... or boolean checks like bool isVIP = ... in Fig. 3), whereas traces primarily
record high-level function invocations (Spans). To align static code knowledge with trace structure,
we adopt the Call-Site CFG (CSCFG) [44]. Unlike traditional CFGs, a CSCFG preserves only
the Basic Blocks containing function calls, effectively pruning non-tracing logic. As illustrated
in the middle panel of Fig. 3, this representation transforms the code into a concise structural
skeleton where each node (e.g., User.verify) acts as the static counterpart to a runtime span. This
establishes a rigorous one-to-one correspondence between the static graph and the dynamic trace.

A crucial property of the CSCFG for sampling efficiency is the Dominance Relation [2]. If
every path from the function entry to node B must pass through node A, then A dominates B. When
two nodes A and B mutually dominate each other, meaning the execution of one deterministically
implies the execution of the other. A and B form a Dominant Span Set (DSS). For example, in Fig. 3,
since User.verify(uid) and Order.create() execute sequentially without intervening branches,
the presence of the former guarantees the latter. These two functions thus constitute a DSS (marked
by the orange dashed box). This relationship is the theoretical foundation of AutoScope, allowing
us to sample only one representative span (e.g., Order.create) to infer the entire set, thereby
significantly reducing storage overhead. Note that Notify.VIP() is excluded from this DSS as it
resides on a conditional branch.
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Fig. 4. An example of the importance of source code in span-level sampling.

Motivation

3.1 What is Span-level Sampling?

Definition: Span-level sampling is a fine-grained strategy that decouples data retention from the
trace unit, selectively preserving specific spans within a distributed trace based on their diagnostic
significance.

In stark contrast to the rigid "1 or 0" decision-making of trace-level sampling, span-level sampling
operates on the principle of value-based retention. Instead of discarding an entire trace due
to storage constraints, this approach deconstructs the trace to distinguish between "signal" and
"noise" at the span level. By retaining only critical segments—such as spans exhibiting high latency,
error codes, or those belonging to key business paths—span-level sampling ensures that the system
maintains a comprehensive record of all requests, albeit in a condensed form. For SREs, this
granularity resolves the "all-or-nothing" dilemma: it substantially reduces storage overhead while
preserving the essential context required for identifying anomalies and isolating failure domains.
Consequently, span-level sampling maximizes the cost-utility ratio of observability data, supporting
focused debugging without the burden of massive data redundancy.

Formally, let a distributed trace be represented as a set of spans 7~ = {s1, s2, .. ., Sn}, where each s;
denotes a span unit. Trace-level sampling can be defined as a binary function ®;,4c. : 7 — {7, 0},
where:

DQrrace(T) =T, a€{0,1}. (1)
Here, a is a boolean variable determined by a sampling probability or a specific rule (e.g., tail

latency). This implies that storage cost is either |7| or 0.
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Table 1. Comparison of retention capabilities between AutoScope and SOTA trace sampling approaches.

Method Input Data Retention Capability

Trace Metric Code  Normal Trace Abnormal Trace

Random (5%) [22] v Partial Negligible
Trace-Level Perch [26] v Negligible Comprehensive
Sampling ~ Sifter [27] v Negligible Comprehensive
TraceMesh [9] v Negligible Comprehensive
TraStrainer [19] v v Partial Comprehensive
Span—Lfizvel AutoScope (Ours) v 4 Comprehensive Comprehensive

Sampling

Note: Negligible (< 1%), Partial (1%-20%), Substantial (20%-80%), Comprehensive (> 80%). Coverage percentages refer to
the retention rate of normal/anomalous traces.

In contrast, span-level sampling is defined as a subset selection function ®spq, : 7 — 77,
where 77 C 7. The objective is to determine an indicator function I(s;) € {0, 1} for each span:

Dspan(T) = {si € T | I(s:) = 1}. @)

The goal of span-level sampling is to minimize the storage cost |7’| (i.e., |7’| < |7|) while maxi-
mizing the preservation of diagnostic information (e.g., retaining causal structures and anomalies).

3.2 Necessity of Span-level Sampling

Figure 1-(a) illustrates the inherent limitation of trace-level sampling. Consider a scenario with
three traces: Trace-1 exhibits a performance anomaly (caused by Span-137), while Trace-2 and
Trace-3 represent normal execution paths. Conventional tail-based sampling strategies [19, 21, 27]
rigidly enforce a “keep or drop” decision, typically retaining only the anomalous Trace-1 while
discarding the normal ones. However, this binary elimination creates a critical observability gap.
In complex fault diagnosis scenarios, such as “off-the-path” resource contention [45], the root cause
often lies in shared resource interference rather than direct call errors. To identify such issues,
SREs require Trace-2 and Trace-3 as baselines for differential diagnosis [31, 47]. The discarding of
these normal traces severs the necessary context, thereby hampering effective root cause analysis.

Table 1 empirically quantifies this limitation by comparing the retention capabilities of state-
of-the-art approaches. Although tail-based methods (e.g., Perch [26], Sifter [27], TraceMesh [9])
excel at capturing anomalies (coverage > 80%), they exhibit a severe deficiency in retaining normal
traces, preserving negligible amounts (< 1%). This skewed retention policy results in a high Query
Miss Rate during operational troubleshooting. Empirical studies on large-scale industrial systems
reveal that query miss rates can reach 27.17% [18], significantly undermining the reliability of
trace-based diagnosis. This non-trivial miss rate highlights the urgent need for a sampling paradigm
that balances the retention of both anomalous and normal contexts.

In contrast, Figure 1-(b) demonstrates the efficacy of span-level sampling. By shifting the granu-
larity from the trace level to the span level, this approach decouples data retention from the request
unit. It allows for the storage of the structural skeleton and critical spans of all traces, including
Trace-2 and Trace-3, without exceeding the storage budget. Consequently, span-level sampling
bridges the observability gap, offering a novel perspective on the balance of cost and utility. Its key
structural advantages include:

e Granular Selectivity: By filtering at the span level, the system can retain only critical paths or
spans relevant to specific anomalies, avoiding the rigid “1 or 0” discarding of entire traces.
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e Universal Trace Accessibility: Unlike trace-level sampling that completely deletes unselected
traces, span-level sampling retains a skeletal form of every trace. This ensures that SREs can
retrieve the context of any request ID, effectively eliminating “trace not found” query failures.

e Optimized Cost-Utility Ratio: Span-level sampling maintains a comprehensive system view
(High Utility) while strictly adhering to storage constraints (Low Cost).

Insight 1: Current trace-level sampling creates a dichotomy where retaining anomalies comes
at the expense of discarding normal baselines, creating an observability gap for differential
diagnosis. Span-level sampling resolves this by offering granular retention, preserving the
structural context of all traces to maximize diagnostic utility within storage limits.

3.3 Challenges in Span-level Sampling

Implementing span-level sampling necessitates a paradigm shift from trace-wide retention to
granular span selection. A naive approach is latency-based filtering, which retains only spans
exhibiting significant performance deviations (e.g., high latency). However, this strategy introduces
a critical side effect: the loss of execution context.

Challenge 1: Contextual Ambiguity in Fault Localization. Relying solely on performance
metrics (e.g., latency) for span selection often discards the clues required to differentiate distinct
business logic, leading to diagnostic ambiguity. For example, consider the TrainTicket scenario in
Fig. 4-(a). Two distinct user requests (i.e., purchasing a comfort seat versus an economy seat) trigger
different underlying processing logic but share a common service call, ts-preserve-service. In
this scenario, a performance issue occurs within the shared createOrder () method, causing exces-
sive latency. If the sampling strategy blindly retains only the high-latency span (createOrder()),
as shown in Fig. 4-(b), the resulting partial trace becomes indistinguishable between the two
business cases. Consequently, an SRE analyzing the sampled data faces a dilemma: Did the failure
originate from the premium validation logic or the standard query path? This ambiguity significantly
hinders effective root cause analysis, as the differentiating contexts (e.g., spans unique to comfort
processing) are discarded.

Insight 2: Span-level sampling driven solely by performance anomalies creates contextual
ambiguity, stripping away the causal chain required to distinguish between different execution
paths that share common bottlenecks.

Challenge 2: Structural Blindness of Purely Dynamic Tracing. The root cause of the afore-
mentioned ambiguity lies in the inherent limitation of runtime trace data: it records what happened
but lacks the knowledge of structural logic.

Traces are inherently stochastic and driven by variable user behaviors. A collection of traces
represents only a subset of executed paths, which does not capture the comprehensive control flow
of the application. In the “Comfort vs. Economy” example, distinguishing the failure requires more
than observing the slow node; it requires understanding the Control Flow Control (CFG). SREs need
to know whether the execution traversed the path containing getComfortClass() or the path
containing getEconomyClass (). However, purely dynamic tracing lacks this global perspective. It
cannot inherently identify that getComfortClass() is a critical discriminator span that determines
the request type. Without this structural prior knowledge, sampling algorithms remain blind to
critical logic branches, inevitably leading to the omission of essential diagnostic contexts.

Insight 3: Trace data alone is insufficient to reconstruct the program’s critical paths due to its
structural blindness. To resolve ambiguity, sampling strategies must transcend dynamic traces
and incorporate static knowledge of the application’s control flow.
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The Opportunity: Code-Enhanced Trace Sampling. The evolution of static analysis tools [38,
42] provides a compelling solution to these challenges. With source code increasingly accessible
in DevOps pipelines, static analysis allows us to extract the structural blueprint of microservices.
As illustrated in Fig. 4-(c), by analyzing the code’s control flow, we can statically discern that the
comfort and economy classes occupy distinct execution branches. This prior knowledge empowers
the sampling algorithm to identify structural discriminator spans (e.g., getComfortClass() and
dispatchComfort()) that are critical for disambiguation. As shown in Fig. 4-(d), retaining these
informative spans alongside the anomalous ones resolves the ambiguity, yielding a refined trace
that preserves both the symptom (latency) and the cause (context). This observation motivates our
proposal: leveraging code insights to guide span-level sampling.

4 Span-level Sampling Method: AutoScope
4.1 Overview

Figure 5 presents the system architecture of AutoScope . To fundamentally resolve the contextual
ambiguity and structural blindness identified in Section 3.3, AutoScope moves beyond the limitations
of purely dynamic tracing. Instead of treating traces as isolated data points, we anchor them to
the static code structure. The core idea of this work is to leverage the deterministic execution
logic extracted from static source code as prior knowledge to eliminate redundancy in
dynamic runtime traces, thereby achieving precise, structure-aware span-level sampling. To
implement this, AutoScope operates in two distinct phases: Offline Knowledge Construction and
Online Span-level Sampling.

Phase I: Offline Knowledge Construction. The objective of this phase is to build a global
structural blueprint of the microservice system. It begins with Service-Internal Analysis, where a
static analyzer (e.g., Soot) parses the source code to construct local CSCFGs. Since standard static
analysis cannot resolve network boundaries, we introduce a Cross-Service Bridging mechanism.
By analyzing protocol-specific definitions (e.g., RPC IDLs or HTTP annotations), this step links
isolated local graphs into a global bridged CSCFG. Finally, AutoScope performs DSS Identification on
this global graph. By computing dominance relationships, it statically groups mutually dependent
functions into DSSs. These identified CSCFG and DSSs constitute the core “Code Knowledge” that
guides the online phase.

Phase II: Online Span-level Sampling (Bottom Layer). This phase executes the sampling
logic on the live data stream. As raw traces flow in during trace collection, AutoScope performs
Trace Partition. Instead of treating a trace as a black box, it utilizes the pre-identified DSSs from
Phase I to decompose each trace into inferable structural units. Subsequently, the Span Selection
module applies a topology-aware cascade strategy to determine retention. It calculates priorities
based on the structural importance of each DSS and runtime anomaly scores. The result is a set of
highly compressed fragments stored in the tace database.

To ensure compatibility with SRE workflows, AutoScope includes an On-Demand Span Recon-
struction module. When a query is triggered, this module retrieves the fragmented spans and
combines them with the Code Knowledge. By leveraging the mutual dominance property of DSS, it
restores the missing structural skeleton and imputes attributes for discarded spans, presenting a
complete trace view to the user.

4.2 Phase I: Offline Knowledge Construction
The primary objective of this phase is to construct a global structural blueprint of the microservice

system and identify the DSS to guide the online sampling process.
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Fig. 5. The Overview of AutoScope .
4.2.1 Service-Internal Analysis. We first employ static analysis tools (e.g., Soot [41], Angr [5]) to

parse the bytecode (e.g., . class files) or binaries of individual microservices. This step extracts
the intra-procedural control flow and method invocation relationships at the basic block level.
By filtering out non-tracing logic (e.g., arithmetic operations), we generate independent CSCFG
fragments for each service, where nodes specifically represent function call sites.

4.2.2  Cross-Service Bridging. Constructing a global CSCFG requires bridging these independent
service fragments. However, general-purpose static analysis tools are inherently confined to process
boundaries, treating remote calls merely as opaque library invocations (as shown in the “Static
Analyze” box in Fig. 6). To overcome this isolation, we introduce a Protocol-Enhanced Bridging
Strategy.

Extensive research on microservice architectures [3, 25] confirms that the inter-service commu-
nication landscape is overwhelmingly dominated by two fundamental paradigms: RPC frameworks
(e.g., gRPC, Thrift) and RESTful HTTP APIs (e.g., Spring MVC). These categories represent the de
facto standards for production environments. Consequently, by designing generic bridging mecha-
nisms for these two paradigms, AutoScope ensures broad applicability across the vast majority of
industrial architectures rather than being limited to specific tools.

Therefore, our strategy adapts to the nature of the underlying contracts:

e Explicit Contracts (RPC-based): Frameworks like Thrift and gRPC rely on strict Interface De-
scription Languages (IDLs). We parse definition files (e.g., . thrift, .proto) to deterministically
map client-side stubs to server-side skeletons. Since the IDL serves as a canonical source of truth,
this linkage enables high-confidence bridging independent of the implementation language.

o Implicit Conventions (HTTP-based): Frameworks like Spring Boot rely on convention-based
RESTful patterns. Here, we perform semantic matching between client-side request artifacts (e.g.,
RestTemplate URL patterns) and server-side routing annotations (e.g., @equestMapping). This
effectively captures the loose coupling characteristic of HTTP communications.

Figure 6 illustrates this mechanism using a real-world case from TrainTicket. In OrderService,
the caller method fetchOrder initiates an HT TP request via restTemplate targeting a specific
URL pattern. While standard static analysis fails to resolve the control flow beyond this library
call, AutoScope extracts the string literal URL path (/api/v1/orders/{id}). It then matches this
path against the @RequestMapping annotations in the target OrderController. By resolving the
path variable {id}, our approach successfully links the call site directly to the remote getOrder
implementation.
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Caller Service Invocation

“\ Static Analyze

fetchOrde

public OrderDTO fetchOrder(String orderld) {
String url = :
return restTemplate.getForObject(url,OrderDTO.class, orderld); l

}

tForObjec
} Obj

Callee Service Implementation

@RestController
@RequestMapping( ) | Protocal Enhanced
public class OrderController {

fetchOrde

@GetMapping( ) l
public OrderDTO getOrder(@PathVariable String id) {
return new OrderDTO(id, )

getOrde;

}
}

Fig. 6. Example of cross-service invocation bridging in TrainTicket.

To quantify the effectiveness of this procedure, we conducted a preliminary evaluation on cross-
service calls within the TrainTicket and SocialNetwork benchmarks. We established a ground
truth by manually annotating all cross-service invocations. As expected, general-purpose static
analysis frameworks (i.e., Soot and Angr) failed to capture any cross-service edges, resulting in an
F1-score of 0. In contrast, our protocol-aware bridging achieved an F1-score of 0.93 on TrainTicket
and 0.98 on SocialNetwork. The few remaining inaccuracies primarily stem from highly dynamic
configuration-driven URL constructions that evade static resolution. Nevertheless, compared to the
baseline, AutoScope provides a fundamental improvement, establishing a solid structural foundation
for span-level sampling.

4.2.3 DSS Identification. Based on the global bridged CSCFG, we perform the final step of Phase I:
identifying the DSS. The DSS serves as the fundamental unit for our sampling strategy, leveraging
the graph-theoretic principle of control flow inference. We leverage the Dominance Relation [2]. In
a CSCFG, node u dominates node v if every path from the entry to v must traverse u. Furthermore,
if v also post-dominates u (i.e., every path from u to the exit must traverse v), then u and v are
mutually dominant. A set of functions that are mutually dominant constitutes a DSS. This implies a
deterministic execution dependency: if one function in a DSS is executed, all others in the set must
inevitably execute.
To illustrate this intuitively, consider the ticket booking workflow in Figure 3:

e The DSS Group: The functions User.verify(uid) and Order.create() are connected by a
linear control flow without intervening branches. This guarantees that the execution of verify
is always followed by create. Consequently, they satisfy the mutual dominance condition and
are grouped into a single DSS (marked by the orange dashed box).

o Branch Exclusion: In contrast, Notify.VIP() resides on a conditional branch (governed by the
isVIP check). Since the execution of Order.create() does not guarantee that Notify.VIP()
will be called (it depends on runtime data), they are not mutually dominant. Thus, Notify.VIP()
forms a separate sampling unit.

By statically partitioning the global graph into disjoint DSSs, AutoScope obtains a powerful
property: “Sample one, infer all” For the DSS in Fig. 3, retaining only the span of Order.create()
allows us to logically infer the existence and structural context of User.verify(uid). This static
partitioning directly counters the structural blindness (Challenge 2 § 3.3). While dynamic traces
are stochastic and incomplete, the DSS provides a deterministic structural guarantee, ensuring that
the system is aware of the complete execution graph even when runtime data is sparse.
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4.3 Phase II: Online Span-level Sampling

Guided by the code knowledge (global CSCFG & DDSs) constructed in Phase I, Phase II executes the
sampling logic on the continuous stream of raw traces. As illustrated in the bottom layer of Figure 5,
this phase transforms the sampling problem from a naive random selection into a structure-aware
decision process. It comprises two sequential modules: Trace Partition, which maps dynamic traces
to static structures, and Span Selection, which executes the final retention decision.

4.3.1 Trace Partition. Trace Partition module acts as the bridge between the runtime data plane
and the static control plane. Its objective is to map the raw incoming traces onto the CSCFG and to
decompose them into DSS instances. This process overcomes the semantic gap between dynamic
traces and static code through three progressive steps.

(1) Function-Span Matching. The first challenge is to anchor runtime spans to static CSCFG
nodes. Typically, we match a span’s operation name (formatted as Class.Method) and metadata
(e.g., service name) to the corresponding function signature. However, ambiguity arises with shared
library functions. For instance, utility functions in ts-common (a shared library in TrainTicket) are
not bound to a specific service but inherit metadata from the caller. This causes direct mapping
to fail as the caller’s service does not physically contain the library code. To resolve this, we
construct a global library dictionary during the offline phase. When a standard mapping fails,
AutoScope queries this dictionary to correctly locate shared functions, significantly enhancing
mapping accuracy.

(2) Incremental Path Alignment. After identifying individual functions, we must reconstruct
the execution path on the CSCFG. A naive approach of pre-computing all possible graph paths
is computationally infeasible due to the path explosion phenomenon in complex microservices.
Instead, we adopt an incremental path-matching strategy. AutoScope dynamically traverses the
CSCFG, advancing the pointer on the graph as it iterates through the chronologically ordered
spans of a trace. This effectively aligns the trace with a valid walk on the graph without storing
exponential path combinations.

(3) Robust Handling of Unmapped Spans. A critical issue in production tracing is the presence
of “Ghost Spans” where runtime spans that have no static counterparts. This frequently occurs in
frameworks like Spring, where middleware generates spans for URL mappings or filters that do
not correspond to concrete method definitions in the service code. Strict graph traversal would
break upon encountering such spans. To ensure robustness, we employ a dynamic programming
approach to compute the optimal alignment, treating unmapped spans as insertions that do not
disrupt the overall graph matching.

Once the trace is optimally aligned, AutoScope partitions the trace at the boundaries of the
pre-identified DSSs. To minimize the latency overhead of this matching process, we implement a
trace pattern cache, prioritizing lookups for frequently recurring execution paths.

4.3.2  Span Selection. After partitioning traces into DSS instances, the final challenge is to decide
which spans to retain. AutoScope approaches this as a resource allocation problem: given a finite
storage budget, how do we maximize the diagnostic value of the retained data? We posit that,
in a microservice graph, not all spans are created equal. Functions acting as structural hubs (i.e.,
those bridging critical service interactions) possess higher diagnostic leverage than peripheral
nodes. Therefore, a uniform budget distribution would be suboptimal. Guided by this insight,
AutoScope adopts a Topology-Aware Cascade Sampling strategy. The core logic is to first allocate
the budget based on the static structural importance derived from Phase I, and then fill
this budget using a multi-dimensional priority mechanism.
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(1) Topology-Aware Budget Allocation. The allocation process operates in two logical steps:
defining the global constraint and distributing the quota. First, we determine the total storage
allowance for the current trace. Given a user-defined sampling ratio R;g,ges (€.g., 5%) and the set of
DSS instances D = {Dy, ..., D, } appearing in the trace, the global span budget B;,;,; is defined as:

n

Z(Rtarget X |Di |)

i=1

: ®)

Biotal =

where |D;| represents the span count of the i-th DSS.

With B4 defined, we distribute it among the n DSS instances. A simple proportional distribution
implies that low-volume nodes might receive zero quota. To prevent this structure loss, we adopt a
Two-Pass Allocation Strategy:

e Pass 1 (Minimum Retention): To guarantee graph connectivity, we first assign a baseline
quota Qg’“” = 1 to every DSS instance. This ensures that no functional node is "starved" to zero,
preserving the topological skeleton of the trace.

e Pass 2 (Weighted Enrichment): If the budget allows (Bszq1 > n), the remaining surplus S =
Biotar — 1 is distributed. We leverage the topological weight W (D;) derived from the Betweenness
Centrality [37] in the bridged CSCFG to bias the allocation towards structural hubs. The additional
quota AQ; is calculated as:

|D;| - (1+a-W(Dy))

A i= S >
Q= 15X S D)1 - (1o W(D;))]

©

where o > 0 is a sensitivity factor that regulates the influence of static topology on the dynamic
allocation. In this work, we set « = 1 as the default to achieve a balanced trade-off between
execution volume and structural importance. The final quota is Q; = 1 + AQ;. In extreme cases
where the budget is tight (Bso;a1 < n), AutoScope strictly enforces Pass 1 (Q; = 1), accepting a
minor budget overflow to prioritize structural integrity over strict ratio adherence.

(2) Cascade Priority Selection. Within the allocated quota Q;, AutoScope selects specific spans
using a three-tier cascade mechanism. This strategy prioritizes deterministic faults over statistical
deviations, and temporal diversity over redundancy.

o Tier 1: Semantic and Structural Failures. This tier targets spans carrying the highest diagnostic
value, capturing both explicit errors and implicit execution interruptions. (1) Explicit Errors:
We scan standard span tags (e.g., http.status_code > 500, error=true) to identify logic
exceptions. (2) Structural Interruptions (Early Termination): A critical risk in sampling is inferring
the execution of downstream spans that never ran due to crashes or timeouts. To prevent this,
AutoScope performs a Structural Consistency Check against the CSCFG. If a span belongs to a
DSS but fails to spawn the statically expected child spans (i.e., a mismatch between the runtime
children count and the static call degree), it is flagged as a Premature Termination. Any span
exhibiting either explicit errors or structural interruptions is assigned maximum priority and
retained immediately. This ensures that the tail of a crashed trace is preserved, preventing false
positive inferences during reconstruction.

o Tier 2: Performance Anomalies. If the quota is not exhausted by Tier 1, we target performance
bottlenecks. To handle the multimodal distribution of microservice latencies, we employ a robust
Z-score based on the Median and Median Absolute Deviation (MAD). The anomaly score Z; for a
span s; is defined as:

Z = Tex(si) — medlan(W)’ 5)
MAD
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where T, (s;) denotes the exclusive latency (self-execution time)[54], and W represents the
sliding window of historical latencies. The MAD is computed as median(|w — median(W)|) for
all w € W. Unlike standard deviation, MAD provides a robust measure of variability that is
resilient to outliers. Spans with Z; exceeding a dynamic threshold 6, are ranked by severity. We
dynamically maintain 6, at the 90th percentile of the historical score distribution using the P?
algorithm [23] to filter out statistical noise. From these candidates, the top-k spans are selected to
fill the remaining quota (i.e., k = Q; — |Syier1), ensuring the most severe anomalies are prioritized.

e Tier 3: Temporal Diversity. In stable systems where errors and latency anomalies are rare,
we must avoid filling the remaining quota with redundant samples from a single burst. Auto-
Scope employs a least recently sampled strategy (LRS) as a relapse. Spans are prioritized based
on their arrival timestamps, favoring those that occupy under-represented time slots within the
window. This ensures that the retained spans are uniformly distributed over time, capturing
diverse execution contexts rather than repetitive patterns.

4.4 On-Demand Trace Reconstruction

A primary concern with span-level sampling is the resulting fragmentation of trace data, which may
impede visualization in standard tools (e.g., Jaeger UI) and obstruct graph-based downstream tasks.
To ensure seamless compatibility with existing observability ecosystems, AutoScope incorporates a
Trace Reconstruction module. Crucially, we design this as a “Lazy Evaluation” process: reconstruction
is triggered strictly on-demand when an SRE queries a specific trace ID or an automated RCA tool
requests data. This architectural choice shifts the computational burden from the high-throughput
ingestion path to the low-frequency query path, ensuring zero overhead on the critical write path.

When a query is issued, the reconstruction proceeds in two steps using the stored fragments and

the offline bridged CSCFG:

e Structural Restoration (Deterministic): Upon retrieving the retained spans of a trace, Au-
toScope maps them to their corresponding DSS nodes in the CSCFG. Leveraging the mutual
dominance property, we infer the existence of un-sampled functions within the same DSS. Fur-
thermore, by traversing the static graph edges between retained nodes, we regenerate the missing
topological links (Parent-Child relationships), restoring the complete skeleton of the call graph.
Crucially, this inference is halted if the retained span is flagged as a Premature Termination
(Tier 1), ensuring that the reconstructed trace accurately reflects the crash point rather than
hallucinating a complete execution.

e Attribute Imputation (Approximate): While the structure is exact, the runtime attributes
of discarded spans are imputed. We employ a statistical imputation strategy using historical
attributes (e.g., moving average duration) maintained for each DSS. Let T, (s") be the recon-
structed duration of a missing span s’. It is estimated as Tyec(s”) = pnist (DSS(s”)). We deliberately
choose the mean over stochastic generation (e.g., Gaussian sampling) to maintain diagnostic
safety. Since these spans were explicitly filtered out by the Span Selection module (Tier 2) for
lacking significant deviation, their actual latency is statistically guaranteed to cluster around the
baseline. Using the mean acts as a noise-suppression mechanism, preventing the reconstruction
process from hallucinating synthetic anomalies that could mislead downstream RCA algorithms.

5 Evaluation

To comprehensively evaluate the effectiveness and efficiency of AutoScope , we address the following
four research questions:
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e RQ1 (Sampling Efficiency): To what extent can AutoScope reduce storage overhead? We
investigate the relationship between trace complexity and reduction ratio, specifically analyzing
the theoretical Lowest Sampling Ratio (LSR) required to maintain structural integrity.

e RQ2 (Sampling Quality): How effectively does AutoScope capture critical anomalous spans?
We compare the faulty span coverage of AutoScope against state-of-the-art sampling strategies.

¢ RQ3 (Downstream Utility): Can the sampled traces support effective Root Cause Analysis
(RCA)? We evaluate whether the traces reconstructed from AutoScope ’s fragments maintain
sufficient fidelity to sustain automated diagnosis algorithms compared to full traces.

¢ RQ4 (Sampling Efficiency): What is the runtime overhead of AutoScope ? We assess the
computational latency introduced by the online trace partitioning and selection process to verify
its suitability for production environments.

5.1 Experiment Setup

5.1.1 Data Collection. We conducted our evaluation on two widely-adopted microservice bench-
marks: TrainTicket (TT) [43] and SocialNetwork (SN) [14]. TrainTicket is A train booking system
comprising 41 microservices communicating via RESTful APIs. SocialNetwork is a social media ap-
plication built with 36 microservices using Thrift RPC and MongoDB. These benchmarks represent
diverse communication paradigms (HTTP vs. RPC) and complexity levels, consistent with previous
studies [28, 49]. We instrumented all service functions with OpenTelemetry [36] and collected
traces using Grafana Tempo [7].

To validate sampling quality under realistic failure scenarios, we utilized ChaosBlade [8] to inject
a spectrum of faults into randomly selected services. The fault set includes: (1) resource faults: CPU
contention (> 80% load) and network latency (> 500ms delay), (2) code exceptions: logic errors and
forced exception returns injected via bytecode modification. Each fault injection lasted 3 minutes
to mimic the typical break-fix cycle. In total, we collected 33,255 traces for TT and 12,421 for SN,
with an average anomaly rate of 4.12%.

5.1.2  Baselines. We compare AutoScope against five state-of-the-art sampling strategies, catego-
rized into trace-level and span-level approaches. All baselines are configured to match the same
sampling budget as AutoScope for a fair comparison.

e Trace-level Sampling (Tail-based):

— Perch [26]: An offline approach that groups traces using hierarchical clustering based on
structural features and selects representatives from each cluster.

— Sifter [27]: A biased sampling method that prioritizes traces with high prediction errors by
maintaining a low-dimensional model of execution paths.

— TraceMesh [9]: A diversity-aware sampling method leveraging Locality Sensitive Hashing
(LSH) to dynamically adjust retention probabilities.

¢ Span-level Sampling:

— Random Sampling (Uniform): A naive baseline where spans are selected with a fixed
probability.

- Log? [11]: Originally proposed as a cost-aware mechanism for logging instrumentation (i.e.,
deciding which logging statements to execute), it detects anomalous code regions by comparing
runtime latency with historical distributions. We adapted its latency-centric filtering logic to
the context of span sampling.

5.1.3  Evaluation Metrics. We employ three metrics to assess compression efficiency, data quality,
and downstream utility:
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e Sampling Ratio (Compression): Defined as #Sampled Spans/#Total Spans. Since AutoScope is
constrained by the DSS structure, we define the Lowest Sampling Ratio (LSR) as the theoretical
lower bound required to maintain structural connectivity.

e Faulty Span Coverage (Quality): The percentage of ground-truth anomalous spans retained in
the sampled dataset. Higher coverage indicates better fidelity in capturing failures.

o Acc@N & MRR (Utility): To evaluate the utility for RCA, AutoScope reconstructs traces from
the sampled traces and feeds into four SOTA RCA algorithms: TraceRCA [30], TraceAnomaly [31],
MicroRank [47], and TraceContrast [50]. We measure the diagnostic accuracy using Accuracy at
Top-N (Acc@N) and Mean Reciprocal Rank (MRR) [48, 49].

e Processing Latency (Overhead): We measure the average time consumed by the online sam-
pling pipeline (Trace Partition + Span Selection) per trace.

5.2 Evaluation Results

5.2.1 RQI: Sampling Efficiency. To answer this question, we analyze the Lowest Sampling Ratio
(LSR) achieved by AutoScope across different trace complexities. The LSR reflects the theoretical
minimum storage required to maintain structural recoverability. Figure 7 visualizes the correlation
between trace length (Span Count), structural complexity (DSS Count), and the sampling ratio.

AutoScope demonstrates significant compression capabilities, achieving an average sampling
ratio of 14.7% on TrainTicket and 24.9% on SocialNetwork. This translates to a storage reduction of
approximately 75% to 85%. Crucially, unlike random sampling strategies that discard data blindly,
this reduction is achieved while preserving the complete topological skeleton of every single
request, ensuring that no structural context is lost during compression.

A cross-dataset analysis reveals a distinct scale effect, where the sampling ratio exhibits an
inverse correlation with trace complexity. As traces become longer, the effective sampling ratio
decreases, indicating higher efficiency. For instance, on SocialNetwork, the ratio drops from 30.9%
(short traces) to 20.4% (long traces), with a similar downward trend observed in TrainTicket. This
efficiency gain is driven by the intra-DSS sampling capability of AutoScope . Long traces typically
consist of deep, linear execution chains or repetitive loops where multiple functions map to the
same DDSs. Due to the mutual dominance property, a single DSS instance may encapsulate a
large number of spans (e.g., 10 sequential calls). Thanks to the “sample one, infer all” mechanism,
AutoScope only needs to retain a small number of representative spans to reconstruct the entire
group, resulting in a low sampling ratio.

In contrast, short traces often consist of fragmented, shallow call paths where each DSS contains
only a few spans (often 1 or 2). To satisfy the minimum retention rule (Q; > 1) for structural
connectivity, AutoScope must retain a larger proportion of these spans. Consequently, the efficiency
of AutoScope effectively improves as the trace length increases, because the fixed cost of retaining
the structural skeleton is amortized over a larger volume of spans in complex requests.

Answer to RQ1: AutoScope achieves highly efficient sampling (avg. 19.8%) by exploiting structural
redundancy. It demonstrates a desirable scale effect where efficiency significantly improves on longer
traces, as the fixed cost of structural retention is amortized over a larger volume of spans.

5.2.2 RQ2: Sampling Quality. In this section, we evaluate the quality of the sampled data by
measuring faulty span coverage. This metric quantifies the proportion of ground-truth anomalies
retained by the sampling strategy. We configured all methods with equivalent target sampling
constraints. As analyzed in RQ1, AutoScope is structurally bound by a LSR (14.7% for TT and
24.9% for SN). To align the experimental settings, we set the target sampling probability (R;arge:)
for all baseline methods to match these structural floors (rounded to 15% for TT and 25% for SN,
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Fig. 7. The sampling ratio with different span and DSS number across two datasets

Table 2. Faulty Span Coverage (%) of Different Sampling Methods

Dataset Perch [26] Sifter [27] TraceMesh [9] Uniform Log?[11] AutoScope

TT (15%) 85.4 82.5 89.7 15.2 85.3 96.8
SN (25%) 89.7 88.7 94.8 24.7 91.1 99.3
Average 87.6 85.6 92.3 20.0 88.2 98.1

respectively). While the exact storage consumption may vary slightly due to the stochastic nature
of trace-level decisions versus span-level precision, this setup ensures that all methods operate
under the same user-defined budget constraint.

As presented in Table 2, AutoScope demonstrates superior efficacy in anomaly retention, achiev-
ing an average faulty span coverage of 98.1% across both datasets. This performance significantly
surpasses the best-performing baseline, TraceMesh (92.3%), and consistently outperforms traditional
trace-level methods. The performance gap highlights the inherent limitation of coarse-grained
sampling: baselines like Perch and Sifter operate on a “1 or 0” trace-level decision. Consequently,
if a trace contains a subtle anomalous span but the aggregate trace latency remains statistically
normal, the entire trace is discarded. In contrast, AutoScope decouples retention from the trace
unit, allowing it to surgically retain specific faulty spans even within otherwise healthy traces.
Furthermore, while TraceMesh achieves competitive results (>90%), it relies on heavy offline train-
ing to build reference models from fault-free data. This imposes a significant cold-start burden,
making it brittle to rapid software iterations. AutoScope avoids this dependency, achieving robust
performance by leveraging only static code structures without prior training.

A deeper analysis reveals that AutoScope excels in handling distinct categories of anomalies
where other methods falter. For performance anomalies, AutoScope calculates anomalies based on
exclusive latency (subtracting child span durations) and employs a robust median/MAD estimator.
By isolating the local execution time, AutoScope eliminates interference from downstream service
delays (sub-span delays). Furthermore, the median-based scoring offers superior stability compared
to the mean-variance statistics used in Log?, which are easily skewed by the high variability
and outliers typical of microservice environments. Moreover, AutoScope demonstrates a critical
advantage in capturing structural anomalies caused by logic errors. Consider the getToken function
in the TrainTicket benchmark, where an invalid ID triggers an early return: if (!id) { return
...; }. This results in a “short-circuit” trace that is structurally different from a normal execution.
Purely latency-based methods often miss these fast-failing spans because their duration appears
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normal. However, AutoScope leverages the DSSs derived from the CSCFG. Since the early-return
branch corresponds to a distinct DSS node in the control flow graph, AutoScope naturally identifies
and retains this structural variant, ensuring that logic errors are not overlooked.

Answer to RQ2: AutoScope achieves state-of-the-art faulty span coverage (98.1%) by decoupling
retention from trace-level decisions. It excels in capturing both latency anomalies (via robust statistics)
and structural anomalies (via code-aware DSS partitioning).

Table 3. RCA performance under different sampling methods.

RCA Sampling Acc@1 Acc@2 Acc@3 MRR
Perch 41.1 51.6 70.6 0.574
Sifter 43.7 54.8 74.1 0.599
TraceRCA  TraceMesh 51.9 62.4 78.7 0.661
ASw/o C 28.2 471 63.6 0.522
AS 57.9 72.7 88.3 0.715
Perch 54.4 60.77 76.1 0.670
Sifter 55.1 63.9 77.2 0.688
A:é?ﬁ;y TraceMesh 621 698 810  0.734
ASw/o C 31.4 48.3 62.3 0.536
AS 71.9 79.9 91.1 0.812
Perch 40.9 52.9 71.1 0.573
Sifter 45.3 56.4 75.1 0.609
Cz;?f;t TraceMesh  54.1 663 807  0.678
AS w/o C 25.6 41.2 68.4 0.518
AS 56.3 76.3 89.9 0.715
Perch 42.0 52.4 70.2 0.580
Sifter 43.6 54.9 71.2 0.595
MicroRank TraceMesh 51.4 62.9 78.1 0.658
AS w/o C 24.4 45.8 65.2 0.513
AS 57.2 70.5 88.0 0.716

5.2.3 RQ3: Downstream Utility. In this section, we evaluate whether the traces sampled (and
reconstructed) by AutoScope can sustain effective RCA compared to traditional methods. Table 3
details the diagnostic accuracy (Acc@N) and MRR across four SOTA RCA frameworks. AS denotes
our full method, while AS w/o C represents an ablated version (pure span sampling) without
code-guided reconstruction

As shown in Table 3, AutoScope consistently outperforms all baselines across four RCA frame-
works, achieving an average MRR improvement of 8.3%. The gain is most pronounced in TraceAnomaly
(MRR +10.6%). TraceAnomaly employs a VAE-based model to learn normal latency patterns, which
requires a large volume of diverse training data. Trace-level sampling (e.g., Perch) discards nor-
mal traces, starving the VAE model. In contrast, AutoScope retains the structural skeleton of all
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requests and reconstructs their attributes via imputation. This provides high-quality, continuous
training data for VAE, significantly boosting anomaly detection accuracy. Similarly, for TraceCon-
trast and MicroRank, which rely on comparative analysis between normal and abnormal traces,
AutoScope ensures the "normal baseline" is always available, eliminating the data sparsity issue.
The row AS w/o C reveals a critical insight: span-level sampling without code-guided reconstruc-
tion performs disastrously, yielding results even worse than the weakest trace-level baseline (Acc@1
~ 27.4%, MRR =~ 0.52). This sharp decline confirms that purely latency-based span selection destroys
the graph connectivity required by RCA algorithms (e.g., PageRank in MicroRank). Without the
bridged CSCFG to connect the dots and restore missing links, the sampled spans become isolated
fragments, rendering graph-based diagnosis ineffective. This validates our core hypothesis: code
knowledge is not just an optimization, but a necessity for making span-level sampling viable for
downstream tasks.
Answer to RQ3: AutoScope significantly enhances downstream RCA performance (avg. 8.3% MRR
gain) by ensuring structural completeness via reconstruction. The ablation study confirms that code
knowledge is the cornerstone of this capability, bridging the gap between fragmented sampling and
graph-based diagnosis.

TraceMesh

AutoScope ]

Perch ¢

Excution Time(s) 50 100 150 200 250 300

Fig. 8. Time Cost between different sampling methods.

5.24 RQ4: Sampling Efficiency. To validate AutoScope ’s suitability for high-throughput production
environments, we evaluate its runtime overhead. We measure the total execution time required to
process the full dataset and calculate the average latency per trace. The results are compared in
Figure 8.

AutoScope demonstrates competitive throughput, completing the sampling task in 201.1 seconds,
which translates to an average processing latency of approximately 4.4 ms per trace. When compared
to the baselines, AutoScope is significantly faster than sophisticated methods like Sifter (276.1s)
and Perch (241.2s), validating its efficiency in complex decision-making scenarios. While TraceMesh
achieves the lowest latency (125.4s) due to its use of lightweight Locality Sensitive Hashing (LSH),
AutoScope incurs only a marginal increase (~ +1.7ms/trace). We argue that this slight latency cost
is a necessary trade-off for the precise structural alignment provided by graph matching, which
enables the superior anomaly coverage observed in RQ2. Consequently, AutoScope strikes an
optimal balance, delivering high-fidelity sampling with a latency overhead that remains negligible
for real-time stream processing.

A deeper decomposition of the runtime cost reveals that the Trace Partition phase accounts for
88% of the total computation. This concentration of overhead is expected, as mapping dynamic
traces to the static CSCFG involves graph traversal and path alignment (specifically, the edit
distance calculation). In contrast, the Span Selection phase, which involves Z-score calculation and
ranking, contributes only 12%, confirming the computational efficiency of our robust statistical
implementation.
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Answer to RQ4: AutoScope maintains a high sampling quality while keeping computational
overhead at a reasonable level. The primary cost lies in trace partition.

6 Discussion
6.1 Practical Application

The proposed AutoScope is not merely a theoretical construct but a practical solution designed to
address real-world observability challenges. Its application value manifests in three key dimensions:

Cost-Effective Full Coverage for Service Providers. A primary dilemma for cloud service
providers is balancing storage costs with data fidelity. Traditional “store-all” policies are financially
unsustainable, while random sampling risks discarding critical audit trails. AutoScope breaks this
trade-off by achieving an average compression ratio of 19.8% (as demonstrated in RQ1), directly
translating to an 80% reduction in storage infrastructure costs (e.g., Elasticsearch or Cassandra
clusters). Unlike risky random sampling, this reduction is achieved without data blindness because
the structural skeleton of every request is preserved. This capability is particularly valuable for
compliance auditing and long-term trend analysis, where retaining a complete record of service
interactions is mandatory.

Eliminating the Observability Gap for SREs. For SREs, a common frustration with tail-
based sampling is the “missing baseline” problem: the system captures the error trace but discards
the normal traces required for comparative diagnosis. AutoScope fundamentally resolves this by
ensuring that the minimum viable structure of normal requests is always available. When an
anomaly occurs, SREs can immediately retrieve structurally identical "healthy" traces reconstructed
by AutoScope to perform differential analysis (e.g., comparing span latencies or execution paths).
This eliminates the "Trace Not Found" blind spot, significantly accelerating the MTTR.

Seamless Ecosystem Integration. AutoScope is designed as an orthogonal enhancement rather
than a disruptive replacement.

o Pipeline Compatibility: It operates as a flexible plugin in the tracing pipeline. It can function
as a standalone sampler or be chained after a coarse-grained head-based sampler (e.g., applying
AutoScope on the 10% traffic allowed by a load balancer) to further refine data density.

e Tool Agnosticism: Since AutoScope includes a reconstruction mechanism (§ 4.4), the output
data remains standard trace format (e.g., OpenTelemetry). This ensures zero-friction compatibility
with existing visualization dashboards (like Jaeger UI or SkyWalking) and automated RCA tools,
requiring no modifications to the downstream analysis infrastructure.

6.2 Threats to Validity

We identify potential threats to the validity of our study and discuss the mitigation strategies
employed.
Internal Validity. The primary threat to internal validity relates to the accuracy of the ground truth
used for evaluation, specifically the correctness of the static-to-dynamic mapping and the labels for
faulty spans. To avoid bias from synthetic or unrealistic anomalies, we utilized the industrial-grade
tool ChaosBlade to inject faults. This ensures that the generated anomalies (e.g., CPU burn, network
delay, exceptions) reflect real-world failure patterns rather than arbitrary random noise.
External Validity. External validity concerns the generalizability of our findings to other
systems and languages.

e Language Specificity: Our current prototype is implemented in Java using the Soot framework.
A potential threat is whether AutoScope applies to other ecosystems (e.g., Go or Python). We
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argue that the core contributions (i.e., Dominant Span Set (DSS) partitioning and Topology-
Aware Budget Allocation) are mathematical and graph-theoretical concepts, independent of the
underlying language. Extending AutoScope to polyglot environments only requires replacing
the static analysis frontend (e.g., using SSA form for Go) while keeping the core sampling engine
intact.

o Subject Systems: We evaluated AutoScope on two open-source benchmarks. While they may
not capture the full scale of massive industrial clusters, TrainTicket and SocialNetwork are
widely accepted de facto standards in microservices research. They cover diverse communication
paradigms (RESTful HTTP and Thrift RPC) and possess sufficient complexity (40+ microservices),
providing confidence in the method’s applicability to broader production scenarios.

6.3 Limitation

Although AutoScope demonstrates significant advantages, we acknowledge certain limitations
inherent to its design philosophy and implementation.

Structural Constraint on Compression Ratio. A fundamental trade-off of AutoScope is that
its compression capability is bounded by the complexity of the application’s control flow. Unlike
random sampling, which can arbitrarily reduce data retention to near-zero (e.g., 1%), AutoScope en-
forces an LSR to preserve the structural skeleton of traces (as analyzed in RQ1 (§ 5.2.1)). In scenarios
requiring extreme storage optimization (e.g., hyper-scale systems where only 1% retention is per-
mitted), AutoScope may exceed the strict budget constraint to guarantee graph connectivity. We
prioritize diagnostic utility over raw compression because we argue that retaining disconnected
unrecoverable trace fragments provides little value to RCA.

Boundaries of Static Analysis. AutoScope relies on the completeness of the CSCFG. While
our protocol-enhanced bridging strategy covers the majority of RPC and HTTP interactions,
highly dynamic behaviors (such as reflection-based invocations, complex dynamic proxies, or URLs
constructed entirely at runtime via external configurations) may elude static detection. In such
cases, the Trace Partition module falls back to the dynamic insert strategy. While this ensures
robustness, it may lead to suboptimal structural inference compared to fully resolved static paths.
Future work could explore integrating lightweight dynamic symbolic execution to improve graph
coverage for these dynamic features.

7 Related Work

Trace Sampling approaches. With the exponential increase in trace volume in production
systems, trace sampling has become a critical technique to manage data overload and ensure
system efficiency. Traditional tracing systems such as Dapper [39], Jaeger [22], and Zipkin [1]
have employed uniform random sampling to mitigate storage overhead. However, this approach
fails to guarantee the representativeness and quality of the sampled traces, potentially leading to
incomplete or misleading insights. To address these limitations, recent studies have explored biased
sampling techniques, leveraging methods such as tree-based models [21], clustering algorithms [26],
and neural language processing techniques [27]. These approaches primarily focus on identifying
and preserving anomalous traces while minimizing the storage of normal traces. For instance,
STEAM [17] employs Graph Neural Networks (GNNs) to represent traces and sample mutually
dissimilar traces, thereby enhancing system observability. Similarly, Hindsight [53] introduces
the concept of retroactive sampling, which aims to capture traces of symptomatic edge cases
retrospectively. Despite their advantages, as discussed in Sec. 3.2, these trace-level sampling methods
compromise trace queryability and fault diagnosis by disregarding entire normal traces.

Trace-based analysis approaches. In distributed system performance diagnosis, traces play a
critical role, serving as the foundation for numerous analyses. For instance, in anomaly detection,
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DeepTralog [51] integrates traces with logs into a graph structure and employs Graph Neural
Networks (GNNs) for training, enabling cross-service anomaly detection Similarly, TraceCRL [52].
leverages contrastive learning on operation-call graphs to obtain rich trace representations, signifi-
cantly improving detection performance. Many automated trace-based RCA approaches have also
been developed [30, 31, 47], with some studies [28, 49] incorporating multidimensional information
to enhance fault localization. These methods rely on high-quality trace data. However, traditional
sampling strategies often result in significant trace loss, reducing analytical accuracy. In contrast,
AutoScope adopts a span-level sampling approach that preserves all trace records while effectively
minimizing storage overhead, ensuring high-quality data for trace-based analysis.

8 Conclusion

In this paper, we introduce the concept of span-level sampling strategy that preserves structural
integrity while reducing storage costs. To implement the concept, we design and develop AutoScope,
which samples critical spans from traces while leveraging static analysis to extract execution logic
from the application in the form of CSCFG, ensuring that the trace structure is retained. Extensive
evaluations demonstrate that this approach achieves an average compression ratio of 19.8% while
maintaining a state-of-the-art faulty span coverage of 98.1% and improving downstream RCA
performance by 8.3%. These results confirm that integrating static code knowledge into dynamic
sampling effectively resolves the conflict between storage efficiency and observability fidelity, with
future work planned to extend this capability to highly dynamic and polyglot environments.
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