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Background & Motivation: Logs & Debugging
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Diagnose runtime failures Identify performance bottlenecks

Detect security issues Market trends prediction

System logs are important for

More than half of the studied bugs, root-cause 
diagnosis relies on log entries beyond the failure 

symptoms[1].

[1] How are distributed bugs diagnosed and fixed through system logs?



Background & Motivation: Logs & AIOps

Intelligent solutions for log analysis are now data-driven
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Framework of Modern Intelligent Log Analytics



Background & Motivation
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Logging is critical:

if (current_value > max) {
  LOG.info("Update max value to: " + max);
  max = current_value;
}

“The most effective debugging tool is still careful thought, 
coupled with judiciously placed print statements.”
            -- Brian Kernighan



Background & Motivation
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• In the era of agile development, developers prioritize 
functional code.

• Developers need to anticipate the failure.

• It is hard to find the balance between informativeness and 
overhead

Writing logs is hard:

How to automatically generate 
appropriate logging statements



Motivation
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Writing better logging statements in the source code

Automated Coding Tools (Powered by LLM) [2]

How good are they?

Automated Logging Statement Generation

[2] All tools and models are selected and evaluated by May, 2024.  



The Overall Study Framework
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RQs
1. How do different LLMs perform in deciding 

ingredients of logging statements generation?

2. How do LLMs compare to conventional logging
models in logging ability?

3. How do the prompts for LLMs affect logging 
performance?

4. How do external factors influence the effectiveness
in generating logging statements?

5. How do LLMs perform in logging unseen code?



Study Objects: Tools and Models
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Both models and commercial products[2], 
parameters vary form 60M to over 175B, offering 
the service in different formats.

Also, we include the academic methods before the 
era of LLM:

[2] All tools and models are selected and evaluated by May, 2024.  

Time flies so fast in the 
era of LLMs!



Study Objects: LogBench-O
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We created the first benchmark dataset, LogBench-O, consists of high-quality and well-
maintained Java projects with logging statement.

Logs exist for system maintenance.

How to define high-quality and well-maintained?
• Gaining more than 20 stars
• Receiving more than 100 commits.
• Engaging with at least 5 contributors.

public void handleEvent(Event event){ 
String path = event.getProperty(PATH); 
<Logging Point>
if (PATH != null) { 

String includePath = PATH
...

public void handleEvent(Event event){ 
String path = event.getProperty(PATH); 

log.info("Library at {} validated.", path);
if (PATH != null) { 

String includePath = PATH
...

public void handleEvent(Event event){ 
String path = event.getProperty(PATH); 

+ log.debug(“Reload received for path:” + path);
if (PATH != null) { 

String includePath = PATH
...

• Remove logging statement
• Construct <Logging Point>

--

Model input

Original file

Generate logging statementsModel output



Study Objects: LogBench-T

10[3] Your Code Secret Belongs to Me: Neural Code Completion Tools Can Memorize Hard-Coded Credentials

Sometimes, models are memorizing results instead of inference [3].

What’s more: The models have most likely encountered data from LogBench-O during their 
training process.

So we created LogBench-T , the transformed version of LogBench-O.

• Lightweight and “daily”

• Readability-preserving



Study Objects: LogBench-T
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An Example from LogBench-O to LogBench-T
func countMemory

comp

decl long

inMb

1024 1024

call log.info

operator *
…

arg string

arg int 

totalMemory

……

decl long

const_1

1024 1024

decl long

intMb

const_1
operator *

comp

call log.info

…

arg string

……

func countMemory

arg int 

totalMemory

Original AST Transformed AST

public void countMemory(ITestContext ctx, int totalMemory) {
long const_1 = 1024 * 1024;
long inMb = const_1;
log.info("Total memory : " + totalMemory / inMb+ " MB");
…

Readability-preserving Code Transformation 

Readability-degrading Code Transformation 

public void foo(ITestContext a, int b) {
long c = 1024 * 1024;
log.info("Total memory : " + b / c + " MB");
…

public void countMemory(ITestContext ctx, int totalMemory) {
long inMb = 1024 * 1024;
log.info("Total memory : " + totalMemory / inMb + " MB");
…

Original Code



RQ1: Comparison of LLMs

RQ1: How do different LLMs perform in deciding ingredients of logging 
statements generation?

Metrics:
• Logging Level: ACC, AOD (Ordinal (Log) Distance Score)

• Logging Variable: (Set level) Precision, Recall, F1

• Logging Text: BLEU, Rouge, Semantics similarity
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RQ1: Results

RQ1: How do different LLMs perform in deciding ingredients of logging 
statements generation?
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Finding 1: While existing models 
correctly predict levels, there is 

significant room for improvement 
in producing variables and texts.

Finding 2: LLMs may perform 
inconsistently on deciding 

different ingredients.



RQ2: Results

RQ2: How do LLMs compare to conventional logging models in logging ability? 
We chose three representative pre-LLM methods for comparison.
• DeepLV for logging level
• WhichVar for logging var

• LogGenText-Plus for logging text

14

Finding 3: When directly applying 
LLMs without fine-tuning, they still 

yield better performance than 
conventional logging baselines.



RQ3: Results

RQ3: How do the prompts for LLMs affect logging performance?
• Impact of different instructions: Voted top 5 prompts:

1. Your task is to generate the logging statement for the corresponding position.
2. You are an expert in software DevOps; please help me write the informative logging statement.
3. Complete the logging statement while taking the surrounding code into consideration.
4. Your task is to write the corresponding logging statement. Note that you should keep consistent with 

current logging styles.
5. Please help me write an appropriate logging statement below.

• Impact of different numbers of logging examples:
• From 1 to 9
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RQ3: Results

RQ3: How do the prompts for LLMs affect logging performance?
• Impact of different instructions: Voted top 5 prompts:
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Finding 4: Although instructions 
influence LLMs to various extents, there 
is cohesiveness in the relative ranking of 

LLMs with the same instructions.



RQ3: Results

RQ3: How do the prompts for LLMs affect logging performance?
• Impact of different numbers of logging examples:
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Finding 5: More demonstration 
examples in the prompt do not 
always improve performance. It 

is recommended to use 5-7 
examples in the demonstration 

to achieve optimal results.



RQ4: Results

RQ4: How do external factors influence the effectiveness in generating logging 
statements?
• With comment v.s. without comment
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RQ4: Results
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Finding 6: Ignoring code comments 
impedes LLMs in generating logging 
statements, resulting in an average 

2.2% semantics decrease when 
recommending logging texts.

Case



RQ4: Results

RQ4: How do external factors influence the effectiveness in generating logging 
statements?
• Programming contexts: method v.s. file.
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RQ4: Results
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Finding 7: File-level programming contexts 
leads to a greater improvement in logging 

practice by providing methods, variable 
definitions and intra-project logging styles.

Case



RQ5: Results

RQ5: How do LLMs perform in logging unseen code?
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RQ5: Results
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Finding 8: LLMs’ performance drops 
significantly for unseen code, 

highlighting the need to improve the 
generalization capabilities of these 

models.

Case



Takeaways & TL;DR
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Lessons Learned:

1. A paradigm shift in logging automation.

2. Context is everything for logging quality (even for general coding).

3. The generalization gap is real.

4. The new frontier is “how to express”.



Future Directions
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Future Directions:

1. Develop Unified & Semantic-Aware Evaluation Metrics.

2. Intelligent Logging Context Retrieval.

3. Whether to Log.



Q&A
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Thank you sooooo much for listening!

Read the paper! Check the data and code!


